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1 Configuring CLI 

1.1 Overview 

The command line interface (CLI) is a window used for text command interaction between users and network devices. You 

can enter commands in the CLI window to configure and manage network devices.  

Protocols and Standards 

N/A 

1.2 Applications 

Application Description 

Configuring and Managing Network 

Devices Through CLI 

You can enter commands in the CLI window to configure and manage network 

devices 

1.2.1 Configuring and Managing Network Devices Through CLI 

Scenario 

As shown in Figure 1-1, a user accesses network device A using a PC, and enter commands in the CLI window to configure 

and manage the network device. 

Figure 1-1 

 

Remarks A is the network device to be managed.  

PC is a terminal.  

Deployment 

As shown in Figure 1-2, the user uses the Secure CRT installed on a PC to set up a connection with network device A, and 

opens the CLI window to enter configuration commands. 
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Figure 1-2 

 

1.3 Features 

Overview 

Feature Description 

Accessing CLI  You can log in to a network device for configuration and management.  

Command Modes The CLI provides several command modes. Commands that can be used vary according to 

command modes. 

System Help You can obtain the help information of the system during CLI configuration. 

Abbreviated Commands If the entered string is sufficient to identify a unique command, you do not need to enter the 

full string of the command. 

No and Default Options of 

Commands 

You can use the no option of a command to disable a function or perform the operation 

opposite to the command, or use the default option of the command to restore default 

settings.  

Prompts Indicating Incorrect 

Commands 

An error prompt will be displayed if an incorrect command is entered. 

History Commands You can use short-cut keys to display or call history commands.  

Featured Editing The system provides short-cut keys for editing commands. 

Searching and Filtering of the 

Show Command Output 

You can run the show command to search or filter specified commands.  

Command Alias You can configure alias of a command to replace the command. 

1.3.1 Accessing CLI 

Before using the CLI, you need to connect a terminal or PC to a network device. You can use the CLI after starting the 

network device and finishing hardware and software initialization. When used for the first time, the network device can be 

connected only through the console port, which is called out band management. After performing relevant configuration, you 

can connect and manage the network device through Telnet. 
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Command Mode Access Method Prompt 
Exit or Entering Another 

Mode 
About 

Global configuration 

(Global configuration 

mode) 

In Privileged EXEC 

mode, run the 

configure 

command to enter 

global configuration 

mode. 

Ruijie(config)# 

Run the exit or end 

command, or press Ctrl+C 

to return to Privileged EXEC 

mode.  

Run the interface 

command to enter interface 

configuration mode. When 

using the interface 

command,  you must 

specify the interface.  

Run the vlan vlan_id 

command to enter VLAN 

configuration mode. 

Using commands in this 

mode will affect the 

global parameters of the 

network device. 

Interface 

configuration 

(Interface 

configuration mode) 

In global 

configuration mode, 

run the interface 

command to enter 

interface 

configuration mode. 

Ruijie(config-if)# 

Run the end command, or 

press Ctrl+C to return to 

Privileged EXEC mode.  

Run the exit command to 

return to global 

configuration mode. When 

using the interface 

command,  you must 

specify the interface.  

Use this configuration 

mode to configure 

various interfaces of the 

network device.  

Config-vlan 

(VLAN configuration 

mode) 

In global 

configuration mode, 

run the vlan vlan_id 

command to enter 

VLAN configuration 

mode. 

Ruijie(config-vlan)# 

Run the end command, or 

press Ctrl+C to return to the 

Privileged EXEC mode.  

Run the exit command to 

return to global 

configuration mode. 

Use this configuration 

mode to configure 

VLAN parameters.  

1.3.3 System Help 

When entering commands in the CLI window, you can obtain the help information using the following methods: 

1. At the command prompt in any mode, enter a question mark (?) to list the commands supported by the current 

command mode and related command description.  

For example 

Ruijie>?  

Exec commands:  

  <1- 99>      S ession number to resume  
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  disable     Turn off privileged commands  

  disconnect  Disconnect an existing network connection  

  enable      Turn on privileged commands  

  exit        Exit from the EXEC  

  help        Description of the interactive help system  

  lock        Lock the terminal  

  ping        Send echo messages  

  show        Show running system information  

  telnet      Open a telnet connection  

  traceroute  Trace route to destination  

2. Enter a space and a question mark (?) after a keyword of a command to list the next keyword or variable associated 

with the keyword.  

For example  

Ruijie(config)#interface ?  

  Aggregateport     Aggregate port interface  

  Dialer            Dialer interface  

  GigabitEthernet   Gigabit Ethernet interf ace 

  Loopback          Loopback interface  

  Multilink         Multilink - group  interface  

  Null              Null interface  

  Tunnel            Tunnel interface  

  Virtual - ppp       Virtual PPP interface  

  Virtual - template  Virtual Template interface  

  Vlan              Vlan interface  

  range             Interface range command  

 If the keyword is followed by a parameter value, the value range and description of this parameter are displayed as 

follows:  

Ruijie(config)#interface vlan ?  

  <1- 4094>  Vlan po rt number  

3. Enter a question mark (?) after an incomplete string of a command keyword to list all command keywords starting with 

the string.  

For example 
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Ruijie#d?  

debug  delete  diagnostic  dir  disable  disconnect  

4. After an incomplete command keyword is entered, if the suffix of this keyword is unique, press the Tab key to display 

the complete keyword. 

For example 

Ruijie# show conf<Tab>  

Ruijie# show configuration  

5. In any command mode, run the help command to obtain brief description about the help system. 

For example  

Ruijie(config)#help  

Help may be requested at any point in a command by entering  

a question mark '?'.  If nothing matches, the help list will  

be empty and you must backup until entering a '?' shows the  

available options.  

Two styles of help are pro vided:  

1. Full help is available when you are ready to enter a  

   command argument (e.g. 'show ?') and describes each possible  

   argument. 

2. Partial help is provided when an abbreviated argument is entered  

   and you want to know what arguments match the input  

   (e.g. 'show pr?'.)  

1.3.4 Abbreviated Commands 

If a command is long, you can enter a part of the command that is sufficient to identify the command keyword.  

For example, to run the interface gigabitEthernet 0/1 command in GigabitEthernet 0/1 interface configuration mode, enter 

the abbreviated command as follows: 

Ruijie(config)#int g0/1  

Ruijie(config - if - GigabitEthernet 0/1)#  

1.3.5 No and Default Options of Commands 

Most commands have the no option. Generally, the no option is used to disable a feature or function, or perform the 

operation opposite to the command. For example, run the no shutdown command to perform the operation opposite to the 

shutdown command, that is, enabling the interface. The keyword without the no option is used to enable a disabled feature 

or a feature that is disabled by default.  
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Function Key or Short-Cut Key Description 

Ctrl+A Move the cursor to the head of the command line. 

Ctrl+E Move the cursor to the end of the command line. 

Delete an entered character. 
Backspace key Delete one character to the left of the cursor.  

Delete key Delete one character to the right of the cursor.  

Move the output by one line 

or one page.  

Return key 

When displaying contents, press the Return key to move the 

output one line upward and display the next line. This operation is 

performed when the output does not end yet. 

Space key 

When displaying contents, press the Space key to page down 

and display the next page. This operation is performed when the 

output does not end yet. 

When the editing cursor is close to the right boundary, the entire command line will move to the left by 20 characters, and the 

hidden front part is replaced by the dollar ($) signs. You can use the related keys or short-cut keys to move the cursor to the 

characters in the front or return to the head of the command line.  

For example, the whole access-list may exceed the screen width. When the cursor is close to the end of the command line 

for the first time, the entire command line moves to the left by 20 characters, and the hidden front part is replaced by the 

dollar signs ($). Each time the cursor is close to the right boundary, the entire command line moves to the left by 20 

characters.  

access- list 199 permit ip host 192.168.180.220 host   

$ost 192.168.1 80.220 host 202.101.99.12  

$0.220 host 202.101.99.12 time - range tr  

Press Ctrl+A to return to the head of the command line. At this time, the hidden tail part of the command line is replaced by 

the dollar signs ($).  

access- list 199 permit ip host 192.168.18 0.220 host 202.101.99.$  

 The default screen width is 80 characters.  

1.3.9 Searching and Filtering of the Show Command Output 

To search specified contents from the output of the show command, run the following command: 

Command Description 

show any-command | begin regular-expression 

Searches specified contents from the output of the show 

command. The first line containing the contents and all 

information that follows this line will be output. 

 The show command can be executed in any mode. 

 Searched contents are case sensitive. 

To filter specified contents from the output of the show command, run the following commands: 

Command Description 
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privilege Configures command privilege levels. 

password Specifies a line password. 

login Enables line password protection. 

login privilege log 
Enables the function of logging privilege 

change. 

Configuring Login and 

Authentication 

 (Optional) It is used to configure different login modes and authentication methods. 

username 
Configures local user account information 

and optional authorization information. 

login local 
Configures local authentication for 

line-based login. 

login access non-aaa 
Configures non-AAA authentication for 

line-based login when AAA is enabled. 

login authentication 
Configures AAA authentication for 

line-based login. 

telnet Enables the Telnet Client service. 

do telnet Enables the Do Telnet Client service. 

enable service telnet-server Enables the Telnet Server service. 

exec-timeout Configures the connection timeout time. 

session-timeout Configures the session timeout time. 

lockable Enables line-based terminal lock. 

lock 
Locks a terminal connected to the current 

line. 

Configuring Basic System 

Parameters 

 (Optional) It is used to configure basic system parameters. 

clock set Configures the system date and clock. 

clock update-calendar Updates the hardware clock. 

hostname Configures a system name. 

prompt Configures a command prompt. 

banner motd Configures daily notification. 

banner login Configures a login banner. 

speed Configures the Console baud rate. 

Enabling and Disabling a 

Specific Service 
 (Optional) It is used to enable and disable a specific service. 

enable service Enables a service. 

Configuring a Restart Policy  (Optional) It is used to configure a system restart policy. 

reload Restarts a device. 

Running Batch File 

Commands 
 (Optional) It is used to run the commands in batches. 

execute { [ flash: ] filename } Runs the commands in batches. 
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Description 

Command 

Mode 

Privileged EXEC mode 

Usage Guide Use this command to run the commands related to a function in batches. 

2.5 Monitoring 

Displaying 

Description Command 

Displays the current system time. show clock 

Displays line configurations. show line { console line-num | vty line-num | line-num } 

Displays debugging state. show debugging 

Displays system restart settings. show reload 

Displays the current running configurations of the device 

or the configurations on an interface. 
show running-config 

Display the service status. show service 

Display the Telnet Client session information. show sessions 

Displays the device configurations stored in the NVRAM. show startup-config 

Displays system information. show version [ devices | module] 

Displays the information of each established Telnet client 

instance. 

show sessions 
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3 Configuring Lines 

3.1 Overview 

There are various types of terminal lines on network devices. You can manage terminal lines in groups based on their types. 

Configurations on these terminal lines are called line configurations. On network devices, terminal lines are classified into 

multiple types such as CTY and VTY. 

3.2 Applications 

Application Description 

Accessing a Device Through 

Console 

Enter the command-line interface (CLI) of a network device through the Console.  

Accessing a Device Through VTY Enter the CLI of a network device through Telnet or SSH. 

3.2.1 Accessing a Device Through Console 

Scenario 

Figure 3-1 

 

Remarks A is a network device to be managed. 

PC is a network management station. 

Deployment 

The network management station connects to the Console port of a network device through a serial cable. Using the Console 

software (Hyper Terminal or other terminal simulation software) on the network management station, you can access the 

Console of the network device and enter the CLI to configure and manage the network device. 

3.2.2 Accessing a Device Through VTY 

Scenario 

Figure 3-2 
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  <0- 35>  Line number  

 

Ruijie#show running - config   

 

Building configuration...  

Current configuration :  761 bytes  

 

version 11.0(1C2B1)(10/16/13 04:23:54 CST - ngcf78)  

ip tcp not - send- rst  

vlan 1  

!  

interface GigabitEthernet 0/1  

!  

interface GigabitEthernet 0/2  

!  

interface GigabitEthernet 0/3  

!  

interface GigabitEthernet 0/4  

!  

interface GigabitEthernet 0/5  

!  

interface GigabitEthernet 0/6  

!  

interface GigabitEthernet 0/7  

!          

interface Mgmt 0  

!  

line con 0  

line vty 0 35  

 login  

!  

End 
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3.5 Monitoring 

Clearing 

 Running the clear commands may lose vital information and thus interrupt services. 

Description Command 

Clears the line connection status. clear line { console line-num | vty line-num | line-num } 

Displaying 

Description Command 

Displays the line configuration. show line { console line-num | vty line-num | line-num } 

Display the command history of the line. show history 

Display the privilege level of the line. show privilege 

Display the login user information. show user [ all ] 

 

 











http://ip/
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For example, if you exit configuration mode, the following log is displayed on the log server:  

<189>001233: *May 22 09:44:36: Ruijie %SYS- 5- CONFIG_I: Configured from console by console  

The following describes each field in the log in details:  

6. Priority 

This field is valid only when logs are sent to the log server.  

The priority is calculated using the following formula: Facility x 8 + Level  Level indicates the numerical code of the log level 

and Facility indicates the numerical code of the facility. The default facility value is local7 (23). The following table lists the 

value range of the facility.  

Numerical Code Facility Keyword Facility Description 

0 kern kernel messages 

1 user user-level messages 

2 mail mail system 

3 daemon system daemons 

4 auth1 security/authorization messages 

5 syslog messages generated internally by syslogs 

6 lpr line printer subsystem 

7 news network news subsystem 

8 uucp UUCP subsystem 

9 clock1 clock daemon 

10 auth2 security/authorization messages 

11 ftp FTP daemon 

12 ntp NTP subsystem 

13 logaudit log audit 

14 logalert log alert 

15 clock2 clock daemon 

16 local0 local use 0  (local0) 

17 local1 local use 1  (local1) 

18 local2 local use 2  (local2) 

19 local3 local use 3  (local3) 

20 local4 local use 4  (local4) 

21 local5 local use 5  (local5) 

22 local6 local use 6  (local6) 

23 local7 local use 7  (local7) 

7.  Sequence Number 

The sequence number of a syslog is a 6-digit integer, and increases sequentially. By default, the sequence number is not 

displayed. You can run a command to display or hide this field. 

8.  Timestamp 







http://www.iana.org/assignments/enterprise-numbers
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6.4 Configuration 

Configuration Description and Command 

Configuring Syslog Format 

 (Optional) It is used to configure the syslog format. 

service timestamps [ message-type 

[ uptime| datetime [ msec ] [ year ] ] ] 
Configures the timestamp format of syslogs. 

service sysname Adds the sysname to the syslog. 

service sequence-numbers Adds the sequence number to the syslog. 

service standard-syslog Enables the standard syslog format. 

service private-syslog Enables the private syslog format. 

service log-format rfc5424 Enables the RFC5424 syslog format. 

Sending Syslogs to the 

Console 

 (Optional) It is used to configure parameters for sending syslogs to the Console. 

logging on Enables logging. 

logging count Enables log statistics. 

logging console [ level ] 
Configures the level of logs displayed on the 

Console.  

logging rate-limit { number | all number | 

console {number | all number } } [ except 

[ severity ] ] 

Configures the log rate limit. 

Sending Syslogs to the 

Monitor Terminal 

 (Optional) It is used to configure parameters for sending syslogs to the monitor terminal.  

terminal monitor Enables the monitor terminal to display logs.  

logging monitor [ level ] 
Configures the level of logs displayed on the 

monitor terminal. 

Writing Syslogs into the 

Memory Buffer 

 (Optional) It is used to configure parameters for writing syslogs into the memory buffer. 

logging buffered [ buffer-size ] [ level ] 

Configures parameters for writing syslogs 

into the memory buffer, including the buffer 

size and log level.  

Sending Syslogs to the Log 

Server 

 (Optional) It is used to configure parameters for sending syslogs to the log server. 

logging server  { ip-address} [ udp-port 

port ] 
Sends logs to a specified log server. 

logging trap [ level ] 
Configures the level of logs sent to the log 

server. 

logging facility facility-type 
Configures the facility value of logs sent to 

the log server. 

logging source [ interface ] interface-type 

interface-number 

Configures the source interface of logs sent 

to the log server. 
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 Ruijie#show running - config | begin line  

line con 0  

 logging synchronous  

 login local  

As shown in the following output, when a user types in "vlan", the state of interface 0/1 changes and the 

related log is output. After log output is completed, the log module automatically displays the user input 

"vlan" so that the user can continue typing. 

Ruijie(config)#vlan  

*Aug 20 10:05:19: %LINK- 5- CHANGED: Interface GigabitEthernet 0/1, changed state to up  

*Aug 20 10:05:19: %LINEPROTO- 5- UPDOWN: Line protocol on Interface GigabitEthernet 0/1, changed state 

to up  

Ruijie(config)#vlan  

6.5 Monitoring 

Clearing 

 Running the clear commands may lose vital information and thus interrupt services. 

Description Command 

Clears logs in the memory buffer. clear logging 

Displaying 

Description Command 

Displays log statistics and logs in the memory buffer based on 

the timestamp from oldest to latest. 
show logging 

Displays log statistics and logs in the memory buffer based on 

the timestamp from latest to oldest. 
show logging reverse 

Displays syslog configurations and statistics. show logging config 

Displays log statistics of each module in the system. show logging count 

 



http://www.broadband-forum.org/technical/trlist.php
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Users specify a CPE for the ACS to deliver the Download method for upgrading the firmware. The CPE receives the request 

and starts to download the latest firmware from the destination file server, upgrade the firmware, and then reboot. After 

restart, the CPE will indicate the successful or unsuccessful completion of the method application. 

 The file server can be ACS or separately deployed. 

7.3.2 Upgrading the Configuration Files 

Upgrading the Configuration Files means the current configuration files of a CPE can be replaced with specified 

configuration files, so that the new configuration files act on the CPE after reset. 

Working Principle 

Figure 7-4 



 

7-7 

Configuration Guide Configuring CWMP 

 

Users specify a CPE for the ACS to deliver the Download methods for upgrading its configuration files. The CPE downloads 

the configuration files from the specified file server, upgrade configuration files, and then reboot. After that, the CPE will 

indicate successful or unsuccessful completion of the method application. 

 The file server can be ACS or separately deployed. 

7.3.3 Uploading the Configuration Files 

Uploading the Configuration Files means the ACS controls the configuration files of CPEs by using the Upload method. 

Working Principle 

Figure 7-5 
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You can configure the restoration function on a CPE, so that the CPE can restore itself from exceptions of its firmware or 

configuration files. Then when the CPE fails to connect to the ACS and breaks away from the management center after its 

firmware or configuration files are upgraded, the previous firmware or configuration files of the CPE can be restored in time 

for the ACS to manage the CPE. This kind of exception is generally caused by delivery of a wrong version or configuration 

file. 

Before the CPE receives a new firmware or configuration files to upgrade, the CPE will back up its current version and 

configuration files. In addition, there is a mechanism for determining whether the problem described in the preceding 

scenario has occurred. If the problem has occurred, the CPE is restored to the previous manageable status. 

7.4 Configuration 

Action Suggestions and Related Commands 

Establishing a Basic CWMP 

Connection 

 (Mandatory) You can configure the ACS or CPE usernames and passwords to be 

authenticated for CWMP connection. 

cwmp 
Enables CWMP and enters CWMP 

configuration mode. 

acs username 
Configures the ACS username for CWMP 

connection. 

acs password 
Configures the ACS password for CWMP 

connection. 

cpe username 
Configures the CPE username for CWMP 

connection. 

cpe password 
Configures the CPE password for CWMP 

connection. 

 (Optional) You can configure the URLs of the CPE and the ACS. 

acs url  Configures the ACS URL. 

cpe url Configures the CPE URL. 

Configuring CWMP-Related 

Attributes 

 (Optional) You can configure the basic functions of the CPE, such as upload, 

backup and restoration of firmware, configuration files or logs. 

cpe inform 
Configures the periodic notification 

function of the CPE. 

cpe back-up 

Configures the backup and restoration of 

the firmware and configuration file of the 

CPE. 

disable download 

Disables the function of downloading 

firmware and configuration files from the 

ACS. 









http://10.10.10.1:7547/acs
http://10.10.10.1:7547/acs
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Displays the CWMP configuration. show cwmp configuration 

Displays the CWMP running status. show cwmp status 
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When being powered by a PoE power supply, a PD can also connect to other power supplies for redundant backup of 

the power supplies. 

Overview 

Feature Description 

Power Supply 

Management for the PoE 

System 

Manages the power supply policies of the system, such as the power supply mode and 

disconnection detection mode, and supports monitoring on the power supply of the PoE 

system, such as the system alarm limit and trap sending enabling/disabling.  

Power Supply 

Management for PoE 

Ports 

Manages the power supply policies of PoE ports, such as port enabling and power supply 

prioritization.  

Auxiliary PoE Power 

Supply Functions 

Provides auxiliary power supply management functions for the system, such as the power 

alarm limit of the system and PD descriptor configuration of ports.  

LLDP Classification PDs can dynamically adjust allocated power by exchanging LLDP packets with PSE.  

  

8.3.1 Power Supply Management for the PoE System 

Working Principle 

Power supply management for the PoE system supports:  

You can switch the power supply mode (namely, the method for allocating power for PDs connected to the PoE switch). 

The PoE switch supports the auto mode, energy-saving mode and static mode for power supply management.  

In the auto mode, the system allocates power based on the detected PD classes and types on ports. A PoE switch 

allocates power for PDs of classes 0 to 4 as follows: 15.4 W for Class0, 4 W for Class1, 7 W for Class2, 15.4 W for 

Class3, and 30 W for Class4. In this mode, even if there is a device of Class3 that consumes only 11 W, the PoE switch 

allocates a power of 15.4 W for the port connecting to this device. The auto mode is the default power supply 

management mode of the PoE switch.  

In the energy-saving mode, the PoE switch dynamically adjusts allocated power based on actual consumption of PDs. 

In this mode, the PoE switch can power more PDs, but the power fluctuation of certain PDs may affect the power supply 

of other PDs. The energy-saving mode is an optional mode of the PoE switch. If the switch does not support this mode, 

corresponding prompt information will be displayed during configuration.  

In the energy-saving mode, the PoE switch calculates the power consumption of the system based on the actual power 

consumption of the PDs. If certain PDs have a large power fluctuation in this mode, overload may occur on the PoE 

switch, which causes damage of the PoE device. The PoE switch provides a command for setting the reserved power of 

the PoE system to ensure that the PoE switch always has "rich" power and that the consumed power will not exceed the 

limit of the PoE switch.  

In the static mode, the switch allocates power to each port as configured. If the power is insufficient, it will be allocated 

to each port based on port ID from low to high. If the switch does not this mode, a prompt message will be displayed. 

The PoE switch provides uninterruptible power supply during hot startup. When the system is restarted, PDs that are 

being powered will not be powered off during hot startup of the PoE switch. After the hot startup is completed, the 

system recovers the status saved in the configuration file.  

Ruijie devices provide PoE-compatible commands to support non-standard PoE devices. 
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 Ruijie # configure terminal  

Ruijie (config - vlan)#int vla n 2 

Ruijie (config - if - VLAN 2)#ip address 192.168.1.1/24              

Ruijie (config - if - VLAN 2)#poe auto- checking pd - address 192.168.1.2 interface gi0/ 1 

Ruijie (config - if - VLAN 2)#poe auto- checking pd - address 192.168.1.3 interface gi0/ 2 

Ruijie (config - if - VLAN 2)#poe auto - checking failure - action reboot - remote- pd 

Ruijie (config - if - VLAN 2)#poe auto- checking interval - time 15  

Ruijie (config - if - VLAN 2)#poe auto- checking retry - time 3  

Ruijie (config - if - VLAN 2)#poe auto- checking reboot - time 20  

Ruijie (config)#poe auto - checking  

Verification Run the show poe auto-checking command to view the PoE auto-checking configurations and run the 

show poe auto-checking status command to view the PoE auto-checking status.  

 

8.5 Monitoring 

Displaying 

Description Command 

Displays the PoE configuration and 

status of a specified port. 

show poe interface  

Displays the PoE status or 

configurations of all ports. 

show poe interfaces 

Displays the power supply status of 

the current PoE system. 

show poe powersupply 

Displays the auto-checking 

configuration and status of all ports. 

show poe auto-checking 
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topology or route convergence time, the carrier delay should be set to a greater value to avoid topology or route 

flapping. 

1.3.6 Link Trap Policy 

You can enable or disable the link trap function on an interface.  

Working Principle 

When the link trap function on an interface is enabled, the Simple Network Management Protocol (SNMP) sends link 

traps when the link status changes on the interface.  

1.3.7 Interface Index Persistence 

Like the interface name, the interface index also identifies an interface. When an interface is created, the system 

automatically assigns a unique index to the interface. The index of an interface may change after the device is restarted. 

You can enable the interface index persistence function so that the interface index remains unchanged after the device 

is restarted. 

Working Principle 

After interface index persistence is enabled, the interface index remains unchanged after the device is restarted. 

1.3.8 Routed Port 

Working Principle 

A physical port on a L3 device can be configured as a routed port, which functions as the gateway interface for L3 

switching. The routed port cannot be used for L2 switching. You can run the no switchport command to change a 

switch port to a routed port and assign an IP address to this port to set up a route. Note that you must delete all L2 

features of a switch port before running the no switchport command.  

1.3.9 L3 AP Port 

Working Principle 

Like a L3 routed port, you can run the no switchport command to change a L2 AP port into a L3 AP port on a L3 device, 

and then assign an IP address to this AP port to set up a route. Note that you must delete all L2 features of the AP port 

before running the no switchport command.  

 A L2 AP port with one or more member ports cannot be configured as a L3 AP port. Similarly, a L3 AP port with 

one or more member ports cannot be changed to a L2 AP port. 

1.3.10 Interface Speed, Duplex Mode, Flow Control Mode, and Auto Negotiation 
Mode 

You can configure the interface speed, duplex mode, flow control mode, and auto negotiation mode of an Ethernet 

physical port or AP port. 

Working Principle 
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 The EEE function takes effect only on the port enabled with auto negotiation.  

1.3.15 Port Flapping Protection 

When flapping occurs on a port, a lot of hardware interruptions occur, consuming a lot of CPU resources. On the other 

hand, frequent port flapping damages the port. You can configure the flapping protection function to protect ports.  

Working Principle 

By default, the port flapping protection function is enabled. You can disable this function as required. When flapping 

occurs on a port, the port detects flapping every 2s or 10s. If flapping occurs six times within 2s on a port, the device 

displays a prompt. If 10 prompts are displayed continuously, that is, port flapping is detected continuously within 20s, 

the port is disabled. If flapping occurs 10 times within 10s on a port, the device displays a prompt without disabling the 

port. 

1.3.16 Syslog 

You can enable or disable the syslog function to determine whether to display information about the interface changes 

or exceptions.  

Working Principle 

You can enable or disable the syslog function as required. By default, this function is enabled. When an interface 

becomes abnormal, for example, the interface status changes, or the interface receives error frames, or flapping occurs, 

the system displays prompts to notify users.  

1.4 Configuration 

Configuration Description and Command 

Performing Basic 

Configurations 

 (Optional) It is used to manage interface configurations, for example, creating/deleting 

an interface, or configuring the interface description.  

interface 
Creates an interface and enters configuration mode of the 

created interface or a specified interface.  

interface range 
Enters an interface range, creates these interfaces (if not 

created), and enters interface configuration mode.  

define interface-range Creates a macro to specify an interface range. 

snmp-server if-index persist 

Enables the interface index persistence function so that the 

interface index remains unchanged after the device is 

restarted. 

description  
Configures the interface description of up to 80 characters 

in interface configuration mode. 

snmp trap link-status Configures whether to send the link traps of the interface.  

shutdown Shuts down an interface in interface configuration mode. 

physical-port dither protect 
Configures the port flapping protection function in global 

configuration mode.  
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Index(dec):1 (hex):1 

GigabitEthernet 0/1 is administratively down, line protocol is DOWN 

Hardware is GigabitEthernet, address is 00d0.f865.de9b (bia 00d0.f865.de9b) 

Interface address is: no ip address 

  MTU 1500 bytes, BW 1000000 Kbit 

  Encapsulation protocol is Bridge, loopback not set 

  Keepalive interval is 10 sec, set 

  Carrier delay is 2 sec 

  Rxload is 1/255, Txload is 1/255 

  Queue    Transmitted packets     Transmitted bytes       Dropped packets       Dropped bytes 

      0       0                     0                     0                     0 

      1       0                     0                     0                     0 

      2       0                     0                     0                     0 

      3       0                     0                     0                     0 

      4       0                     0                     0                     0 

      5       0                     0                     0                     0 

      6       0                     0                     0                     0 

      7       4                   440                     0                     0 

  Switchport attributes: 

    interface's description:"" 

    lastchange time:0 Day:20 Hour:15 Minute:22 Second 

    Priority is 0 

    admin medium-type is Copper, oper medium-type is Copper    admin duplex mode is AUTO, oper 

duplex is Unknown 

    admin speed is AUTO, oper speed is Unknown 

    flow control admin status is OFF, flow control oper status is Unknown 

    admin negotiation mode is OFF, oper negotiation state is ON 

    Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF 

  Port-type: access 

    Vlan id: 1 

   10 seconds input rate 0 bits/sec, 0 packets/sec 

   10 seconds output rate 0 bits/sec, 0 packets/sec 

    4 packets input, 408 bytes, 0 no buffer, 0 dropped 

    Received 0 broadcasts, 0 runts, 0 giants 
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    0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort 

    4 packets output, 408 bytes, 0 underruns, 0 dropped 

0 output errors, 0 collisions, 0 interface resets 

A# show interfaces vlan 1 

Index(dec):4097 (hex):1001 

VLAN 1 is UP, line protocol is DOWN     

Hardware is  VLAN, address is 00d0.f822.33af (bia 00d0.f822.33af) 

Interface address is: 192.168.1.1/24 

ARP type: ARPA, ARP Timeout: 3600 seconds 

  MTU 1500 bytes, BW 1000000 Kbit 

  Encapsulation protocol is Ethernet-II, loopback not set 

  Keepalive interval is 10 sec, set 

  Carrier delay is 2 sec 

  Rxload is 0/255, Txload is 0/255 

B B# show interfaces gigabitEthernet 0/1 

Index(dec):1 (hex):1 

GigabitEthernet 0/1 is administratively down, line protocol is DOWN  

Hardware is GigabitEthernet 

Interface address is: no ip address, address is 00d0.f865.de9b (bia 00d0.f865.de9b) 

  MTU 1500 bytes, BW 1000000 Kbit 

  Encapsulation protocol is Bridge, loopback not set 

  Keepalive interval is 10 sec, set 

  Carrier delay is 2 sec 

  Rxload is 1/255, Txload is 1/255 

  Queue    Transmitted packets    Transmitted bytes     Dropped packets     Dropped bytes 

      0     0                     0                     0                     0 

      1     0                     0                     0                     0 

      2     0                     0                     0                     0 

      3     0                     0                     0                     0 

      4     0                     0                     0                     0 

      5     0                     0                     0                     0 

      6     0                     0                     0                     0 

      7     4                   440                     0                     0 

  Switchport attributes: 
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A(config-if-VLAN 1)# ip address 192.168.1.1 255.255.255.0 

A(config-if-VLAN 1)# exit 

A(config)# ip route 192.168.2.0 255.255.255.0 VLAN 1 192.168.1.2 

B B# configure terminal 

B(config)# interface GigabitEthernet 0/1 

B(config-if-GigabitEthernet 0/1)# switchport mode trunk 

B(config-if-GigabitEthernet 0/1)# exit 

B(config)# interface GigabitEthernet 0/2 

B(config-if-GigabitEthernet 0/2)# switchport mode trunk 

B(config-if-GigabitEthernet 0/2)# exit 

B(config)# interface vlan 1 

B(config-if-VLAN 1)# ip address 192.168.1.2 255.255.255.0 

B(config-if-VLAN 1)# exit 

B(config)# interface GigabitEthernet 0/3 

B(config-if-GigabitEthernet 0/3)# no switchport 

B(config-if-GigabitEthernet 0/3)# ip address 192.168.2.2 255.255.255.0 

B(config-if-GigabitEthernet 0/3)# exit 

C C# configure terminal 

C(config)# interface GigabitEthernet 0/1 

C(config-if-GigabitEthernet 0/1)# port-group 1 

C(config-if-GigabitEthernet 0/1)# exit 

C(config)# interface aggregateport 1 

C(config-if-AggregatePort 1)# switchport mode access 

C(config-if-AggregatePort 1)# switchport access vlan 1 

C(config-if-AggregatePort 1)# exit 

C(config)# interface vlan 1 

C(config-if-VLAN 1)# ip address 192.168.1.3 255.255.255.0 

C(config-if-VLAN 1)# exit 

D D# configure terminal 

D(config)# interface GigabitEthernet 0/1 

D(config-if-GigabitEthernet 0/1)# no switchport 

D(config-if-GigabitEthernet 0/1)# ip address 192.168.2.1 255.255.255.0 

D(config-if-GigabitEthernet 0/1)# exit 
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    363 packets output, 82260 bytes, 0 underruns, 0 dropped 

    0 output errors, 0 collisions, 0 interface resets 

B B# show interfaces gigabitEthernet 0/1 

Index(dec):1 (hex):1 

GigabitEthernet 0/1 is UP, line protocol is UP     

Hardware is GigabitEthernet, address is 00d0.f865.de91 (bia 00d0.f865.de91) 

Interface address is: no ip address 

  MTU 1500 bytes, BW 100000 Kbit 

  Encapsulation protocol is Ethernet-II, loopback not set 

  Keepalive interval is 10 sec, set 

  Carrier delay is 2 sec 

  Ethernet attributes: 

    Last link state change time: 2012-12-22 14:00:48 

    Time duration since last link state change: 3 days, 2 hours, 50 minutes, 50 seconds 

    Priority is 0 

    Admin medium-type is Copper, oper medium-type is Copper 

    Admin duplex mode is AUTO, oper duplex is Full 

    Admin speed is AUTO, oper speed is 100M 

    Flow control admin status is OFF, flow control oper status is OFF 

    Admin negotiation mode is OFF, oper negotiation state is ON 

    Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF 

  Bridge attributes: 

    Port-type: trunk 

    Native vlan: 1 

    Allowed vlan lists: 1-4094 

    Active vlan lists: 1 

  Rxload is 1/255, Txload is 1/255 

  10 seconds input rate 0 bits/sec, 0 packets/sec 

  10 seconds output rate 67 bits/sec, 0 packets/sec 

    362 packets input, 87760 bytes, 0 no buffer, 0 dropped 

    Received 0 broadcasts, 0 runts, 0 giants 

    0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort 

    363 packets output, 82260 bytes, 0 underruns, 0 dropped 

    0 output errors, 0 collisions, 0 interface resets 
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C C# show interfaces gigabitEthernet 0/1 

Index(dec):1 (hex):1 

GigabitEthernet 0/1 is UP, line protocol is UP     

Hardware is GigabitEthernet, address is 00d0.f865.de92 (bia 00d0.f865.de92) 

Interface address is: no ip address 

  MTU 1500 bytes, BW 100000 Kbit 

  Encapsulation protocol is Ethernet-II, loopback not set 

  Keepalive interval is 10 sec, set 

  Carrier delay is 2 sec 

  Ethernet attributes: 

    Last link state change time: 2012-12-22 14:00:48 

    Time duration since last link state change: 3 days, 2 hours, 50 minutes, 50 seconds 

    Priority is 0 

    Admin medium-type is Copper, oper medium-type is Copper 

    Admin duplex mode is AUTO, oper duplex is Full 

    Admin speed is AUTO, oper speed is 100M 

    Flow control admin status is OFF, flow control oper status is OFF 

    Admin negotiation mode is OFF, oper negotiation state is ON 

    Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF 

  Rxload is 1/255, Txload is 1/255 

  10 seconds input rate 0 bits/sec, 0 packets/sec 

  10 seconds output rate 67 bits/sec, 0 packets/sec 

    362 packets input, 87760 bytes, 0 no buffer, 0 dropped 

    Received 0 broadcasts, 0 runts, 0 giants 

    0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort 

    363 packets output, 82260 bytes, 0 underruns, 0 dropped 

    0 output errors, 0 collisions, 0 interface resets 

D D# show interfaces gigabitEthernet 0/1 

Index(dec):1 (hex):1 

GigabitEthernet 0/1 is UP, line protocol is UP     

Hardware is GigabitEthernet, address is 00d0.f865.de93 (bia 00d0.f865.de93) 

Interface address is: 192.168.2.1/24 

  MTU 1500 bytes, BW 100000 Kbit 

  Encapsulation protocol is Ethernet-II, loopback not set 
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Description Command 

Displays the interface errdisable status. show interfaces [ interface-type interface-number ] status err-disable 

Displays the link status change time and count 

of a specified port.  

show interfaces [ interface-type interface-number ] link-state-change 

statistics 

Displays the administrative and operational 

states of switch ports (non-routed ports). 

show interfaces [ interface-type interface-number ] switchport 

Displays the description and status of a 

specified interface. 

show interfaces [ interface-type interface-number ] description 

Displays the counters of a specified port, 

among which the displayed speed may have 

an error of ±0.5%.  

show interfaces [ interface-type interface-number ] counters 

Displays the number of packets increased in a 

load interval. 

show interfaces [ interface-type interface-number ] counters increment 

Displays statistics about error packets.  show interfaces [ interface-type interface-number ] counters error 

Displays the packet sending/receiving rate of 

an interface.  

show interfaces [ interface-type interface-number ] counters rate 

Displays a summary of interface information.  show interfaces [ interface-type interface-number ] counters summary 

Displays the line detection status. When a 

cable is short-circuited or disconnected, line 

detection helps you correctly determine 

the working status of the cable.  

show interfaces [ interface-type interface-number ] line-detect 

Displays the bandwidth usage of an interface.  show interfaces [ interface-type interface-number ] usage 

Displays the EEE status of an interface.  show eee interfaces [ interface-type interface-number ] status 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable debugging immediately 

after use. 

Line Detection 

The administrator can run the line-detect command to check the working status of a cable. When a cable is 

short-circuited or disconnected, line detection helps you determine the working status of the cable.  

 Only a physical port using copper as the medium supports line detection. A physical port using fiber as the 

medium or an AP port does not support line detection.  

 When line detection is performed on an operational interface, the interface will be temporarily disconnected, and 

then re-connected.  

Description Command 

Performs line detection in interface 

configuration mode. When a cable is 

short-circuited or disconnected, line detection 

helps you determine the working status of the 

cable.  

line-detect 
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MAC Changed Message : 

Operation:DEL Vlan:1 MAC Addr: 00d0.3232.0003 GigabitEthernet 0/2    

2.5 Monitoring 

Clearing 

 Running the clear commands may lose vital information and interrupt services. 

Description Command 

Clears dynamic MAC addresses. clear mac-address-table dynamic [ addressmac-address ] 

[interfaceinterface-id] [ vlanvlan-id ] 

Displaying 

Description Command 

Displays the MAC address table.  show mac-address-table { dynamic | static | filter } [ addressmac-address 

mac-address ] [ interface interface ] [ interface interface-id ] [ vlan 

vlanvlanvlan-id ] 

Displays the aging time for dynamic 

MAC addresses. 

show mac-address-table aging-time 

Displays the number of MAC 

address entries in the address 

table. 

show mac-address-table count [ interface interface-id | vlan vlan-id ] 

Displays all the MAC addresses on 

the specified interface including 

static and dynamic MAC address 

show mac-address-table interface [ interface-id ] [ vlan vlan-id ] 

Display the MAC address learning. show mac-address-learning 

Displays the configuration and 

history of MAC address change 

notifications. 

show mac-address-table notification [ interface [ [interface-id ] ] | history ] 

Displays all MAC addresses of the 

specified VLAN. 

show mac-address-table vlan [ vlan-id ] 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable debugging immediately 

after use. 

Description Command 

Debugs MAC address operation. debug bridge mac 
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Gi0/ 1     SA        bndl        32768         0x3     0x 10x3d 

Gi0/ 2     SA        bndl        32768         0x3     0x 20x3d 

Partner information:  

                   LACP port                  Oper   Port    Port  

Port     Flags     Priority      Dev ID       Key     NumberState  

-------------------------------------------------------------- ------  

Gi0/ 1     SA        32768     00d0. f800.0 002   0x3     0x 1     0x3d 

Gi0/ 2     SA        32768     00d0. f800.0 002   0x3     0x 2     0x3d 

Switch B B#show LACP summary 3 

System Id:32768,  00d0.f8fb. 0002 

Flags:  S -  Device is requesting  Slow LACPDUs   

 F -  Device is requesting  Fast LACPDUs. 

A -  Device is in active mode.        P -  Device is in passive mode.  

Aggregate port 3:  

Local information:  

LACP port       Oper    Port    Port  

Port     Flags     State     Priority        Key     Number State  

-------------------------------------------------------------- -------  

Gi0/ 3     SA        bndl        32768         0x3     0x 10x3d 

Gi0/ 4     SA        b ndl        32768         0x3     0x 20x3d 

Partner information:  

                   LACP port                  Oper   Port    Port  

Port     Flags     Priority      Dev ID       Key     NumberState  

-------------------------------------------------------------- ------  

Gi0/ 3     SA        32768     00d0. f800.0 001   0x3     0x 1     0x3d 

Gi0/ 4     SA        32768     00d0. f800.0 001   0x3     0x 2     0x3d 
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Description Command 

Debugs an AP port. debug lsm ap 

Debugs LACP. debug lacp { all | database | event | ha | packet | realtime | stm | timer } 
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4.4 Configuration 

Configuration  Description and Command  

Configuring Basic VLAN 

 (Mandatory) It is used to create a VLAN. 

vlan  Enters a VLAN ID. 

 (Optional) It is used to configure an Access port to transmit the flows from a single 

VLAN.  

switchport mode access  Defines a port as a Layer-2 Access port. 

 (Optional) It is used to restore the port mode. 

no switchport mode Restores the port mode to Layer-2 Access port. 

switchport access vlan Assigns a port to a VLAN. 

add interface 
Adds one Access port or a group of such ports 

to the current VLAN. 

 (Optional) It is used to rename a VLAN. 

name Names a VLAN. 

Configuring a Trunk Port 

 (Mandatory) It is used to configure the port as a Trunk port. 

switchport mode trunk Defines a port as a Layer-2 Trunk port. 

 (Optional) It is used to configure Trunk ports to transmit flows from multiple VLANs. 

switchport trunk allowed vlan Configures allowed-VLANs for a Trunk port. 

switchport trunk native vlan Specifies a native VLAN for a Trunk port. 

Configuring an Uplink Port 

 (Mandatory) It is used to configure the port as an Uplink port. 

switchport mode uplink Configures a port as an Uplink port. 

 (Optional) It is used to configure Uplink ports to transmit flows from multiple VLANs. 

switchport trunk allowed vlan Configures allowed-VLANs for a Uplink port. 

switchport trunk native vlan Specifies a native VLAN for a Uplink port. 

Configuring a Hybrid Port 

 (Mandatory) It is used to configure a port as a Hybrid port. 

switchport mode hybrid Configures a port as a Hybrid port. 

 (Optional) It is used to transmit the frames of multiple VLANs untagged. 

switchport hybrid allowed vlan Configures allowed-VLANs for a Hybrid port. 

switchport hybrid native vlan Configures a default VLAN for a Hybrid port. 
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Ruijie(config - if - GigabitEthernet 0/ 3)# switchport mode access  

Ruijie (config - if - GigabitEthernet 0/ 3)# switchport access vlan 20 

The other approach is adding an Access port (GigabitEthernet 0/3) to VLAN20:  

Ruijie # configure terminal  

Ruijie (config)#  vlan 20  

Ruijie (config - vlan)#  add interface GigabitEthernet 0/ 3 

Verification Check whether the configuration is correct. 

 Ruijie(config - vlan)#  show vlan 

VLAN Name                             Status    Ports  

----  --------------------------------  ---------  -----------------------------------  

   1 VLAN0001                         STATIC     

20 VLAN0020                         STATIC    Gi0/3                                  

 888 test888                          STATIC 

Ruijie(config - vlan)#  

 

Ruijie# show interface GigabitEthernet 0/ 3 switchport  

Interface                        Switchport Mode      Access Native Protected VLAN lists  

--------------------------------  ----------  ---------  ------  ------  ---------  --- -----------  

GigabitEthernet 0/3              enabled    ACCESS    20     1      Disabled  ALL  

4.4.2 Configuring a Trunk Port 

Configuration Effect 

A Trunk is a point-to-point link connecting one Ethernet interface or multiple ones to other network devices (for example, 

a router or switch) and it may transmit the flows from multiple VLANs. 

The Trunk of Ruije devices adopts the 802.1Q encapsulation standard. The following figure displays a network adopting 

a Trunk connection. 

Figure 4-3 

 

You may configure an Ethernet port or Aggregate Port (See Configuring Aggregate Port for details) as a Trunk port. 

You should specify a native VLAN for a Trunk port. The untagged packets received by and sent from the Trunk port are 

considered to belong to the native VLAN. The default VLAN ID (PVID in the IEEE 802.1Q) of this Trunk port is the 
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4.5 Monitoring 

Displaying 

Description Command 

Displays VLAN configuration. show vlan [ id vlan-id ] 

Displays configuration of switch ports. show interface switchport 

Debugging 

 System resources are occupied when debugging information is output. Disable the debugging switch immediately 

after use. 

Description Command 

Debugs 

VLANs. 

debug bridge vlan 
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The following MAC VLAN address exist:  

S: Static   D: Dynamic   

MAC ADDR       MASK           VLAN ID   PRIO   STATE  

-------------------------------------------------------  

PC- A1- mac     ffff.ffff.ffff   100       0       S  

PC- B1- mac     ffff.ffff.ffff   200       0       S 

Total MAC VLAN address count: 2  

5.5 Monitoring 

Displaying 

Description Command 

Displays all the MAC VLAN entries, including static and 

dynamic. 

show mac-vlan all 

Displays the dynamic MAC VLAN entries. show mac-vlan dynamic 

Displays the static MAC VLAN entries. show mac-vlan static 

Displays the MAC VLAN entries of a specified VLAN. show mac-vlan vlan vlan-id 

Displays the MAC VLAN entries of a specified MAC address. show mac-vlan mac-address mac-address [mask 

mac-mask] 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable debugging immediately 

after use. 

Description Command 

Debugs the MAC VLAN function.  debug bridge mvlan 
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A 1. Create VLAN 2 and VLAN 3 for user network communication.  

 

A# configure terminal  

A(config)# vlan range 2 - 3 

 

2. Configure the port mode.  

A(config)#interface gigabitEthernet 0/1  

A(config - if - GigabitEthernet 0/1)#switchport  

A(config - if - GigabitEthernet 0/1)#switchport access vlan 2  

A(config - if - GigabitEthernet 0/1)#exit  

A(config)#interface gigabitEthernet 0/2  

A(config - if - GigabitEthernet 0/2)#switchport  

A(config - if - GigabitEthernet 0/2)#switchport access vlan 3  

A(config - if - GigabitEthernet 0/2)#exit  

A(config)# interface gigabitEthernet 0/3  

A(config - if - GigabitEthernet 0/3)#swit chport  

A(config - if - GigabitEthernet 0/3)# switchport mode hybrid  

A(config - if - GigabitEthernet 0/3)# switchport hybrid allowed vlan untagged 2 - 3 

 

3. Configure the protocol VLAN globally.  

Configure Profile 1 for IP protocol packets and Profile 2 for IPX proto col packets (in this 

example, assume that packets are encapsulated using Ethernet II and the Ethernet types of IP 

protocol packets and IPX protocol packets are 0X0800 and 0X8137 respectively).  

 

A(config)#protocol - vlan profile 1 frame - type ETHERII ether - ty pe 0x0800 

A(config)#protocol - vlan profile 2 frame - type ETHERIIether- type 0x8137 

 

4. Apply Profile 1 and Profile 2 to Port Gi 0/3 and allocate Profile 1to VLAN 2 and Profile 2 

to VLAN 3.  

A(config)# interface gigabitEthernet 0/3  

A(config - if - GigabitEthernet 0/3)  #protocol - vlan profile 1 vlan 2  

A(config - if - GigabitEthernet 0/3) #protocol - vlan profile 2 vlan 3  

  

Verification Check whether the protocol VLAN configuration on the device is correct. 

A A(config)#show protocol - vlan profile  
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A# configure terminal  

A(config)# vlan range 2 - 3 

 

2. Configure the p ort mode.  

 

A(config)#interface gigabitEthernet 0/1  

A(config - if - GigabitEthernet 0/1)#switchport  

A(config - if - GigabitEthernet 0/1)#switchport access vlan 2  

A(config - if - GigabitEthernet 0/1)#exit  

A(config)#interface gigabitEthernet 0/2  

A(config - if - GigabitEthernet 0/2)#switchport  

A(config - if - GigabitEthernet 0/2)#switchport access vlan 3  

A(config - if - GigabitEthernet 0/2)#exit  

A(config)# interface gigabitEthernet 0/3  

A(config - if - GigabitEthernet 0/3)#switchport  

A(config - if - GigabitEthernet 0/3 )# switchport mode hybrid  

A(config - if - GigabitEthernet 0/3)# switchport hybrid allowed vlan untagged 2 - 3 

 

3. Configure the subnet VLAN globally.   

A(config)# protocol - vlan ipv4 192.168.1.0 mask 255.255.255.0 vlan 3  

A(config)# protocol - vlan ipv4 192.168.2.0 m ask 255.255.255.0 vlan 2  

 

4. Enable the subnet VLAN on interfaces. The subnet VLAN is disabled by default.  

(config - if - GigabitEthernet 0/ 3)# protocol - vlan ipv4  

  

Verification Check whether the subnet VLAN configuration on the device is correct. 

A A# show protocol - vlan ipv4  

ip              mask            vlan  

---------------  ---------------  ----  

192.168.1.0     255.255.255.0   3    

192.168.2.0     255.255.255.0   2    

 

interface            ipv4 status  

--------------------  -----------  
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Output Port 

 

 

Input Port 

Promiscuous 

Port 

Isolated 

Port 

Community 

Port 

Isolated Trunk Port 

(in the Same 

VLAN) 

Promiscuous 

Trunk Port 

(in the Same 

VLAN) 

Trunk Port 

(in the 

Same 

VLAN) 

non-PVLAN. 

Promiscuous 

Trunk Port 

(in the Same 

VLAN) 

The VLAN tag 

is removed. 

Unchanged Unchanged A secondary VLAN 

ID is added. 

A primary VLAN 

ID tag is added 

and the VLAN tag 

keeps unchanged 

in the 

non-PVLAN. 

Unchanged 

Trunk Port 

(in the Same 

VLAN) 

The VLAN tag 

is removed. 

NA The VLAN 

tag is 

removed. 

The VLAN tag is 

converted into a 

secondary VLAN ID 

in a primary VLAN 

and the VLAN tag 

keeps unchanged in 

other non-isolated 

VLANs.  

A primary VLAN 

ID tag is added 

and the VLAN tag 

keeps unchanged 

in the 

non-PVLAN. 

Unchanged 

Switch CPU Untag Untag Untag A secondary VLAN 

ID tag is added. 

A primary VLAN 

ID tag is added 

and the VLAN tag 

keeps unchanged 

in the 

non-PVLAN. 

A primary 

VLAN ID 

tag is 

added. 

7.4 Configuration 

Configuration Description and Command 

Configuring Basic Functions 

of PVLAN 

 (Mandatory) It is used to configure a primary VLAN and secondary VLANs.  

private-vlan { community | isolated | 

primary } 
Configures the PVLAN type. 

 (Mandatory) It is used to configure Layer-2 association between a primary VLAN and 

secondary VLANs of PVLAN to form PVLAN pairs.  

private-vlan association { svlist | add svlist | 

remove svlist } 

Configures Layer-2 association between a 

primary VLAN and secondary VLANs to form 

PVLAN pairs.  

 (Optional) It is used to allocate users to an isolated VLAN or community VLAN.  

switchport mode private-vlan host Configures a PVLAN host port. 

switchport private-vlan host-association 

p_vid s_vid 

Associates Layer-2 ports with PVLAN and 

allocates ports to subdomains. 

 (Optional) It is used to configure a port as a promiscuous port. 
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SwitchA(config)#  interface gigabitEthernet 0/4  

SwitchA(config - if - GigabitEthernet 0/4)#  switchport mode private - vlan host  

SwitchA(config - if - GigabitEthernet 0/4)#  switchport privat e- vlan host - association 99 101  

SwitchA(config)#  interface gigabitEthernet 0/5  

SwitchA(config - if - GigabitEthernet 0/5)#  switchport mode trunk  

SwitchA(config - if - GigabitEthernet 0/5)#  exit  

Switch B SwitchB# configure terminal  

SwitchB(config)#  vlan 99  

SwitchB(config - vlan)#  private - vlan primary  

SwitchB(config - vlan)#  exit  

SwitchB(config)#  vlan 100  

SwitchB(config - vlan)#  private - vlan community  

SwitchB(config - vlan)#  exit  

SwitchB(config)#  vlan 101  

SwitchB(config - vlan)#  private - vlan isolated  

SwitchB(config - vlan)#  exit  

SwitchB(config)#  vlan 99  

SwitchB(config - vlan)#  private - vlan association 100 - 101 

SwitchB(config - vlan)#  exit  

SwitchB(config)#  interface gigabitEthernet 0/2  

SwitchB(config - if - GigabitEthernet 0/2)#  switchport mode private - vlan host  

SwitchB(config - if - GigabitEthernet 0/2)# switchport private - vlan host - association 99 101  

SwitchB(config - if - GigabitEthernet 0/2)#  exit  

SwitchB(config)#  interface gigabitEthernet 0/3  

SwitchB(config - if - GigabitEthernet 0/3)#  switchport mode private - vlan host  

SwitchB(config - i f - GigabitEthernet 0/3)# switchport private - vlan host - association 99 100  

SwitchB(config - if - GigabitEthernet 0/3)#  exit  

SwitchB(config)#  interface gigabitEthernet 0/1  

SwitchB(config - if - GigabitEthernet 0/1)#  switchport mode trunk  

SwitchB(config - if - GigabitEthe rnet 0/1)#  exit  

  

Verification Check whether VLANs and ports are correctly configured, and check whether packet forwarding is correct 

according to packet forwarding rules in section "Features".  

Switch A SwitchA# show running- config  

!  

vlan 99  

 private - vlan primary  

 private - vlan association add 100 - 101 

!  

vlan 100  

 private - vlan community 

!  

vlan 101  

 private - vlan isolated  
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!  

interface GigabitEthernet 0/1  

 switchport mode private - vlan promiscuous  

 switchport private - vlan mapping 99 add 100 - 101 

!  

interface GigabitEthernet 0/2  

 switchport mode private - vlan host  

 switchport private - vlan host - association 99 100  

!  

interface GigabitEthernet 0/3  

 switchport mode private - vlan host  

 switchport private - vlan host - association 99 100  

!  

interface GigabitEtherne t 0/4  

 switchport mode private - vlan host  

 switchport private - vlan host - association 99 101  

!  

interface GigabitEthernet 0/5  

 switchport mode trunk  

!  

SwitchA# show vlan private - vlan  

VLAN  Type       Status   Routed   Ports           Associated VLANs  

-------- ----------------------  ------------------  

99    primary    active   Disabled Gi0/1, Gi0/5            100 - 101 

100   community  active   Disabled Gi0/2, Gi0/3, Gi0/5         99  

101   isolated   active   Disabled Gi0/4, Gi0/5                  99  

Switch B SwitchB# show running- config  

!  

vlan 99  

 private - vlan primary  

 private - vlan association add 100 - 101 

!  

vlan 100  

 private - vlan community 

!  

vlan 101  

 private - vlan isolated  

!  

interface GigabitEthernet 0/1  

 switchport mode trunk  

!  

interface GigabitEthernet 0/2  

 switchport mode private - vlan host  

 switchport private - vlan host - association 99 101  





Configuration Guide  Configuring Private VLAN 

7-16 

SwitchA(config - vlan)#  exit  

SwitchA(config)#  vlan 10  

SwitchA(config - vlan)#  private - vlan community  

SwitchA(config - vlan)#  exit  

SwitchA(config)#  vlan 20  

SwitchA(config - vlan)#  private - vlan community  

SwitchA(config - vlan)#  exit  

SwitchA(config)#  vlan 30  

SwitchA(config - vlan)#  private - vlan isolated  

SwitchA(config - vlan)#  exit  

SwitchA(config)#  vlan 2  

SwitchA(config - vlan)#  private - vlan association 10,20,30  

SwitchA(config - vlan)#  exit  

SwitchA(config)#  interface range gigabitEthernet 0/1 - 2 

SwitchA(config - if - range)# switchport mode private - vlan hos t  

SwitchA(config - if - range)# switchport private - vlan host - association 2 10  

SwitchA(config - if - range)# exit  

SwitchA(config)#  interface range gigabitEthernet 0/3 - 4 

SwitchA(config - if - range)# switchport mode private - vlan host  

SwitchA(config - if - range)# switchport private - vlan host - association 2 20  

SwitchA(config - if - range)# exit  

SwitchA(config)#  interface range gigabitEthernet 0/5 - 6 

SwitchA(config - if - range)# switchport mode private - vlan host  

SwitchA(config - if - range)# switchport private - vlan host - association 2 30  

SwitchA(config - if - range)# exit  

SwitchA(config)#  interface gigabitEthernet 0/7  

SwitchA(config - if - GigabitEthernet 0/7)#  switchport mode private - vlan promiscuous  

SwitchA(config - if - GigabitEthernet 0/7)#  switchport private - vlan maping 2 10,20,30  

SwitchA(config - if - GigabitEthernet 0/7)#  exit  

SwitchA(config)#  interface vlan 2  

SwitchA(config - if - VLAN 2)# ip address 192.168.1.1 255.255.255.0  

SwitchA(config - if - VLAN 2)# private - vlan mapping 10,20,30  

SwitchA(config - if - VLAN 2)# exit  
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Verification Ping the gateway address 192.168.1.1 from user hosts in different subdomains. The ping operation is 

successful. 

Switch A SwitchA#show running- config  

!  

vlan 2  

 private - vlan primary  

 private - vlan association add 10,20,30  

!  

vlan 10  

 private - vlan community 

!  

vlan  20 

 private - vlan community 

!  

vlan 30  

 private - vlan isolated  

!  

interface GigabitEthernet 0/1  

 switchport mode private - vlan host  

 switchport private - vlan host - association 2 10  

!  

interface GigabitEthernet 0/2  

 switchport mode private - vlan host  

 switchport pr ivate - vlan host - association 2 10  

!  

interface GigabitEthernet 0/3  

 switchport mode private - vlan host  

 switchport private - vlan host - association 2 20  

!  

interface GigabitEthernet 0/4  

 switchport mode private - vlan host  

 switchport private - vlan host - association 2 20 

!  
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7.5 Monitoring 

Displaying 

Description Command 

Displays PVLAN configuration. show vlan private-vlan [ community | primary | isolated ] 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable debugging immediately 

after use. 

Description Command 

Debugs PVLAN. debug bridge pvlan 
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8 Configuring Voice VLAN 

8.1 Overview 

IP phones are widely used thanks to rapid development of technologies. The voice virtual local area network (VLAN) is 

a VLAN dedicated to voice data streams of users.  

By creating a voice VLAN and add ports connected to voice devices to the voice VLAN, you can transmit voice data in a 

centralized manner in the voice VLAN.  

8.2 Applications 

Application Description 

Configuring the Automatic Mode of 

the Voice VLAN 

IP phones and PCs form a daisy chain and are connected to the 

network. Deployed IP phones can automatically obtain the IP addresses and voice 

VLAN information and send tagged voice streams.  

Configuring the Manual Mode of the 

Voice VLAN 

IP phones are directly connected to the network.  

Isolating Voice Streams from Data 

Streams 

PCs are connected to IP phones, and IP phones are connected to a switch. IP 

phones automatically obtain the IP addresses and send untagged voice streams. 

8.2.1 Configuring the Automatic Mode of the Voice VLAN 

Scenario 

IP phones and PCs form a daisy chain and are connected to the network. Both voice and data streams are transmitted 

on this link. Voice streams are transmitted in the voice VLAN, whereas data streams are transmitted in the data VLAN. 

This ensures that voice and data streams do not interfere with each other. This networking is used when common office 

staff need to use PCs for data communication, and IP phones for voice communication.  

Figure 8-1 Networking When the Voice VLAN Works in Automatic Mode 

Send Tagged Voice Streams
OUI  �Ö0012-3400-0000
Mask�ÖFFFF-FF00-0000
Description�ÖCompany A

Gi0/1
VLAN 2

 

The Gi0/1 port is connected to an IP phone that automatically obtains the IP address. After obtaining the IP address in 

the voice VLAN, the IP phone can be used normally. The Gi0/1 port is required to forward both voice and data streams 

and isolate voice streams from data streams. The port can be configured as a trunk port. The native VLAN forwards 

data streams, whereas the voice VLAN forwards voice streams.  

A device supporting the voice VLAN can check whether a stream is a voice stream of a specified voice device based on 

the source MAC address field in each data packet received by the port. If the source MAC address of a packet in the 









Configuration Guide  Configuring Voice VLAN 

8-5 

Working Mode of the 

Voice VLAN 

Voice Stream Type Port Type Supported Or Not 

connected to the port must exist and 

cannot be a voice VLAN. In addition, 

the port allows packets of the native 

VLAN to pass through. 

Hybrid port Supported. The native VLAN 

connected to the port must exist and 

cannot be a voice VLAN. In addition, 

the port allows packets of the native 

VLAN to pass through. 

Uplink port Supported. The native VLAN 

connected to the port must exist and 

cannot be a voice VLAN. In addition, 

the port allows packets of the native 

VLAN to pass through. 

Untagged voice 

stream 

Access port Not supported. 

Private VLAN host port Not supported. 

Private VLAN hybrid port Not supported. 

Trunk port Not supported. 

Hybrid port Not supported. 

Uplink port Not supported. 

Manual mode Tagged voice stream Access port Not supported. 

Private VLAN host port Not supported. 

Private VLAN hybrid port Not supported. 

Trunk port Supported. The native VLAN 

connected to the port must exist and 

cannot be a voice VLAN. In addition, 

the port allows packets of the native 

VLAN and the voice VLAN to pass 

through. 

Hybrid port Supported. The native VLAN 

connected to the port must exist and 

cannot be a voice VLAN. In addition, 

the port allows packets of the native 

VLAN to pass through, and the voice 

VLAN must be in the allowed tagged 

VLAN list of the port. 

Uplink port Supported. The native VLAN 

connected to the port must exist and 

cannot be a voice VLAN. In addition, 

the port allows packets of the native 

VLAN and the voice VLAN to pass 

through. 
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If the link from Device A to Device B through Devices C and D costs less than the link from Device A direct to Device B, 

the link between Device A and Device B enters the discarding state (as shown in Figure 10-11). Since Devices C and D 

do not include VLAN 1 and cannot forward data packets of VLAN 1, VLAN 1 of Device A fails to communicate with 

VLAN 1 of Device B. 

Figure 10-11 

 

MSTP is developed to resolve this problem. It divides one or multiple VLANs of a device into an instance. Devices 

configured with the same instance form an MST region to run an independent spanning tree (called IST). This MST 

region, like a big device, implements the spanning tree algorithm with other MST regions to generate a complete 

spanning tree called common spanning tree (CST). 

Based on this algorithm, the above network can form the topology shown in Figure 10-12 under the MSTP 

algorithm: Devices A and B are in MSTP region 1 in which no loop occurs, and therefore no link enters the discarding 

state. This also applies to MSTP Region 2. Region 1 and Region 2, like two big devices having loops, select a link to 

enter the discarding state based on related configuration. 

Figure 10-12 





Configuration Guide  Configuring STP/RSTP/MSTP 

10-11 

Through MSTP BPDU exchange, an IST is generated and each instance has their own spanning trees (MSTIs), 

in which the spanning tree corresponding to Instance 0 and CST are uniformly called Common Instance Spanning Tree 

(CIST). That is, each instance provides a single and loop-free network topology for their own VLAN groups. 

As shown in Figure 10-13, Devices A, B, and C form a loop in Region 1. 

As shown in Figure 10-13, Device A has the highest priority in the CIST (Instance 0) and thereby is selected as the 

region root. Then MSTP enables the link between A and C to enter the discarding state based on other parameters. 

Therefore, for the VLAN group of Instance 0, only links from A to B and from B to C are available, interrupting the loop of 

this VLAN group. 

Figure 10-13 

 

As shown in Figure 10-14, Device B has the highest priority in the MSTI 1 (Instance 1) and thereby is selected as the 

region root. Then MSTP enables the link between B and C to enter the discarding state based on other parameters. 

Therefore, for the VLAN group of Instance 1, only links from A to B and from A to C are available, interrupting the loop of 

this VLAN group. 

Figure 10-14 
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             this bridge is root  

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  

 

  Bridge ID  Priority    32768  

             Address     001a.a917.78cc  

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec 

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Gi0/2            Desg FWD 20000      128      False    P2p                               

Gi0/1            Desg FWD 20000       128      False    P2p                               

 

MST 1 vlans map :  10 

  Region Root Priority   32768  

             Address     001a.a917.78cc  

             this bridge is region root  

 

  Bridge ID  Priority    32768  

             Address     001a.a917 .78cc 

           

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Gi0/1            Desg FWD 20000      128      False    P2p                               

 

MST 2 vlans map :  20 

  Region Root Priority   32768  

             Address     001a.a917.78cc  

             this bridge is region root  

 

  Bridge ID  Priority    32768  

             Address     001a.a917.78cc  

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  
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Gi0/2            Desg FWD 20000      128      False    P2p  

DEV B Ruijie#show spanning - tree summary  

 

Spanning tree enabled protocol mstp  

MST 0 vlans map :  1- 9, 11 - 19, 21 - 4094 

  Root I D    Priority    32768  

             Address     001a.a917.78cc  

             this bridge is root  

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  

 

  Bridge ID  Priority    32768  

             Address     00d0.f822.3344  

             Hello  Time   4 sec  Forward Delay 18 sec  Max Age 25 sec  

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Gi0/2            Altn BLK 20000      128      False    P2p                               

Gi0/1            Root FWD 20000      128      False    P2p                               

 

MST 1 vlans map :  10 

  Region Root Priority   32768  

             Address     001a.a917.78cc  

             this bridge is region root  

 

  Bridge ID  Priority    32768  

             Address     00d0.f822.3344  

           

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Gi0/1            Root FWD 20000      128      False    P2p                               

 

MST 2 vlans map :  20 

  Region Root Priority   32768  

             Address     001a.a917.78cc  
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A(config)#spanning - tree mst 2 priority 8192  

 

Step 4: Configure VRRP priorities to enable Switch A to act as the VRRP master device of VLAN 10, and 

configure the virtual gateway IP address of VRRP. 

A(config)#interface vlan 10  

A(config - if - VLAN 10)#ip address 192.168.10.2 255.255.255.0  

A(config - if - VLAN 10)#vrrp 1 priority 120  

A(config - if - VLAN 10)#vrrp 1 ip 192.168.10.1  

 

Step 5 Set the VRRP priority to the default value 100 to enable Switch A to act as the VRRP backup 

device of VLAN 20. 

A(config)#interface vlan 20  

A(config - if - VLAN 20)#ip address 192.168.20.2 255.255.255.0  

A(config - if - VLAN 20)#vrrp 1 ip 192.168.20.1  

B Step 1: Configure VLANs 10 and 20, and configure ports as Trunk ports. 

B(config)#vlan 10  

B(config - vlan)#vlan 20  

B(config - vlan)#exit  

B(config)# interface  range gigabite thernet  0/1  -  2 

B(config - if - range)#switchport mode trunk  

B(config - if - range)#interface  aggregateport  1 

B(config - if - AggregatePort 1)# switchport mode trunk  

 

Step 2: Enable MSTP and create Instances 1 and 2. 

B(config)#spanning - tree  

B(config)# spanning - tree mst configuration  

B(config - mst)#instance 1 vlan 10  

B(config - mst)#instance 2 vlan 20  

B(config - mst)#exit  

 

Step 3: Configure Switch A as the root bridge of Instance 2. 

B(config)#spanning - tree mst 0 priority 8192  

B(config)#spanning - tree mst 1 priority 8192  

B(config)#spanning - tree mst 2 priority 4096  
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successfully created. 

A Ruijie#show spanning - tree summary  

 

Spanning tree enabled protocol mstp  

MST 0 vlans map :  1- 9, 11 - 19, 21 - 4094 

  Root ID    Priority    4096  

             Address     00d0.f822.3344 

             this bridge is root  

             Hello Time   4 sec  Forward Delay 18 sec  Max Age 25 sec  

 

  Bridge ID  Priority    4096  

             Address     00d0.f822.3344  

             Hello Time   4 sec  Forward Delay 18 sec  Max Age 25 s ec 

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Ag1              Desg FWD 19000      128      False    P2p  

Gi0/1            Desg FWD 200000     128      False    P2p  

Gi0/2            Desg FWD 200000     128      False    P2p  

 

MST 1 vlans map :  10 

  Region Root Priority   4096  

             Address     00d0.f822.3344  

             this bridge is region root  

 

  Bridge ID  Priority    4096  

             Address     00d0.f822.3 344 

           

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Ag1              Desg FWD 19000      128      False    P2p  

Gi0/1            Desg FWD 200000     128      False    P2p  

Gi0/2            Desg FWD 200000     128      False    P2p  
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MST 2 vlans map :  20 

  Region Root Priority   4096  

             Address     001a.a917.78cc  

             this bridge is region root  

 

  Bridge ID  Priority    8192  

             Address     00d0.f822.3344 

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Ag1              Root FWD 19000      128      False    P2p  

Gi0/1            Desg FWD 200000     128      False    P2p  

Gi0/2            Desg FWD 200000     128      False    P2p  

B Ruijie#show spanning - tree summary  

 

Spanning tree enabled protocol mstp  

MST 0 vlans map :  1- 9, 11 - 19, 21 - 4094 

  Root ID    Priority    4096  

             Address     00d0.f822.3344  

             this bridge is root  

             Hello Time   4 sec  Forward Delay 18 sec  Max Age 25 sec  

 

  Bridge ID  Priority    8192  

             Address     001a.a917.78cc  

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Ag1              Root FWD 19000      128      False    P2p  

Gi0/1            Desg FWD 200000     128      False    P2p  

Gi0/2            Desg FWD 200000     128      False    P2p  

 

MST 1 vlans map :  10 

  Region Root Priority   4096  
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             Address     00d0.f822.3344  

             this bridge is region root  

 

  Bridge ID  Priority    8192  

             Address     001a.a917.78cc  

           

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Ag1              Root FWD 19000      128      False    P2p  

Gi0/1            Desg FWD 200000     128      False    P2p  

Gi0/2            Desg FWD 200000     128      False    P2p  

 

MST 2 vlans map :  20 

  Region Root Priority   4096  

             Address     001a.a917.78cc  

             this bridge is region root  

 

  Bridge ID  Priority    4096  

             Address     001a.a917.78cc  

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Ag1              Desg FWD 19000      128      False    P2p  

Gi0/1            Desg FWD 200000     128      False    P2p  

Gi0/2            Desg FWD 200000     128      False    P2p  

C Ruijie#show spanning - tree summary  

 

Spanning tree enabled protocol mstp  

MST 0 vlans map :  1- 9, 11 - 19, 21 - 4094 

  Root ID    Priority    4096  

             Address     00d0.f822.3344  

             this b ridge is root  

             Hello Time   4 sec  Forward Delay 18 sec  Max Age 25 sec  
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  Bridge ID  Priority    32768  

             Address     001a.a979.00ea  

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  

 

Interface        Role Sts Cost       Prio     Type  OperEdge  

----------------  ----  ---  ----------  --------  -----  ---------------  

Gi0/2            Altn BLK 200000     128      P2p   False            

Gi0/1            Root FWD 200000     128      P2p   False            

 

MST 1 vlans map :  10 

  Region Root Priority   4096  

             Address     00d0.f822.3344  

             this bridge is region root  

 

  Bridge ID  Priority    32768  

             Address     001a.a979.00ea  

           

Interface        Role Sts Cost       Prio     Type  OperEd ge 

----------------  ----  ---  ----------  --------  -----  ---------------  

Gi0/2            Altn BLK 200000     128      P2p   False            

Gi0/1            Root FWD 200000     128      P2p   False            

 

MST 2 vlans map :  20 

  Region Root Priority   40 96 

             Address     001a.a917.78cc  

             this bridge is region root  

 

  Bridge ID  Priority    32768  

             Address     001a.a979.00ea  

 

Interface        Role Sts Cost       Prio     Type  OperEdge  

----------------  ----  ---  ----------  --------  -----  ---------------  

Gi0/2            Root FWD 200000     128      P2p   False            

Gi0/1            Altn BLK 200000     128      P2p   False  
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PortAdminAutoEdge : Enabled 

PortOperAutoEdge : Disable d 

PortAdminLinkType :  auto 

PortOperLinkType :  point - to - point  

PortBPDUGuard : Disabled 

PortBPDUFilter :  Disabled 

PortGuardmode  : Guard loop 

 

###### MST 0 vlans mapped :ALL 

PortState :  forwarding  

PortPriority :  128 

PortDesignatedRoot :  0.001a.a917.78cc 

PortDesignatedCost :  0 

PortDesignatedBridge :0.001a.a917.78cc  

PortDesignatedPortPriority :  128 

PortDesignatedPort :  17 

PortForwardTransitions :  1 

PortAdminPathCost :  20000 

PortOperPathCost :  20000 

Inconsistent states :  normal 

PortRole :  rootPort  

 

Ruijie#sh ow spanning- tree int erface  gi gabitethernet  0/2  

 

PortAdminPortFast :  Disabled  

PortOperPortFast :  Disabled 

PortAdminAutoEdge : Enabled 

PortOperAutoEdge : Disabled 

PortAdminLinkType :  auto 

PortOperLinkType :  point - to - point  

PortBPDUGuard : Disabled 

PortBPDUFilter :  Disabled 

PortGuardmode  : Guard loop 
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Displays MSTP parameters and spanning tree 

topology information. 
show spanning-tree 

Displays the count of sent and received MSTP 

packets. 
show spanning-tree counters  

Displays MSTP instances and corresponding port 

forwarding status. 
show spanning-tree summary 

Displays the ports that are blocked by root guard or 

loop guard. 
show spanning-tree inconsistentports 

Displays the configuration of an MST region. show spanning-tree mst configuration 

Displays MSTP information of an instance. show spanning-tree mst instance-id 

Displays MSTP information of the instance 

corresponding to a port. 
show spanning-tree mst instance-id interface interface-id 

Displays topology changes of a port in an instance. show spanning-tree mst instance-id topochange record 

Displays MSTP information of all instances 

corresponding to a port. 
show spanning-tree interface interface-id 

Displays the forwarding time. show spanning-tree forward-time 

Displays the hello time. show spanning-tree hello-time 

Displays the maximum hop count. show spanning-tree max-hops 

Displays the maximum number of BPDU packets sent 

per second. 
show spanning-tree tx-hold-count 

Displays the path cost calculation method. show spanning-tree pathcost method 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable the debugging switch 

immediately after use. 

Description Command 

Debugs all STPs. debug mstp all 

Debugs MSTP Graceful Restart (GR). debug mstp gr 

Debugs BPDU packet receiving. debug mstp rx 

Debugs BPDU packet sending. debug mstp tx 

Debugs MSTP events. debug mstp event 

Debugs loop guard. debug mstp loopguard 

Debugs root guard. debug mstp rootguard 

Debugs the bridge detection state machine. debug mstp bridetect 

Debugs the port information state machine. debug mstp portinfo 

Debugs the port protocol migration state 

machine. 

debug mstp protomigrat 

Debugs MSTP topology changes. debug mstp topochange 

Debugs the MSTP receiving state machine. debug mstp receive 

Debugs the port role transition state 

machine. 

debug mstp roletran 

Debugs the port state transition state 

machine. 

debug mstp statetran 
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Debugs the MSTP sending state machine. debug mstp transmit 
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Configuration Description and Command 

no lldp fast-count 
Restores the default LLDP fast 

transmission count. 

Configuring the TTL 

Multiplier and Transmission 

Interval 

 (Optional) It is used to configure the TTL multiplier and transmission interval. 

lldp hold-multiplier value 
Configures the TTL multiplier. 

 

no lldp hold-multiplier Restores the default TTL multiplier. 

lldp timer tx-interval seconds Configures the transmission interval. 

no lldp timer tx-interval Restores the default transmission interval. 

Configuring the 

Transmission Delay 

 (Optional) It is used to configure the delay time for LLDP packet transmission. 

lldp timer tx-delay seconds Configures the transmission delay. 

no lldp timer tx-delay Restores the default transmission delay. 

Configuring the 

Initialization Delay 

 (Optional) It is used to configure the delay time for LLDP to initialize on any interface. 

lldp timer reinit-delay seconds Configures the initialization delay. 

no lldp timer reinit-delay Restores the default initialization delay. 

Configuring the LLDP Trap 

Function 

 (Optional) It is used to configure the LLDP Trap function. 

lldp notification remote-change enable Enables the LLDP Trap function. 

no lldp notification remote-change 

enable 
Disables the LLDP Trap function. 

lldp timer notification-interval 
Configures the LLDP Trap transmission 

interval. 

no lldp timer notification-interval 
Restores the default LLDP Trap 

transmission interval. 

Configuring the LLDP 

Error Detection Function 

 (Optional) It is used to configure the LLDP error detection function. 

lldp error-detect Enables the LLDP error detection function. 

no lldp error-detect Disables the LLDP error detection function. 

Configuring the LLDP 

Encapsulation Format 

 (Optional) It is used to configure the LLDP encapsulation format.  

lldp encapsulation snap 
Sets the LLDP encapsulation format to 

SNAP. 

no lldp encapsulation snap 
Sets the LLDP encapsulation format to 

Ethernet II. 

Configuring the LLDP 

Network Policy 

 (Optional) It is used to configure the LLDP Network Policy. 

lldp network-policy profile profile-num Configures an LLDP Network Policy. 

no lldp network-policy profile profile-num Deletes an LLDP Network Policy. 

Configuring the Civic  (Optional) It is used to configure the civic address of a device. 
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Description Command 

Displays the LLDP civic address or 

emergency telephone number of a 

local device. 

show lldp location { civic-location | elin-location } { identifier id | interface 

interface-name | static } 

Displays LLDP information on a 

neighbor. 

show lldp neighbors [ interface interface-name ] [ detail ] 

Displays the LLDP network policy 

configuration of the local device. 

show lldp network-policy { profile [ profile-num ] | interface interface-name } 

Displays LLDP statistics. show lldp statistics [ global | interface interface-name ] 

Displays LLDP status information. show lldp status [ interface interface-name ] 

Displays the configuration of TLVs 

to be advertised by a port. 

show lldp tlv-config [ interface interface-name ] 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable debugging immediately 

after use.  

Description Command 

Debugs LLDP error processing. debug lldp error 

Debugs LLDP event processing. debug lldp event 

Debugs LLDP hot backup processing. debug lldp ha 

Debugs the LLDP packet reception. debug lldp packet 

Debugs the LLDP state machine. debug lldp stm 

 

 



 

 

 

 

IP Address & Application Configuration 

1. Configuring IP Address and Service 

2. Configuring ARP 

3. Configuring DHCP 

4. Configuring DNS 

5. Configuring Network Communication Detection Tools 

6. Configuring TCP 

7. Configuring IPv4 REF 

 





























































 

2-16 

Configuration Guide Configuring ARP 

2.5 Monitoring 

Clearing 

 Running the clear commands may lose vital information and thus interrupt services. 

Description Command 

Clears dynamic ARP entries. In 

gateway authentication mode, dynamic 

ARP entries in authentication VLANs 

are not cleared. 

clear arp-cache 

Clears ARP packet statistics. clear arp-cache packet statistics [ interface ] 

Displaying 

Description Command 

Displays the ARP table in detail. 
show arp [ detail ] [ interface-type interface-number [ ip [ mask ] | mac-address | 

static| complete | incomplete ] ] 

Displays the ARP table. show ip arp  

Displays the ARP entry counter. show arp counter 

Displays the timeout of dynamic ARP 

entries. 
show arp timeout 

Displays ARP packet statistics. show arp packet statistics [ interface ] 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable the debugging switch 

immediately after use. 

Description Command 

Debugs ARP packet sending and 

receiving. 

debug arp 

Debugs the creation and deletion of 

ARP entries. 

debug arp event 
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 System resources are occupied when debugging information is output. Therefore, disable debugging immediately after 

use. 

Description Command 

Debugs DHCP packets. debug ip dhcp client 
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 DEVICE#configure terminal  

DEVICE(config)# ip name- server 192.168.10.1  

DEVICE(config)# exit  

Verification Run the show hosts command to check whether the DNS server is specified.  

 Ruijie(config)#show hosts  

Name servers are:  

192.168.10.1 static  

 

Host         type    Addre ss                                  TTL(sec)        

4.5 Monitoring 

Clearing 

 Running the clear command during device operation may cause data loss or even interrupt services. 

Description Command 

Clears the dynamic host name cache 

table.  

clear host [ host-name ] 

Displaying 

Description Command 

Displays DNS parameters. show hosts [ host-name ] 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable debugging immediately after 

use. 

Description Command 

Debugs the DNS function.  debug ip dns 
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Debugging 

 System resources are occupied when debugging information is output. Therefore, disable debugging immediately after 

use. 

Description Command 

Displays the debugging information on 

IPv4 TCP packets. 

debug ip tcp packet [ in | out ] [ local-ip a.b.c.d ] [ peer-ip a.b.c.d ] [ global ] 

[ local-port num ] [ peer-port num ] [ deeply ] 

Displays the debugging information on 

IPv4 TCP connection. 

debug ip tcp transactions [ local-ip a.b.c.d ] [ peer-ip a.b.c.d ] [ local-port num ] 

[ peer-port num ] 

 



 

7-1 

Configuration Guide Configuring IPv4 REF 

7 Configuring IPv4 REF 

7.1 Overview 

On products incapable of hardware-based forwarding, IPv4 packets are forwarded through the software. To optimize the 

software-based forwarding performance, Ruijie introduces IPv4 express forwarding through software (Ruijie Express 

Forwarding, namely REF). 

REF maintains two tables: forwarding table and adjacency table. The forwarding table is used to store route information. The 

adjacency table is derived from the ARP table, and it contains Layer 2 rewrite(MAC) information for the next hop. 

REF is used to actively resolve next hops and implement load balancing.  

Protocols and Standards 

N/A 

7.2 Applications 

Application Description 

Load Balancing During network routing, when a route prefix is associated with multiple next hops, REF can 

implement load balancing among the multiple next hops.  

7.2.1 Load Balancing 

Scenario 

As shown in Figure 7-1, a route prefix is associated with three next hops on router A, namely, link 1, link 2, and link 3. By 

default, REF implements load balancing based on the destination IP address. Load balancing can be implemented based on 

the source IP address and destination IP address as well. 
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Displaying Packet Forwarding Path Information 

Packets are forwarded based on their IPv4 addresses. If the source and destination IPv4 addresses of a packet are specified, 

the forwarding path of this packet is determined. Run the following commands and specify the IPv4 source and destination 

addresses of a packet. The forwarding path of the packet is displayed, for example, the packet is discarded, submitted to a 

CPU, or forwarded. Furthermore, the interface that forwards the packet is displayed.  

Command Description 

show ip ref exact-route source-ipaddress dest_ipaddress Displays the forwarding path of a packet.  

Displaying Route Information in an REF Table 

Run the following commands to display the route information in an REF table:  

Command Description 

show ip ref route [default | {ip mask}| statistics] 
Displays route information in the IPv4 REF table. The 

parameter default indicates a default route.  
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1. Configuring Managing Routes 
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1 Managing Routes 

1.1 Overview 

The network service module (NSM) manages the routing table and selects and sends preferred routes to the routing table. 

Routes discovered by various routing protocols are stored in the routing table. This product supports the direct route which is 

discovered by a link-layer protocol and is also called interface route.  

1.2 Features 

Feature Description 

Route Computation Generate a valid route on a device. 

Optimal Route 

Selection 

Select an optimal route to forward packets.  

Default Route Forward all packets and help reduce the size of a routing table. 

1.2.1 Route Computation 

Routing Function 

Routing functions are classified into IPv4 routing functions. If the routing functions are disabled, a device is equivalent to a 

host and cannot forward routes.  

1.2.2 Optimal Route Selection  

Administrative Distance 

When multiple routing protocols generate routes to the same destination, the priorities of these routes can be determined 

based on the administrative distance. A smaller administrative distance indicates a higher priority.  

1.2.3 Default Route 

In the forwarding routing table, the route with the destination network segment 0.0.0.0 and the subnet mask 0.0.0.0 is the 

default route. Packets that cannot be forwarded by other routes will be forwarded by the default route. The default route can 

be statically configured.  

Default Gateway 

On a L2 switch, the ip default-gateway command is configured to generate a default route.  
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 System resources are occupied when debugging information is output. Therefore, disable debugging immediately after 

use. 

Description Command 

Debugs IPv4 route management. debug nsm kernel ucast- v4 

Debugs internal events of route 

management. 

debug nsm events 

Debugs sending of route 

management and routing protocol 

messages. 

debug nsm packet send 

Debugs receiving of route 

management and routing protocol 

messages. 

debug nsm packet recv 

 



 

 

 

 

Multicast Configuration 

1. Configuring IGMP Snooping 
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ip igmp snooping suppression enable 
Enables IGMP Report packet 

suppression.  

Configuring IGMP Security 

Control 

 (Optional) It used to control security for multicast.  

ip igmp snooping filter profile-number 
Configures the group filtering for user 

access.  

ip igmp snooping vlan num filter 

profile-number 

Configures the per-VLAN group filtering 

for user access.  

ip igmp snooping l2-entry-limit number 
Configures the maximum number of 

groups globally for user access.  

ip igmp snooping max-groups number 
Configures the maximum number of 

dynamic groups for user access.  

ip igmp snooping preview profile-number 
Enables the preview function for a 

specified group. 

ip igmp snooping preview interval num Configures the preview duration.  

Configuring an IGMP Profile 

 (Optional) It is used to define the range of multicast addresses that permits or denies the 

access of a user host.  

ip igmp profile profile-number Creates a profile. 

range low-address high_address Configures the group address range.  

permit Permits the access of a user host.  

deny Denies the access of a user host.  

Configuring an IGMP Querier 

 (Optional) It is used to enable IGMP querier function on a network without a Layer-3 

multicast device.  

ip igmp snooping querier Enables global querier function.  

ip igmp snooping vlan num querier Enables the querier for a VLAN.  

ip igmp snooping querier version num 
Specifies the IGMP version for queriers 

globally.  

ip igmp snooping vlan num querier version 

num 

Specifies the IGMP version for a querier 

of a VLAN.  

ip igmp snooping querier address a.b.c.d 
Configures the source IP address of 

queriers globally.  

ip igmp snooping vlan num querier address 

a.b.c.d 

Configures the source IP address for a 

querier of a VLAN.  

ip igmp snooping querier query-interval num 
Configures the query interval of queriers 

globally.  

ip igmp snooping vlan num querier 

query-interval num 

Configures the query interval for a querier 

of a VLAN.  

ip igmp snooping querier max-response-time 

num 

Configures the maximum response time 

for query packets globally.  
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Displays the IGMP snooping entries.  show ip igmp snooping gda-table 

Displays the profile.  show ip igmp profile [ profile-number ] 

Displays the IGMP snooping configurations on 

an interface.  

show ip igmp snooping interface interface-name 

Displays the IGMP querier.  show ip igmp snooping querier [ detail ]  

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable debugging immediately after 

use. 

Description Command 

Debugs all IGMP Snooping functions.  debug igmp-snp 

Debugs the IGMP snooping events.  debug igmp-snp event  

Debugs the IGMP snooping packets. debug igmp-snp packet 

Debugs the communications between IGMP 

snooping and MSF.  

debug igmp-snp msf  

Debugs the IGMP snooping alarms.  debug igmp-snp warning  
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By default, no AAA accounting method list is configured. 

Determine the access mode to be configured in advance. Then configure accounting methods according to the access mode. 

1.4 Configuration 

Configuration Description and Command 

Configuring AAA 

Authentication 

 Mandatory if user identities need to be verified. 

aaa new-model Enables AAA. 

aaa authentication login Defines a method list of login authentication. 

aaa authentication enable Defines a method list of Enable 

authentication. 

login authentication Enables login authentication on a specific 

terminal line. 

aaa local authentication attempts Sets the maximum number of login 

attempts. 

aaa local authentication lockout-time Sets the maximum lockout time after a login 

failure. 

Configuring AAA 

Authorization 

 Mandatory if different permissions and services need to be assigned to users. 

aaa new-model Enables AAA. 

aaa authorization exec Defines a method list of EXEC authorization. 

aaa authorization commands Defines a method list of command 

authorization. 

aaa authorization network Configures a method list of network 

authorization. 

authorization exec Applies EXEC authorization methods to a 

specified VTY line. 

authorization commands Applies command authorization methods to 

a specified VTY line. 

Configuring AAA Accounting 

 Mandatory if accounting, statistics, and tracking need to be performed on the network 

resource usage of users. 

aaa new-model Enables AAA. 

aaa accounting exec Defines a method list of EXEC accounting. 

aaa accounting commands Defines a method list of command 

accounting. 

accounting exec Applies EXEC accounting methods to a 

specified VTY line. 
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Steps Step 2: Configure a RADIUS or TACACS+ server in advance if group-server authentication needs to be 

implemented. Configure the local user database information on the NAS if local authentication needs to be 

implemented. Configure Enable authentication passwords on the NAS if you use Enable password 

authentication. 

Step 3: Configure an AAA authentication method list for Enable authentication users. 

 You can define only one Enable authentication method list globally. You do not need to define the list 

name but just default it. After that, it will be applied automatically. 

NAS Ruijie#configure terminal  

Ruijie(config)#username user privilege 15 password  pass  

Ruijie(config)#enable secret w  

Ruijie(config)#aaa new - model 

Ruijie (config)#radius - server host 10.1.1.1  

Ruijie(config)#radius - server key ruijie  

Ruijie(config)#aaa authentication enable default group radius local enable  

  

Verification Run the show aaa method-list command on the NAS to display the configuration. 

NAS Ruijie#show aaa method- list  

 

Authentication method - list:  

aaa authentication enable default group radius local enable  

 

Accounting method- list:  

 

Authorization method - list:  

 

 The CLI displays an authentication prompt when the user level is updated to level 15. The user must enter 

the correct username and password to access the NAS. 

NAS Ruijie>enable  

Username:user 

Password:pass 

Ruijie#  

Common Errors 
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Scenario  

Figure 1-6 

 

  
Configuration 

Steps  

Step 1: Enable AAA. 

Step 2: Configure a RADIUS or TACACS+ server in advance if remote server-group authorization needs to 

be implemented. If local authorization needs to be implemented, configure the local user database 

information on the NAS. 

Step 3: Configure an AAA authorization method list according to different access modes and service types. 

Step 4: Apply the configured method list to an interface or line. Skip this step if the default authorization 

method is used. 

NAS Ruijie#configure terminal  

Ruijie(config)#username user1 password pass1  

Ruijie(config)#username user1 privilege 15  

Ruijie(config)#aaa new - model  

Ruijie(config)#tacacs - server host 10.1.1.1  

Ruijie(config)#tacacs - server key aaa  

Ruijie(config)#aaa authentication login default local  

Ruijie(config)#aaa authorization commands 15 default group tacacs+ local  

Ruijie(config)#aaa authorization console  

Verification  Run the show run and show aaa method-list commands on the NAS to display the configuration. 

NAS Ruijie#show aaa method- list  

 

Authentication method - list:  

aaa authentication login default local  

 

Accounting method- list:  

 

Authorization method - list:  

aaa authorization commands 15 default group tacacs+ local  

 Ruijie#show run  

!  

aaa new- model 
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Configuration 

Steps  

Step 1: Enable AAA. 

If remote server-group accounting needs to be implemented, configure a RADIUS or TACACS+ server in 

advance.  

Step 2: Configure an AAA accounting method list according to different access modes and service types. 

Step 3: Apply the configured method list to an interface or line. Skip this step if the default accounting 

method is used.  

NAS Ruijie#configure terminal  

Ruijie(config)#username user1 password pass1  

Ruijie(config)#username user1 privilege 15  

Ruijie(config)#aaa new - model  

Ruijie(config)#tacacs - server host 10.1.1.1  

Ruijie(config)#tacacs - server key aaa  

Ruijie(config)#aaa authentication login default local  

Ruijie(config)#aaa accounting commands 15 default start - stop group tacacs+  

  

Verification  Run the show aaa method-list command on the NAS to display the configuration. 

NAS Ruijie#show aaa method- list  

 

Authentication method - list:  

aaa authentication login default local  

 

Accounting method- list:  

aaa accounting commands 15 default start - stop group tacacs+  

Authorization method - list:  

 

 Ruijie#show run  

!  

aaa new- model 

!  

aaa authorization config - commands 

aaa accounting commands 15 default start - stop group tacacs+  

aaa authentication login default local  
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Displays the accounting update information. show aaa accounting update 

Displays the current lockout configuration. show aaa lockout 

Displays the AAA server groups. show aaa group 

Displays the AAA method lists. show aaa method-list 

Displays the AAA users. show aaa user 
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      GigabitEthernet 0/ 9           default           default         default     none  

2.5 Monitoring 

Displaying 

Description Command 

Displays storm control information. show storm-control [ interface-type interface-number ] 
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Ruijie(config - if - GigabitEthernet 0/3) # switchport port - security aging static  

Ruijie(config - if - GigabitEthernet 0/3) # end 

  

Verification Check the port security configuration on the device.  

 Ruijie# show port - security interface gigabitethernet 0/3  

 

Interface                    : GigabitEthernet 0/20  

Port status                  : down  

Port Security                : enabled  

SecureStatic address aging   : enabled  

Sticky dynamic address       : disabled  

Viola tion mode               : protect  

Maximum MAC Addresses        : 128  

Total MAC Addresses          : 0  

Configured MAC Addresses     : 0  

Dynamic MAC Addresses        : 0  

Sticky MAC Addresses         : 0  

Total security binding       : 0  

IPv4- ONLY Binding Addresses  : 0  

IPv6- ONLY Binding Addresses  : 0  

IPv4- MAC Binding Addresses   : 0  

IPv6- MAC Binding Addresses   : 0  

Aging time(min)              : 8  

4.5 Monitoring 

Displaying 

Description Command 

Displays all secure addresses or all 

secure addresses of a specified 

port.  

show port-security address [ interface interface-id ] 

Displays all bindings or all bindings 

of a specified port.  

show port-security binding [ interface interface-id ] 

Displays all valid secure addresses 

of ports and the security binding 

records of the ports.  

show port-security all 

Displays the port security 

configurations of an interface.  

show port-security interface interface-id 

Displays the statistics about port 

security.  

show port-security 





































 

 

5-18 

 

Configuration Guide Configuring SSH  

address is 192.168.23.122. Port indicates the port ID 22, that is, the default ID of the port listened by SSH. 

Connection type is SSH. 

Figure 5-6 

 
As shown in Figure 5-6, select 2 as the preferred SSH protocol version in the Protocol options pane 

because SSHv2 is used for login.  

Figure 5-7 
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As shown in Figure 5-7, select Attempt "keyboard-interactive" auth as the authentication method to 

support authentication based on the user name and password.  

Then, click Open to connect to the configured server host, as shown in Figure 5-8. 

Figure 5-8 

 

The PuTTY Security Alert box indicates that you are logging in to the client of the server 192.168.23.122, 
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and asks you whether to receive the key sent from the server.  

If you select Yes, a login dialog box is displayed, as shown in Figure 5-9.  

Figure 5-9 

 

Type in the correct user name and password, and you can log in to the SSH terminal interface, as shown in 

Figure 5-10. 

Figure 5-10 
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Choose the size of the key modulus in the range of 360 to 2048 for your 

Signature Keys. Choosing a key modulus greater than 512 may take 

a few minutes. 

How many bits in the modulus [512]: 

% Generating 512 bit RSA1 keys ...[ok] 

% Generating 512 bit RSA keys ...[ok] 

Ruijie(config)#interface vlan 1 

Ruijie(config-if- VLAN 1)#ip address 192.168.23.122 255.255.255.0 

Ruijie(config-if- VLAN 1)#exit 

Ruijie(config)#line vty 0   

Ruijie(config-line)#password passzero 

Ruijie(config-line)#privilege level 15 

Ruijie(config-line)#login 

Ruijie(config-line)#exit 

Ruijie(config)#line vty1 4 

Ruijie(config-line)#password pass 

Ruijie(config-line)#privilege level 15 

Ruijie(config-line)#login 

Ruijie(config-line)#exit 

 

SSH 

Client(PC1/ 

PC2) 

Figure 5-12 
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ip address 192.168.23.122 255.255.255.0 

! 

line vty 0 

privilege level 15 

 login 

 password passzero 

line vty 1 4 

privilege level 15 

 login 

 password pass 

! 

end 

SSH Client Set up a connection, and enter the correct password. The login password is "passzero" for Line 0 and "pass" 

for the remaining lines. Then, the SSH server operation interface is displayed, as shown in Figure 5-13. 

Figure 5-13 

 

Ruijie#show users 

Line             User         Host(s)              Idle       Location 

---------------- ------------ -------------------- ---------- ------------------ 

*  0 con 0       ---          idle                 00:00:00   --- 
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When a key is being generated, you need to constantly move the mouse over a blank area outside the green 

progress bar; otherwise, the progress bar does not move and key generation stops, as shown in Figure 

5-16. 

Figure 5-16 
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To ensure security of the RSA public key authentication, the length of the generated RSA key pair must be 

equal to or larger than 768 bits. In this example, the length is set to 1024 bits. 

Figure 5-17 
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After the key pair is generated, click Save public key, type in the public key name test_key.pub, select the 

storage path, and click Save. Then click Save private key. The following prompt box is displayed. Select 

Yes, type in the public key name test_private, and click Save.  

Figure 5-18 

 

You must select the OpenSSH key file; otherwise, the key file cannot be used. The puttygen.exe software 

can be used to generate a key file in OpenSSH format, but this file cannot be directly used by the PuTTY 

client. You must use puttygen.exe to convert the private key to the PuTTY format. Format conversion is not 

required for the public key file stored on the server, and the format of this file is still OpenSSH, as shown in 

Figure 5-19. 
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Debugs SSH sessions.  debug ssh 
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Queues are used to classify packets at level 2. You can select the same queue for different packet types; meanwhile, queues 

cache packets inside switches and provide services for the Scheduler and Shaper.  

CPP queues are SP queues. The SPs of the packets are determined based on the time when they are added to a queue. 

Packets with a larger queue number have a higher priority.  

6.2.3 Scheduler 

Working Principle 

The Scheduler schedules packets based on SPs of queues. That is, packets in a queue with a higher priority are scheduled 

first.  

Before being scheduled, packets to be sent to the CPU are cached in queues. When being scheduled, the packets are sent 

to the CPU for processing.  

 Only the SP scheduling policy is supported and cannot be modified.  

6.2.4 Shaper 

Working Principle 

The Shaper is used to shape packets to be sent to the CPU, that is, when the actual rate of packets is greater than the 

shaping threshold, the packets must stay in the queue and cannot be scheduled. When packet rates fluctuate, the Shaper 

ensures that the rates of packets sent to the CPU are smooth (no more than the shaping threshold).  

When the Shaper is available, packets in a queue with a lower priority may be scheduled before all packets in a queue with a 

higher priority are scheduled. If the rate of packets in a queue with certain priority exceeds the shaping threshold, scheduling 

of the packets in this queue may be stopped temporarily. Therefore, the Shaper can prevent packets in queues with lower 

priorities from starvation (which means that only packets in queues with higher priorities are scheduled and packets in 

queues with higher priorities are not scheduled).  

Since the Shaper limits the scheduling rates of packets, it actually plays the rate limit function. The Shaper provides level-2 

rate limit for priority queues and all packets sent to the CPU (CPU interface). The Shaper and Meter functions provide 3-level 

rate limit together and provide level-3 protection for the CPU.  

Figure 6-2 3-Level Rate Limit of the CPP 
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6.3 Monitoring 

Clearing 

Description Command 

Clears the CPP statistics. clear cpu-protect counters 

Displaying 

Description Command 

Displays the configuration on a CPU 

interface.  

show cpu-protect 
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Debugging 

 System resources are occupied when debugging information is output. Disable the debugging switch immediately after 

use. 

Description Command 

Debugs DHCP Snooping events.  debug snooping ipv4 event 

Disables debugging DHCP Snooping 

events.  
no debug snooping ipv4 event 

Debugs DHCP Snooping packets.  debug snooping ipv4 packet 

Disables debugging DHCP Snooping 

packets.  
no debug snooping ipv4 packet 

Enables debugging MAC-based DHCP 

Snooping. 
debug snooping ipv4 mac-address H.H.H 

Disables debugging MAC-based DHCP 

Snooping. 
no debug snooping ipv4 mac-address H.H.H 

Enables debugging all DHCP Snooping debug snooping ipv4 all 

Disables debugging all DHCP 

Snooping 
no debug snooping ipv4 all 
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Run the mac access-group { acl-id | acl-name } in command in interface configuration mode to apply an MAC extended 

ACL to a specified interface.  

To collect statistics on packets with some features, run the mac access-group { acl-id | acl-name } in 

8.4 Configuration 

Configuration Item Description and Command 

Configuring an IP ACL 

 (Optional) It is used to filter IPv4 packets.  

ip access-list standard Configures a standard IP ACL. 

ip access-list extended Configures an extended IP ACL. 

permit host any time-range Adds a permit ACE to a standard IP ACL. 

deny host any time-range Adds a deny ACE to a standard IP ACL. 

permit host any host any tos dscp 

precedence fragment time-range 

Adds a permit ACE to an extended IP 

ACL. 

deny host any host any tos dscp 

precedence fragment time-range 
Adds a deny ACE to an extended IP ACL. 

ip access-group in 
Applies a standard or an extended IP 

ACL.  

Configuring an MAC 

Extended ACL 

 (Optional) It is used to filter L2 packets.  

mac access-list extended Configures an MAC extended ACL. 

permit any host any host time-range 
Adds a permit ACE to an MAC extended 

ACL. 

deny any host any host time-range 
Adds a deny ACE to an MAC extended 

ACL. 

mac access-group in  Applies an MAC extended ACL. 

Configuring Comments for 

ACLs 
 (Optional) It is used to configure comments for an ACL or ACE so that users can 

easily identify the functions of the ACL or ACE.  

8.4.1 Configuring an IP ACL 

Configuration Effect 

Configure and apply an IP ACL to an interface to control all incoming IPv4 packets of this interface. You can permit or deny 

the entry of specific IPv4 packets to a network to control access of IP users to network resources.  

Notes 

N/A 

Configuration Steps 
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 SW1 sw1#show time - range  

 

time - range entry: access - internet (inactive)  

  periodic Daily 12:00 to 13:30  

 

sw1#show access - lists  

 

ip access - list standard ip_std_internet_acl  

 10 permit 10.1.1.0 0.0.0.255 time - range access - internet (inactive)  

 20 deny 10.1.1.0 0.0.0.255  

 30 permit any  

 

sw1#show access - group  

ip access - group ip_std_internet_acl in  

Applied On interface GigabitEthernet 0/2  

 

8.5 Monitoring 

Displaying 

Description Command 

Displays the basic ACLs. show access-lists [ acl-id | acl-ame ] [ summary ] 

Displays the ACL configurations applied to an interface.  show access-group [ interface interface-name ] 

Displays the IP ACL configurations applied to an interface.  show ip access-group [ interface interface-name ] 

Displays the MAC extended ACL configurations applied to 

an interface.  
show mac access-group [ interface interface-name ] 

 

 















http://dict.youdao.com/w/guaranteed/
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Description For the products supporting the SP scheduling policy, the weight range is from 0 to 15. 

For the products not supporting the SP scheduling policy, the weight range is from 1 to 15. 

Command 

Mode 

Global configuration mode/Interface configuration mode 

Usage 

Guide 

- 

 

9.5 Monitoring 

Displaying 

Description Command 

Displays various mappings.  show mls qos maps [ cos-dscp | dscp-cos | ip-prec-dscp ] 

Displays interface rate limit 

information.  

show mls qos rate-limit [ interface interface-id ] 

Displays the QoS queue, scheduling 

policy and round robin weight 

information.  

show mls qos queueing [ interface interface-id ] 

Displays the scheduling information 

of an output queue.  

show mls qos scheduler [ interface interface-id ] 
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1 Configuring RLDP  

1.1 Overview  

The Rapid Link Detection Protocol (RLDP) achieves rapid detection of unidirectional link failures, directional forwarding 

failures and downlink loop failures of an Ethernet. When a failure is found, relevant ports will be closed automatically 

according to failure treatment configuration or the user will be notified to manually close the ports to avoid wrong flow 

forwarding or an Ethernet layer-2 loop. 

1.2 Applications  

Application  Description  

Unidirectional Link Detection Detect a unidirectional link failure. 

Bidirectional Forwarding Detection Detect a bidirectional link failure. 

Downlink Loop Detection Detect a link loop. 

1.2.1 Unidirectional Link Detection  

Scenario  

As shown in the following figure, A is connected to B via optical fiber. The two lines are the Tx and Rx lines of optical 

fiber. Unidirectional link detection is enabled on A and B. If any of the Tx of Port A, Rx of Port B, Tx of Port B and Rx of 

Port A fails, a unidirectional failure will be detected and treated under the RLDP. If the failure is eliminated, the 

administrator may manually restore the RLDP on A and B and resume detection. 

Figure 1-1 

 

Remark

s 

A and B are layer-2 or layer-3 switches. 

The Tx of Port A of A is connected to the Rx of Port B of B.  

The Rx of Port A of A is connected to the Tx of Port B of B. 

Deployment  

�z Global RLDP is enabled. 

�z Configure unidirectional link detection under Port A and Port B and define a method for failure treatment. 
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1.2.2 Bidirectional Forwarding Detection  

Scenario  

As shown in the following figure, A is connected to B via optical fiber, and the two lines are Tx and Rx lines of optical 

fiber. Unidirectional link detection is enabled on A and B. If the Tx of Port A, Rx of Port B, Rx of Port A and Tx of Port B 

all fail, a bidirectional failure will be detected and treated under the RLDP. If the failure is eliminated, the administrator 

may manually restore the RLDP on A and B and resume detection. 

Figure 1-2 

Remark

s 

A and B are layer-2 or layer-3 switches. 

The Tx of Port A of A is connected to the Rx of Port B of B. 

The Rx of Port A of A is connected to the Tx of Port B of B. 

Deployment  

�z Global RLDP is enabled.  

�z Configure BFD under Port A and Port B and define a method for failure treatment. 

1.2.3 Downlink Loop Detection  

Scenario  

As shown in the following figure, A, B and C are connect into a loop. Downlink loop detection is enabled on A, and a 

loop is detected and treated. 

Figure 1-3 

 

Remark

s 

A, B and C are layer-2 or layer-3 switches. 

A, B and C are interconnected via exchange ports. 

Deployment  

�z Global RLDP is enabled on A. 
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�z Configure downlink loop detection on the Gi 2/0/1 and Gi 2/0/9 ports of A, and define a method for failure 

treatment. 

1.3 Features  

Most Ethernet link detection mechanisms detect link connectivity through automatic physical-layer negotiation. 

However, in some cases devices are connected on the physical layer and operate normally but layer-2 link 

communication is disabled or abnormal. The RLDP recognizes a neighbor device and detects a link failure through 

exchanging Prob packets, Echo packets or Loop packets with the device. 

Basic Concepts  

�Ì  Unidirectional Link Failure  

A unidirectional link failure occurs in case of a cross-connected optical fiber, a disconnected optical fiber, an 

open-circuit optical fiber, one open-circuit line in a twisted-pair cable, or unidirectional open circuit of an intermediate 

device between two devices. In such cases, one end of a link is connected and the other disconnected so that flow is 

forwarded wrongly or a loop guard protocol (for example, the STP) fails. 

�Ì  Bidirectional Link Failure  

A bidirectional link failure occurs in case of two optical fibers, two open-circuit lines in a twisted-pair cable, or 

bidirectional open circuit of an intermediate device between two devices. In such cases, the both ends of a link are 

disconnected so that flow is forwarded wrongly. 

�Ì  Loop Failure  

A downlink device is wrongly connected to form a loop, resulting in a broadcast storm. 

�Ì  RLDP Packet  

The RLDP defines three types of packets: Prob packets, Echo packets and Loop packets. 

�z Prob packets are layer-2 multicast packets for neighbor negotiation, and unidirectional or bidirectional link 

detection. The default encapsulation format is SNAP, which changes automatically to EthernetII if a neighbor 

sends EthernetII packets.  

�z Echo packets are layer-2 unicast packets as response to Prob packets and used for unidirectional or bidirectional 

link detection. The default encapsulation format is SNAP, which changes automatically to EthernetII if a neighbor 

sends EthernetII packets.  

�z Loop packets are layer-2 multicast packets for downlink loop detection. They can only be received. The default 

encapsulation format is SNAP. 

�Ì  RLDP Detection  Interval and Maximum Detection  Times  

A detection interval and the maximum detection times can be configured for the RLDP. A detection interval determines 

the period of sending Prob packets and Loop packets. When a device receives a Prob packet, it replies with an Echo 

packet immediately. A detection interval and the maximum detection times determine the maximum detection time 

(equal to a detection interval × the maximum detection times + 1) for unidirectional or bidirectional link detection. If 
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neither Prob nor Echo packet from a neighbor can be received within the maximum detection time, the treatment of 

unidirectional or bidirectional failure will be triggered. 

�Ì  RLDP Neighbor Negotiation  

When configured with unidirectional or bidirectional link detection, a port can learn a peer-end device as its neighbor. 

One port may learn one neighbor, which is variable. If negotiation is enabled, unidirectional or bidirectional link 

detection starts after a port finds a neighbor through negotiation, which succeeds when a port receives a Prob packet 

from the neighbor. However, if the RLDP is enabled under a failure, the port cannot learn a neighbor so that detection 

cannot start. In this case, recover the link state before enabling the RLDP. 

�Ì  Treatment for Failed Port under RLDP  

�z Warning: Only print Syslog to indicate a failed port and a failure type. 

�z Shutdown SVI: Print Syslog, and then inquire an SVI according to the Access VLAN or Native VLAN of a port and 

shut down the SVI if the port is a physical exchange port or layer-2 AP member port.   

�z Port violation: Print Syslog, and configure a failed port as in violation state, and the port will enter Linkdown state 

physically.  

�z Block: Print Syslog, and configure the forward state of a port as Block, and the port will not forward packets.  

�Ì  Recovery of Failed Port under RLDP  

�z Manual reset: Manually reset all failed ports to initialized state and restart link detection. 

�z Manual or automatic errdisable recovery: Recover all failed ports to initialized state manually or regularly (30s by 

default and configurable) and restart link detection.  

�z Automatic recovery: Under unidirectional or bidirectional link detection, if the treatment for failed ports is not 

specified as port violation, recover ports to initialized state based on Prob packets and restart link detection. 

�Ì  Port Stat e under RLDP  

�z normal: Indicates the state of a port after link detection is enabled. 

�z error: Indicates the state of a port after a unidirectional or bidirectional link failure or a loop failure is detected.  

�Ì  Overview  

Feature  Description  

Deploying RLDP 

Detection 

Enable unidirectional or bidirectional link detection or downlink loop detection for failures and 

implement treatment. 

1.3.1 Deploying RLDP Detection  

The RLDP provides unidirectional link detection, bidirectional forwarding detection and downlink loop detection. 

Working Principle  

�Ì  Unidirectional Link Detection  
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When this function is enabled, a port sends Prob packets and receives Echo packets from a neighbor regularly as well 

as receiving Prob packets from a neighbor and replying with Echo packets. Within the maximum detection time, if the 

port receives Prob packets but no Echo packets, or none of them, treatment for a unidirectional failure will be triggered 

and detection will stop. 

�Ì  Bidirectional Forwarding  Detection  

When this function is enabled, a port sends Prob packets and receives Echo packets from a neighbor regularly as well 

as receiving Prob packets from a neighbor and replying with Echo packets. Within the maximum detection time, if the 

port receives neither Prob packets nor Echo packets from a neighbor, treatment for a bidirectional failure will be 

triggered and detection will stop. 

�Ì  Downlink Loop Detection  

When this function is enabled, a port sends Loop packets regularly. In the following cases, a loop failure will be 

triggered after the same port or a different port receives the packets: in one case, the egress and ingress ports are the 

same routed port or layer-3 AP member port; in another case, the egress and ingress ports are exchange ports or 

layer-2 AP member ports in a same default VLAN and in Forward state. Treatment for the failure will be implemented 

and detection will stop. 

Related 

Configuration  

�z Configuring RLDP Detection 

By default, RLDP detection is disabled. 

You may run the global command rldp enable  or the interface command rldp port to enable RLDP detection and 

specify a detection type and treatment.  

You may run the rldp neighbor -negotiation command to neighbor negotiation, the rldp detect -interval to specify a 

detection interval, the rldp detect -max to specify detection times, or the rldp reset to recover a failed port. 

1.4 Configuration  

Configuration  Description and Command  

Configuring Basic RLDP 

Functions 

 (Mandatory) It is used to enable RLDP detection under global configuration mode. 

rldp enable  
Enables global RLDP detection on all 

ports. 

 (Mandatory)It is used to specify under interface configuration mode a detection type 

and failure treatment for an interface. 

rldp port  

Enables RLDP detection on a port and 

specifies a detection type and failure 

treatment. 

 (Optional)It is used to configure a detection interval, detection times and neighbor 

negotiation under global configuration mode. 
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rldp detect -interval  Modifies global RLDP parameters on all 

ports, such as the detection interval, 

maximum detection times and neighbor 

negotiation. 

 

rldp detect -max 

rldp neighbor -negotiation  

 (Optional) It is used under privileged mode. 

rldp reset  Recovers all ports. 

1.4.1 Configuring Basic RLDP Functions  

Configuration Effect  

�z Enable RLDP unidirectional link detection, bidirectional forwarding detection, or downlink loop detection to 

discover failures. 

Notes  

�z Loop detection is effective to all member ports of an AP when configured on one of the ports. Unidirectional link 

detection and bidirectional forwarding detection are effective only on an AP member port. 

�z The loop detection on a physical port added to an AP shall be configured the same as that of the other member 

ports. There are three cases. First, if loop detection is not configured on a newly-added port but on the existing 

member ports, the new port adopts the configuration and detection results of the existing ports. Second, if a 

newly-added port and the existing member ports have different loop detection configuration, the new port adopts 

the configuration and detection results of the existing ports. 

�z When configuring the RLDP on an AP port, you may configure failure treatment only as "shutdown-port", to which 

other configurations will be modified. 

�z When "shutdown-port" is configured on a port, RLDP detection cannot be restored in case of a failure. After 

troubleshooting, you may run the rldp reset or errdisable recovery command to restore the port and resume 

detection. For configuration of the errdis able recovery  command, please refer to the Configuring Interface. 

Configuration Steps  

�Ì  Enabling RLDP  

�z Mandatory. 

�z Enable RLDP detection on all ports under global configuration mode. 

�Ì  Enabling Neighbor Negotiation  

�z Optional. 

�z Enable the function under global configuration mode, and port detection will be started under successful neighbor 

negotiation. 

�Ì  Configuring Detection Interval  
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�z Optional. 

�z Specify a detection interval under global configuration mode. 

�Ì  Configuring Maximum Detection Times  

�z Optional. 

�z Specify the maximum detection times under global configuration mode. 

�Ì  Configuring Detection under Port  

�z Mandatory. 

�z Configure unidirectional RLDP detection, bidirectional RLDP detection or downlink loop detection under interface 

configuration mode, and specify failure treatment. 

�Ì  Restoring All Failed Ports  

�z Optional. 

�z Enable this function under privileged mode to restore all failed ports and resume detection. 

Verification  

�z Display the information of global RLDP, port and neighbor. 

Related Commands  

�Ì  Enabling Global RLDP Detectio n 

Command  rldp enable  

Parameter 

Description  

N/A 

Command 

Mode 

Global configuration mode 

Usage Guide  Enable global RLDP detection. 

�Ì  Enabling RLDP Detection on Interface  

Command  rldp port { unidirection -detect | bidirection -detect | loop -detect } { warning  | shutdown -port | 

block }  

Parameter 

Description  

unidirection -detect : Indicates unidirectional link detection. 

bidirection -detect : Indicates bidirectional forwarding detection. 

loop -detect : Indicates downlink loop detection. 

warning : Indicate the failure treatment is warning. 

shutdown -port : Indicates the failure treatment is port violation. 

block : Indicates the failure treatment is disabling learning and forwarding of a port. 

Command 

Mode 

Interface configuration mode 

Usage Guide  The interfaces include layer-2 switch ports, layer-3 routed ports, layer-2 AP member ports, and layer-3 
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AP member ports.  

�Ì  Modifying Global RLDP Detection Parameters  

Command  rldp  { detect -interval interval | detect -max num | neighbor -negotiation  } 

Parameter 

Description  

detect -interval  interval: Indicates a detection interval. 

detect -max num: Indicates detection times. 

neighbor -negotiation : Indicates neighbor negotiation. 

Command 

Mode 

Global configuration mode 

Usage Guide  Modify all RLDP parameters on all ports when necessary. 

�Ì  Recovering Failed Port  

Command  rldp reset  

Parameter 

Description  

N/A 

Command 

Mode 

Privileged mode 

Usage Guide  Recover all failed ports to initialized state and resume detection. 

�Ì  Displaying RLDP State Information  

Command  show rldp  [ interface  interface-id ]  

Parameter 

Description  

interface-id: Indicates the interface to display information of. 

Command 

Mode 

Privileged mode, global configuration mode, or interface configuration mode 

Usage Guide  Display RLDP state information. 

Configuration 

Example  

�Ì  Enabling RLDP Detection in Ring Topology  

Scenario  

Figure 1-4 

As shown in the following figure, the aggregation and access sections are in a ring topology. The STP is 

enabled on all devices to prevent loop and provide redundancy protection. To avoid a unidirectional or 

bidirectional link failure resulting in STP failure, RLDP unidirectional and bidirectional link detection is 

enabled between aggregation devices as well as between an aggregation device and the access device. 

To avoid loop due to wrong downlink connection of the aggregation devices, enable RLDP downlink loop 

detection on the downlink ports of the aggregation devices and of the access device. To avoid loop due 

to wrong downlink connection of the access device, enable RLDP downlink loop detection on the 

downlink ports of the access device. 
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SW A SW B

SW C

Gi 0/1 Gi 0/1

Gi 0/1 Gi 0/2

Gi 0/49 Gi 0/50

Gi 0/9

 
 

Configuratio

n Steps  

�  SW A and SW B are aggregation devices, and SW C is an access device. Users connected to SW 

C. SW A, SW B and SW C are structured in a ring topology, and the STP is enabled on each of 

them. For STP configuration, refer to relevant configuration guide. 

�  Enable the RLDP on SW A, enable unidirectional and bidirectional link detection on the two ports, 

and enable loop detection on the downlink port. 

�  Enable the RLDP on SW B, enable unidirectional and bidirectional link detection on the two ports, 

and enable loop detection on the downlink port. 

�  Enable the RLDP on SW C, enable unidirectional and bidirectional link detection on the two uplink 

ports, and enable loop detection on the two downlink ports. 

A A# configure terminal  

A(config)#  rldp enable  

A(config)#  interface GigabitEthernet 0/1  

A( config - if - GigabitEthernet 0/1 )#  rldp port unidirection - detect shutdown - port  

A(config - if - GigabitEthernet 0/1)#  rldp port bidirection - detect shutdown - port  

A( config - if - GigabitEthernet 0/1 )# exi t  

A(config)#interface GigabitEthernet 0/9  

A(config - if - GigabitEthernet 0/ 9)#  rldp port unidirection - detect shutdown - port  

A(config - if - GigabitEthernet 0/ 9)#  rldp port bidirection - detect shutdown - port  

A(config - if - GigabitEthernet 0/ 9)#  rldp port loop - detect shutdown - port  

A( config - if - GigabitEthernet 0/ 9)#  exit  

B Apply the configuration on SW A.  

C C# configure terminal  

C(config)#  rldp enable  

C(config)#  interface GigabitEthernet 0/49  

C(config - if - GigabitEthernet 0/49)#  rldp port unidirection - detect shutdown - port  

C(config - if - GigabitEthernet 0/49)#  rldp port bidirection - detect shutdown - port  

C(config - if - GigabitEthernet 0/49)# exit  

C(config)#  interface GigabitEthernet 0/50  
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C(config - if - GigabitEthernet 0/50)#  rldp port unidirection - detect shutdown - port  

C(config - if - GigabitEthernet 0/50)#  rldp port bidirection - detect shutdown - port  

C(config - if - GigabitEthernet 0/50)#  exit  

C(config)#  interface GigabitEthernet 0/1  

C( config - if - GigabitEthernet 0/1 )#  rldp port loop - detect shutdown - port  

C( config - if - GigabitEthernet  0/1 )#  exit  

C(config)#  interface GigabitEthernet 0/2  

C(config - if - GigabitEthernet 0/2)#  rldp port loop - detect shutdown - port  

C(config - if - GigabitEthernet 0/2)#  exit  

Verification  �  Check the RLDP information on SW A, SW B and SW C. Take SW A for example. 

A A# show rldp   

rldp state         : enable  

rldp hello interval: 3  

rldp max hello     : 2  

rldp local bridge  : 00d0.f822.33aa  

-----------------------------------  

Interface GigabitEthernet 0/1  

port state      : normal  

neighbor bridge : 00d0.f800.51b1  

neighbor po rt   : GigabitEthernet 0/1  

unidirection detect information:  

     action: shutdown - port  

     state : normal  

bidirection detect information:  

     action: shutdown - port  

     state : normal  

 

Interface GigabitEthernet 0/9  

port state      : normal  

neighbor bridge : 00d0.f800.41b0  

neighbor port   : GigabitEthernet 0/49  

unidirection detect information:  

     action: shutdown - port  

     state : normal  
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bidirection detect information:  

     action: shutdown - port  

     state : normal  

loop detect information:  

     action: shutdown - port  

     state : normal   

Common Errors  

�z RLDP functions and private multicast address authentication or TPP are enabled at the same time. 

�z Neighbor negotiation is not enabled when configuring unidirectional or bidirectional link detection. The RLDP 

should be enabled on a neighbor device, or otherwise a unidirectional or bidirectional failure will be detected.  

�z If RLDP detection is configured to be implemented after neighbor negotiation while configuring unidirectional or 

bidirectional link detection, detection cannot be implemented as no neighbor can be learned due to a link failure. In 

this situation, you are suggested to recover the link state first. 

�z You are suggested not to specify the failure treatment as Shutdown SVI under a routed port. 

�z You are suggested not to specify the failure treatment as Block for a port, on which a loop protection protocol is 

enabled, for example, the STP.  

1.5 Monitoring  

Displaying  

Description  Command  

Displays RLDP state. show  rldp  [ interface  interface-name ] 

 



 

 

 

 

Network Management & Monitoring Configuration 

1. Configuring SNMP 

2. Configuring NTP 

3. Configuring SPAN and RSPAN 
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1 Configuring SNMP  

1.1 Overview  

Simple Network Management Protocol (SNMP) became a network management standard RFC1157 in August 1988. At 

present, because many vendors support SNMP, SNMP has in fact become a network management standard and is 

applicable to the environment where systems of multiple vendors are interconnected. By using SNMP, the network 

administrator can implement basic functions such as information query for network nodes, network configuration, fault 

locating, capacity planning, and network monitoring and management. 

�Ì  SNMP Versions  

Currently, the following SNMP versions are supported:  

�z SNMPv1: The first official version of SNMP, which is defined in RFC1157. 

�z SNMPv2C: Community-based SNMPv2 management architecture, which is defined in RFC1901. 

�z SNMPv3: SNMPv3 provides the following security features by identifying and encrypting data.  

1. Ensuring that data is not tampered during transmission. 

2. Ensuring that data is transmitted from legal data sources. 

3. Encrypting packets and ensuring data confidentiality. 

Protocols and Standards  

�z RFC 1157, Simple Network Management Protocol (SNMP) 

�z RFC 1901, Introduction to Community-based SNMPv2 

�z RFC 2578, Structure of Management Information Version 2 (SMIv2) 

�z RFC 2579, Textual Conventions for SMIv2 

�z RFC 3411, An Architecture for Describing Simple Network Management Protocol (SNMP) Management Frameworks 

�z RFC 3412, Message Processing and Dispatching for the Simple Network Management Protocol (SNMP) 

�z RFC 3413, Simple Network Management Protocol (SNMP) Applications 

�z RFC 3414, User-based Security Model (USM) for version 3 of the Simple Network Management Protocol (SNMPv3) 

�z RFC 3415, View-based Access Control Model (VACM) for the Simple Network Management Protocol (SNMP) 

�z RFC 3416, Version 2 of the Protocol Operations for the Simple Network Management Protocol (SNMP) 

�z RFC 3417, Transport Mappings for the Simple Network Management Protocol (SNMP) 

�z RFC 3418, Management Information Base (MIB) for the Simple Network Management Protocol (SNMP) 

�z RFC 3419, Textual Conventions for Transport Addresses 
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1.2 Applications  

Application  Description  

Managing Network Devices Based 

on SNMP 

Network devices are managed and monitored based on SNMP. 

1.2.1 Managing Network Devices Based on SNMP  

Scenario  

Take the following figure as an example. Network device A is managed and monitored based on SNMP network manager. 

Figure 1-1 

 

Remarks   A is a network device that needs to be managed. 

PC is a network management station. 

Deployment  

The network management station is connected to the managed network devices. On the network management station, users 

access the Management Information Base (MIB) on the network devices through the SNMP network manager and receive 

messages actively sent by the network devices to manage and monitor the network devices. 

1.3 Features  

Basic Concepts  

SNMP is an application layer protocol that works in C/S mode. It consists of three parts: 

�z SNMP network manager 

�z SNMP agent 

�z MIB 

Figure 1-2 shows the relationship between the network management system (NMS) and the network management agent. 
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�Ì  SNMP Network Manager  

The SNMP network manager is a system that controls and monitors the network based on SNMP and is also called the NMS. 

�Ì  SNMP Agent  

The SNMP agent (hereinafter referred to as the agent) is software running on the managed devices. It is responsible for 

receiving, processing, and responding to monitoring and control packets from the NMS. The agent may also actively send 

messages to the NMS.  

�Ì  MIB 

The MIB is a virtual network management information base. The managed network devices contain lots of information. To 

uniquely identify a specific management unit among SNMP packets, the MIB adopts the tree hierarchical structure. Nodes in 

the tree indicate specific management units. A string of digits may be used to uniquely identify a management unit system 

among network devices. The MIB is a collection of unit identifiers of network devices. 

Figure 1-3 Tree Hierarchical Structure 
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�Ì  Operation Types  

Six operation types are defined for information exchange between the NMS and the agent based on SNMP: 

�z Get-request: The NMS extracts one or more parameter values from the agent. 

�z Get-next-request: The NMS extracts the parameter value next to one or more parameters from the agent. 

�z Get-bulk: The NMS extracts a batch of parameter values from the agent. 

�z Set-request: The NMS sets one or more parameter values of the agent. 

�z Get-response: The agent returns one or more parameter values, which are the operations in response to the three 

operations performed by the agent on the NMS. 

�z Trap: The agent actively sends a message to notify the NMS of something that happens. 

The first four packets are sent by the NMS to the agent and the last two packets are sent by the agent to the NMS. (Note: 

SNMPv1 does not support the Get-bulk operation.) Figure 1-4 describes the operations. 

Figure 1-4 SNMP Packet Types 
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The three operations performed by the NMS on the agent and the response operations of the agent are based on UDP port 

161. The trap operation performed by the agent is based on UDP port 162. 

Overview  

Feature  Description  

Basic SNMP Functions The SNMP agent is configured on network devices to implement basic functions such as 

information query for network nodes, network configuration, fault locating, and capacity planning. 

SNMPv1 and SNMPv2C SNMPv1 and SNMPv2C adopt the community-based security architecture, including 

authentication name and access permission.  

SNMPv3 SNMPv3 redefines the SNMP architecture, namely, it enhances security functions, including the 

security model based on users and access control model based on views. The SNMPv3 

architecture already includes all functions of SNMPv1 and SNMPv2C. 

1.3.1 Basic SNMP Functions  

Working Principle  

�Ì  Working Process  

SNMP protocol interaction is response interaction (for exchange of packets, see Figure 1-4). The NMS actively sends 

requests to the agent, including Get-request, Get-next-request, Get-bulk, and Set-request. The agent receives the requests, 

completes operations, and returns a Get-response. Sometimes, the agent actively sends a trap message and an Inform 

message to the NMS. The NMS does not need to respond to the trap message but needs to return an Inform-response to the 

agent. Otherwise, the agent re-sends the Inform message.  

Related Configuration  

�Ì  Shielding or Disabling the SNMP Agent  
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By default, the SNMP function is enabled.  

The no snmp -server  command is used to disable the SNMP agent. 

The no enable  service snmp -agent  command is used to directly disable all SNMP services.  

�Ì  Setting Basic SNMP Parameters  

By default, the system contact mode is empty. The default serial number is 60FF60, the default maximum packet length is 

1,572 bytes, and the default UDP port ID of the SNMP service is 161. 

The snmp -server contact  command is used to configure or delete the system contact mode.  

The snmp -server location  command is used to configure or delete the system location. 

The snmp -server chassis -id  command is used to configure the system serial number or restore the default value. 

The snmp -server packetsize  command is used to configure the maximum packet length of the agent or restore the default 

value. 

The snmp -server udp -port  command is used to set the UDP port ID of the SNMP service or restore the default value. 

�Ì  Configuring the SNMP Host Address  

By default, no SNMP host is configured. 

The snmp -server host  command is used to configure the NMS host address to which the agent actively sends messages or 

to delete the specified SNMP host address. In the messages sent to the host, the SNMP version, receiving port, 

authentication name, or user can be bound. This command is used with the snmp -server enable traps  command to actively 

send trap messages to the NMS. 

�Ì  Setting Tr ap Message Parameters  

By default, SNMP is not allowed to actively send a trap message to the NMS, the function of sending a Link Trap message on 

an interface is enabled, the function of sending a system reboot trap message is disabled. 

By default, the IP address of the interface where SNMP packets are sent is used as the source address. 

By default, the length of a trap message queue is 10 and the interval for sending a trap message is 30s.  

The snmp -server enable traps  command is used to enable or disable the agent to actively send a trap message to the 

NMS.  

The snmp trap link -status  command is used to enable or disable the function of sending a Link Trap message on an 

interface.  

The snmp -server trap -source  command is used to specify the source address for sending messages or to restore the 

default value.  

The snmp -server queue -length  command is used to set the length of a trap message queue or to restore the default value.  

The snmp -server trap -timeout  command is used to set the interval for sending a trap message or to restore the default 

value.  
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The snmp -server system -shutdown  command is used to enable or disable the function of sending a system reboot trap 

message.  

�Ì  Setting Password Dictionary Check for Communities and Users  

By default, password dictionary check for communities and users is disabled.  

The snmp -server enable secret -dictionary -check  command is used to enable password dictionary check for SNMP 

communities and users. This command is used with the password policy  command. 

 

1.3.2 SNMPv1 and SNMPv2C  

SNMPv1 and SNMPv2C adopt the community-based security architecture. The administrator who can perform operations on 

the MIB of the agent is limited by defining the host address and authentication name (community string).  

Workin g Principle  

SNMPv1 and SNMPv2 determine whether the administrator has the right to use MIB objects by using the authentication 

name. The authentication name of the NMS must be the same as an authentication name defined in devices. 

SNMPv2C adds the Get-bulk operation mechanism and can return more detailed error message types to the management 

workstation. The Get-bulk operation is performed to obtain all information from a table or obtain lots of data at a time, so as to 

reduce the number of request responses. The enhanced error handling capabilities of SNMPv2C include extension of error 

codes to differentiate error types. In SNMPv1, however, only one error code is provided for errors. Now, errors can be 

differentiated based on error codes. Because management workstations supporting SNMPv1 and SNMPv2C may exist on 

the network, the SNMP agent must be able to identify SNMPv1 and SNMPv2C packets and return packets of the 

corresponding versions.  

�Ì  Security  

One authentication name has the following attributes: 

�z Read-only: Provides the read permission of all MIB variables for authorized management workstations.  

�z Read-write: Provide the read/write permission of all MIB variables for authorized management workstations.  

Related Configuration  

�Ì  Sett ing Authentication Names and Access Permissions  

The default access permission of all authentication names is read-only.  

The snmp -server community  command is used to configure or delete an authentication name and access permission. 

This command is the first important command for enabling the SNMP agent function. It specifies community attributes and 

NMS scope where access to the MIB is allowed. 
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1.3.3 SNMPv3 

SNMPv3 redefines the SNMP architecture and includes functions of SNMPv1 and SNMPv2 into the SNMPv3 system. 

Working Principle  

The NMS and SNMP agent are SNMP entities. In the SNMPv3 architecture, SNMP entities consist of the SNMP engine and 

SNMP applications. The SNMP engine is used to send and receive messages, identify and encrypt information, and control 

access to managed objects. SNMP applications refer to internal applications of SNMP, which work by using the services 

provided by the SNMP engine. 

SNMPv3v determines whether a user has the right to use MIB objects by using the User-based Security Model (USM). The 

security level of the NMS user must be the same as that of an SNMP user defined in devices so as to manage devices. 

SNMPv3 requires the NMS to obtain the SNMP agent engine IDs on devices when the NMS manages devices. SNMPv3 

defines the discover and report operation mechanisms. When the NMS does not know agent engine IDs, the NMS may first 

send a discover message to the agent and the agent returns a report message carrying an engine ID. Later, management 

operations between the NMS and the agent must carry the engine ID. 

�Ì  Security  

�z SNMPv3 determines the data security mechanism based on the security model and security level. At present, security 

models include: SNMPv1, SNMPv2C, and SNMPv3. SNMPv3 includes SNMPv1 and SNMPv2C into the security 

model. 

SNMPv1 and SNMPv2C Security Models and Security Levels 

Security 

Model  
Security Level  Authentication  Encryption  Description  

SNMPv1 noAuthNoPriv Authentication name N/A 
Data validity is confirmed through authentication 

name. 

SNMPv2c noAuthNoPriv Authentication name N/A 
Data validity is confirmed through authentication 

name. 

SNMPv3 Security Model and Security Level 

Security 

Model  
Security Level  Authentication  Encryption  Description  

SNMPv3 noAuthNoPriv User name. N/A Data validity is confirmed through user name. 

SNMPv3 authNoPriv MD5 or SHA N/A 
The data authentication mechanism based on 

HMAC-MD5 or HMAC-SHA is provided. 

SNMPv3 authPriv MD5 or SHA DES 

The data authentication mechanism based on 

HMAC-MD5 or HMAC-SHA and data encryption 

mechanism based on CBC-DES are provided. 
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�Ì  Engine ID  

An engine ID is used to uniquely identify an SNMP engine. Because each SNMP entity includes only one SNMP engine, one 

SNMP engine uniquely identifies an SNMP entity in a management domain. Therefore, the SNMPv3 agent as an entity must 

has a unique engine ID, that is, SnmpEngineID.  

An engine ID is an octet string that consists of 5 to 32 bytes. RFC3411 defines the format of an engine ID: 

�z The first four bytes indicate the private enterprise ID (allocated by IANA) of a vendor, which is expressed in 

hexadecimal. 

�z The fifth byte indicates remaining bytes: 

�z 0: Reserved. 

�z 1: The later four bytes indicate an IPv4 address. 

�z 3: The later six bytes indicate a MAC address. 

�z 4: Text consisting of 27 bytes, which is defined by the vendor. 

�z 5: Hexadecimal value consisting of 27 bytes, which is defined by the vendor. 

�z 6-127: Reserved. 

�z 128-255: Formats specified by the vendor. 

Related Configuration  

�Ì  Configuring an MIB View and a Group  

By default, one view is configured and all MIB objects can be accessed. 

By default, no user group is configured. 

The snmp -server view  command is used to configure or delete a view and the snmp -server group  command is used to 

configure or delete a user group. 

One or more instructions can be configured to specify different community names so that network devices can be managed 

by NMSs of different permissions. 

�Ì  Configuring an SNMP User  

By default, no user is configured. 

The snmp -server user  command is used to configure or delete a user. 

The NMS can communicate with the agent by using only legal users. 

An SNMPv3 user can specify the security level (whether authentication and encryption are required), authentication 

algorithm (MD5 or SHA), authentication password, encryption password (only DES is available currently), and encryption 

password. 



Configuration Guide  Configuring SNMP 

1-10 

 

1.4 Configuration  

Configuration  Description and Command  

Configuring Basic SNMP 

Functions 

 (Mandatory) It is used to enable users to access the agent through the NMS.  

enable service snmp -agent  Enables the agent function. 

snmp -server community  
Sets an authentication name and access 

permission. 

snmp -server user  Configures an SNMP user. 

snmp -server view  Configures an SNMP view. 

snmp -server group  Configures an SNMP user group. 

snmp -server enable 

secret -dictionary -check  

Configures password dictionary check for 

communities and users. 

Enabling the Trap Function 

 (Optional) It is used to enable the agent to actively send a trap message to the NMS. 

snmp -server host  Configures the NMS host address. 

snmp -server enable traps  
Enables the agent to actively send a trap 

message to the NMS. 

snmp trap link -status  
Enables the function of sending a Link Trap 

message on an interface.  

snmp -server system -shutdown  
Enables the function of sending a system 

reboot trap message. 

snmp -server trap -source  
Specifies the source address for sending a 

trap message.  

Shielding the Agent Function 
 (Optional) It is used to shield the agent function when the agent service is not required. 

no snmp -server  Shields the agent function. 

Setting SNMP Control 

Parameters 

 (Optional) It is used to set or modify SNMP control parameters. 

snmp -server contact  Sets the device contact mode. 

snmp -server location  Sets the device location. 

snmp -server chassis -id Sets the serial number of the device. 

snmp -server packetsize  Modifies the maximum packet length. 

snmp -server udp -port  
Modifies the UDP port ID of the SNMP 

service. 

snmp -server queue -length  Modifies the length of a trap message queue. 
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Configuration  Description and Command  

snmp -server trap -timeout  
Modifies the interval for sending a trap 

message. 

1.4.1 Configuring Basic SNMP Functions  

Configuration Effect  

Enable users to access the agent through the NMS. 

Notes  

�z By default, no authentication name is set on network devices and SNMPv1 or SNMPv2C cannot be used to access the 

MIB of network devices. When an authentication name is set, if no access permission is specified, the default access 

permission is read-only. 

Configuration Steps  

�Ì  Configuring an SNMP View  

�z Optional 

�z An SNMP view needs to be configured when the View-based Access Control Model (VACM) is used.  

�Ì  Configuring an SNMP User Group  

�z Optional 

�z An SNMP user group needs to be configured when the VACM is used.  

�Ì  Configuring an Authentication Name and Access Permission  

�z Mandatory 

�z An authentication name must be set on the agent when SNMPv1 and SNMPv2C are used to manage network devices.  

�Ì  Configuring an SNMP User  

�z Mandatory 

�z A user must be set when SNMPv3 is used to manage network devices.  

�Ì  Enabling the Agent Function  

�z Optional 

�z By default, the agent function is enabled. When the agent function needs to be enabled again after it is disabled, this 

command must be used.  

�Ì  Enabling the SNMP Attack Protection and Detection Function  

�z Optional 
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�z By default, the SNMP attack protection and detection function is disabled. When malicious attacks need to be 

prevented, the configuration item must be used on the agent. 

�Ì  Setting Password Dictionary Check for Communities and Users  

�z Optional 

�z By default, password dictionary check is not performed for communities and users. If community names and user 

names are too simple and are easily cracked, enable password dictionary check for communities and users. The 

configuration must be used with the password policy  command. 

Verification  

Run the show snmp  command to check the SNMP function on devices.  

Related Commands  

�Ì  Configuring an SNMP View  

Command  snmp -server view  view-name oid-tree { include  | exclude } 

Parameter 

Description  

view-name: View name 

oid-tree: MIB objects associated with a view, which are displayed as an MIB subtree. 

include: Indicates that the MIB object subtree is included in the view. 

exclude: Indicates that the MIB object subtree is not included in the view. 

Command 

Mode 

Global configuration mode 

Usage Guide  Specify a view name and use it for view-based management. 

�Ì  Configuring an SNMP User Group  

Command  snmp -server group  groupname { v1 | v2c | v3 { auth  | noauth  | priv  } } [ read readview ] [ write  writeview ] 

[ access  { aclnum | aclname } ] 

Parameter 

Description  

v1 | v2c |v3: Specifies the SNMP version. 

auth: Messages sent by users in the group need to be verified but data confidentiality is not required. This 

configuration is valid for SNMPv3 only. 

noauth: Messages sent by users in the group do not need to be verified and data confidentiality is not 

required. This configuration is valid for SNMPv3 only. 

priv: Messages sent by users in the group need to be verified and confidentiality of transmitted data is 

required. This configuration is valid for SNMPv3 only. 

readview: Associates one read-only view. 

writeview: Associates one read/write view. 

aclnum: ACL number. The specified ACL is associated and the range of IPv4 NMS addresses from which 

access to the MIB is allowed is specified.  
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