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Preface

Intended Audience

This document is intended for:

® Network engineers

® Technical support and servicing engineers
® Network administrators

Technical Support

® Ruijie Networks Website:_https://www.ruijienetworks.com/

® Technical Support Website:_https://ruijienetworks.com/support

® Case Portal: https://caseportal.ruijienetworks.com

® Community: https://community.ruijienetworks.com

® Technical Support Email: service ri@ruijienetworks.com

® Live Chat: https://www.ruijienetworks.com/rita

Conventions

1. Conversions

Convention Description

Bold font Commands, command options, and keywords are in bold font.
Italic font Arguments for which you supply values are in italic font.

[] Elements in square brackets are optional.

{x]ylz} Alternative keywords are grouped in braces and separated by

vertical bars.

[xly]lz] Optional alternative keywords are grouped in brackets and

separated by vertical bars.

The argument before the sign (&) can be input for consecutive 1- n

&<1-n> )
times.
P Double slashes at the beginning of a line of code indicate a
comment line.
2. Signs

The signs used in this document are described as follows:


https://www.ruijienetworks.com/
https://ruijienetworks.com/support
https://caseportal.ruijienetworks.com/
https://community.ruijienetworks.com/
mailto:service_rj@ruijienetworks.com

© warning

An alert that calls attention to important rules and information that if not understood or followed can result in

data loss or equipment damage.

A\ caution
An alert that calls attention to essential information that if not understood or followed can result in function
failure or performance degradation.

& Note

An alert that contains additional or supplementary information that if not understood or followed will not lead to

serious consequences.

¢ Specification

An alert that contains a description of product or version support.

3. Note

The manual offers configuration information (including model, port type and command line interface) for
indicative purpose only. In case of any discrepancy or inconsistency between the manual and the actual version,
the actual version prevails.
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User Manual Product Overview

1 Product Overview

RG-WIS cloud management network ("WIS Cloud Network" for short) provides full-lifecycle intelligent network
management services covering network procurement, planning, deployment, acceptance, and O&M. It
integrates the big data, cloud computing, and Al technologies to improve the efficiency in network construction
and O&M management for enterprises and partners. WIS Cloud Network provides rich northbound interfaces
regardless of whether it is deployed in public cloud, private cloud, or hybrid cloud mode. It helps customers

better operate networks and facilitates digital transformation of enterprises.

The digital transformation of enterprises is accompanied by various network use changes such as service
cloudification, use of wireless STAs, and diversified access modes. The network O&M architecture is also
required to meet the needs of elastic expansion. Traditional network management is confronted with difficulties
in access, analysis, and expansion. For example, a network management system (NMS) reads data through the
Simple Network Management Protocol (SNMP), but it cannot access devices that span a wide area network
(WAN). When traditional relational databases are used to store data, data cannot be stored or analyzed if the
volume of collected data is ultralarge. In addition, for large parks and multi-branch chain enterprises, the access
of over ten thousand devices to the network is beyond the management capacity of the traditional NMS.

Cloud management network is a new network form that integrates IT cloud with the communication technology
(CT) network. It migrates the management, control, and O&M functions in the traditional network architecture to
the cloud, and provides the functions as services for many different enterprises. The local network infrastructure
of enterprises provides only data forwarding capability. WIS Cloud Network uses the cloud native, big data, Al,
and other cutting-edge technologies to build a highly reliable, scalable, and intelligent analysis platform
architecture. It can meet requirements for the access of mass devices as well as the storage and real-time

analysis of big data, and supports intelligent applications such as prediction, optimization, and diagnosis.



User Manual Logging In to WIS Cloud Network

2 Logging In to WIS Cloud Network

2.1 Logging In to WIS Cloud Network

On Google Chrome, visit the address of WIS Cloud Network: https://wiscloud.ruijienetworks.com. Enter the

correct username and password and click Login to log in to WIS Cloud Network.

If you have no account, register one before login. For the account registration process, see Registering an

Account.

Figure 2-1 Logging In to WIS Cloud Network

WIS Cloud-Network Unified Platform = English

Usemame

Password

| have read and agreed to

You are required to read and agree to Licenses before login. Click Licenses to learn about detailed content in
Disclaimer, Intellectual Property Statement, Privacy Statement, and User Experience Improvement
Program. Please read through the content before using WIS Cloud Network formally. If you agree to clauses in
Licenses, select | have read and agreed to Licenses, and enter the correct username and password to log in
to WIS Cloud Network.
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Figure 2-2 Selecting and Viewing Licenses

Password Login

Username

Password

| have read and agreed to Licenses

Visitor Login
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Figure 2-3 Details in Licenses

Licenses

Disclaimer

Intellectual Property
Statement

Privacy Statement

User Experience
Improvement Program

2.2 Visitor Login

The WIS team reminds you that before installing and using
Wireless Intelligent System ("WIS"), please be sure to
carefully read and thoroughly understand this Statement.
‘You may choose not to install and use WIS, but if you use
WIS, your installation and use will be deemed to be an
acceptance of this Statement in its entirety.

Unless otherwise agreed by the WIS team with other
parties, while every endeavor is made to ensure that
materials and information provided on WIS are accurate,
including but not limited to text, images, data, suggestions,
web pages, and links, the WIS team does not guarantee the
accuracy, completeness, sufficiency, and reliability of such
materials and content, and expressly disclaims any liability
whatsoever for any error or omission in such materials and
content, and provides no warranty regarding such materials
and content, whether express or implied, including but not
limited to, the warranty of title, non-infringement of third
party rights, quality, and absence of computer virus.

When using WIS, user validity needs to be verified through
the Internet. WIS needs to access the WIS cloud through
the Internet. Although the WIS team strives to provide a
stable and reliable link and third-party hosting platform for
the WIS cloud, it does not guarantee such link and third-
party hosting platform are always free from any problem,
and it specifically disclaims any liability for the unavailability
of timely use of WIS due to network problems.

The WIS team will, upon your consent, synchronize the
consented data, information, or materials to the WIS cloud

WIS Cloud Network allows you to log in as a visitor to view demo projects.

Logging In to WIS Cloud Network
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Figure 2-4 Visitor Login

Password Login

Username

Password

Visitor Login

Figure 2-5 Demo Projects

Logging In to WIS Cloud Network

Home I + Add Site ‘ a I v

AP switch Gateway AC — —
o = = b ]
.15 .2
Egress Traffic Peak Trend (Mbps) Yesterday Last 7 Days Online STA Trend

Online STA g Alar

- Active Today

i M ey

Site List (3

Site Name Group Total Number of Devices Number of Online STAs

Health
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2.3 Registering an Account

If you are using WIS Cloud Network for the first time, you'll need to register an account first. Visit

https://wiscloud.ruijienetworks.com on Google Chrome. Click Sign up in the upper right corner of the page to
redirect to the account registration page.

Figure 2-6 Account Registration Entry

# English

Password Login

Username

Password



https://wis.ruijie.com.cn:9443/
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On the registration page, enter your username, password, email address, and captcha, select | have read and
agreed to Licenses, and click Register. After successful registration, WIS Cloud Network automatically

redirects to the login page. Enter the registered username and password to log in to WIS Cloud Network.

Figure 2-7 Registering an Account

Welcome to WIS

# Usermname :

+ Password -

I have read and agreed to Licenses

I

Already Hawve an Account?Login
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Figure 2-8 Registration Succeeded

@ Registration succeeded. Please login

Password Login

Username

Password

| have read and agreed to Lic

Visitor Login

3 Project Management

Service providers bear responsibilities for maintaining and constructing customers' networks. For service

providers, each customer is a separate tenant, or project.

3.1 Project List

When you log in to WIS Cloud Network for the first time, the Project Management page is displayed by default,
on which you can view the project list.

Figure 3-1 Tenant List
Project Management G

Project List 1 Project Transfer 00 Project Receive 00 ENCEEIIESE  Transfer Project

Project Name Management Type Industry Creator Site Quantty Online DevicesTotal Devices Creation Time Operation

* u General Education 3 21151 2022-07-21 10:40:12 Add Device

1-10f 1 ftems [1] 10/ page

The project list displays the project name, management type, industry, creator, site quantity, number of online
devices/total devices, and creation time. You can search for a specified project by project name.
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You can click the Project Transfer or Project Receive tab to view applications for project transfer to other
managers or applications for project transfer from other managers.

Figure 3-2 Project Transfer and Project Receive

Project Management a

Project List 1 I Project Transfer 010 Project Receive 0/ | + Create Project Transfer Project Q

Status Project Name Receiver Change Time Operation

3.2 Creating a Project

Click Create Project and add information about a new project.

Figure 3-3 Creating a Project

Create Project

* Project Name

* Project ype
@® wiss

+Industry

Time Zone

(GMT+2.00)Asia/Singapore

Project Logo

Select Picture

* Transparent .png images on light background present
the best effect and will be displayed on the homepage
and About page of the system

* Recommended size: 170*48; the image size does not
exceed 512 KB.

Cancel Create Project

Enter the following information when creating a project:

® Project Name: (Required) It identifies a tenant. It is a string of up to 50 characters containing only letters,

digits, underscores (), hyphens (-), @, and &.
® Industry: (Required) Select the proper industry scenario type from the drop-down list.

® Project Logo: (Optional) You can set a personalized logo for a tenant.
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3.3 Transferring a Project

Click Transfer Project. Enter the account of a user who receives a project and the name of the project to be
transferred, and click Continue Transfer.

Figure 3-4 Transferring a Project

Transfer Project

*+ Receiving Account

* Project Name

Cancel Continue Transfer

Figure 3-5 Successful Initiation of a Transfer Application

@ 1 projects have initiated transfer application

To be received by user (xiexuanqgian). You can check

records on the Project Transfer tab of the list.

3.4 Project Management

3.4.1 Adding a Device

Click Add Device in the Operation column for a project. The Device Management page of the project is
displayed, on which you can add devices to the project. For details about how to add a device, see "Adding a
Device" in "My Network" > "Device Management."

10
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Figure 3-6 Adding a Device

+ Create Project Transfer Project o}

Creator Site Quantity Online Devices/Total Devices Creation Time Operation

[

21/51 2022-07-21 10:40:12

1-1 of 1 items [ 1] 10/ page

3.4.2 Setting as Default Project

After a project is created, if you want WIS Cloud Network to automatically open the project each time you log in
to WIS Cloud Network, you can set the project as the default project. Click ... in the Operation column for a
project and select Set as Default Project to set the project as the default project.

Figure 3-7 Setting as Default Project

+ Create Project Q

‘3 Creation Time Operation
2022-09-24 18:13:31 Add Device
Edit Project

e )
2022-09-21 22:38, User Management

-

2022-09-20 18-13- ¥ Set as Default Project

Delete project

2022-09-20 09:49:30 Add Device

A\ caution

e After a project is set as the default project, the tenant project is automatically opened each time you log in
to WIS Cloud Network.

®  Only one project can be set as the default project at a time.

e |f the default project already exists and you set another project as the default project, the default project
configuration of the original default project will be automatically canceled.

11
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3.4.3 Editing a Project

Project Management

Click ... in the Operation column for a project and select Edit Project to edit the project information.

Figure 3-8 Entry for Editing a Project

£S5

+ Create Project Project Name

Creation Time Operation

2022-09-24 18:113:31 Add Device

Edit Project
2022-09-21 22:38:

User Management

3022-09.20 18:13: 1¢ Set as Default Project

Delete project

2022-0%-20 09:49:30 Add Device

The requirements for parameters for editing a project are the same as those for parameters for creating a project.
After editing, click Save.

Figure 3-9 Editing a Project

Edit Project

* Project Name

*+ Project type
® wiss

# Industry

Time Zone

(GMT-8:00)America/Ensenada

Project Logo

Select Picture

* Transparent .png images on light background present
the best effect and will be displayed on the homepage
and About page of the system

* Recommended size: 170°48; the image size does not
exceed 512 KB

Cancel Save

12
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3.4.4 Deleting a Project

Click ... in the Operation column for a project and select Delete project to delete the project. When a project is
of the invited management type, the project cannot be deleted directly. If the project is no longer managed, you
can click Exit Project.

Figure 3-10 Entry for Deleting a Project

Creation Time Operation
2022-07-21 10:40:12 Add Device
Edit Project
1-1 of 1 items User Management

% Cancel Default

Delete project

Figure 3-11 Deleting a Project

Are you sure you want to delete the project?

3.4.5 User Management

Click ... in the Operation column for a project and select User Management to manage members of the project.
For details about the member management function, see the description in "System Management" > "User
Management.”

13
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Figure 3-12 User Management

Creation Time Operation

2022-07-21 10:40:12 Add Device

Edit Project

1-1 of 1 items User Management

w Cancel Default

Delete project

3.5 Opening a Project
On the Project List tab page, click a project name to open the project.

Figure 3-13 Opening a Project

1 ProjectTransfer 00  Project Receive 010 Transfer Project
Project Name Management Type Industry Creator Site Quantity Online Devices/Total Devices Creation Time Operation
* 3 21/51 2022-07-21 10:40:12 Add Device
1-10f 1 ftems ‘_| 10/ page

If you have opened a project, you can click the project name in the upper right corner and select Project

Management to return to the Project Management page.

Figure 3-14 Returning to the Project Management Page

| + Add Site ‘ a
AP Switch Gateway AC Routel OT Device — Firewa Online STA
.15 .2 .0 .2 0 0 0 .1
Egress Traffic Peak Trend (Mbps) PV cicday | Last7Days Online STA Trend RufjeProject

14
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4 Quick Start

4.1.1 Organizational Planning

Quick Start

WIS Cloud Network supports branch-based network management. Therefore, make organizational planning

before connecting the devices to WIS Cloud Network.

Choose Management & Maintenance > Organizational Planning to go to the Organizational Planning page.

Add branches and sites to the organizational tree. Branches can be added at multiple levels. Asite is the smallest

unit of network management. One or more sites can be added under each branch. You can click Batch Import

to bulk add sites.

& Note

For details about operations in organizational planning, see the description in "Management & Maintenance" >

"Organization Planning."

Figure 4-1 Adding a Branch

Management & Maintenance

Management & Maintenance / Organizational Planning

k& Organizational Plann
[ Configuration v a Site List
E Device Upgrade v M . Add Group ]
[
22 Tunnel Management
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Figure 4-2 Adding a Site

Add Site

Adter creation, you can add administrators and
i on the site

Network Type

Small Network Large Network

* Site Name
+ AP management mode 3

WIS Cloud Controller Management

Local Controller Administration (AC)

Cancel

4.1.2 Network Configuration

WIS Cloud Network automatically delivers configurations to new online devices. The administrator can create a
configuration template and bind the template to a specific branch or site. After the configuration template is
bound, all new online devices in the branch or site will automatically obtain the configuration of the configuration
template.

Choose Management & Maintenance > Configuration > Template to add configurations. A template can be
configured in WLAN SSID configuration mode and CLI command set configuration mode. The WLAN SSID
configuration mode is used to configure WLANSs such as SSIDs of cloud APs and the configuration does not
take effect on devices other than cloud APs. CLI command sets apply to all devices regardless of the device

type.

O nNote

For details about network configuration, see the description in "Management & Maintenance" >

"Configuration."
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Figure 4-3 Adding an SSID

Add SSID

+SSD®

*+ Encryption Mode
OPEN
Forwarding Mode

bridge v Same VLAN with AP

+Radio

radiot radio2 radio3

Single-User Rate Limit

uplink: i Downlink
All-User Rate Limit

Uplink: s Downlink:

Advanced Config
5G-preferred Enable (1 SSID Higing (1)
Auth Config

Enable C’ Auth Config >>
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Figure 4-4 Adding a CLI Command Set

Add CLI Command Set
* Device Type * CLI Command Set Configure Variable @
AC Switch | | Gateway

* Device Model
SN

« Delivery Mode

@ Deliver Increment via CLI

Replace All Config via config text
Description

Create Variable

s D

CLI command sets can be delivered in two modes: incremental CLI delivery and full replacement. APs do not

support the full replacement mode.

® Incremental delivery: A device incrementally executes a user-defined CLI command set based on the current

configuration. This mode applies to incremental configuration scenarios.

® Full replacement: The config.text configuration file of a device is directly replaced. After replacement, the
device automatically restarts for the configuration to take effect. This mode is suitable for the full replacement
of the system configuration or for scenarios, in which incremental configuration cannot meet requirements,
for example, incremental configuration may cause network path changes (resulting in device disconnection),
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and configuration involves multiple interactions and command transformation (resulting in interaction and
command identification timeout).

4.1.3 Device Access

1. Adding a Device

Choose My Network > My Site > Device Management to go to the Device Management page. Click Add
Device. Select the device type and enter the device name, or enter a device SN to add a device.

Figure 4-5 Adding a Device

Add Device

* Device Type
AP

Firewal

Device Name:

i

A device SN can be obtained in two ways:
® Command query: Run the show version command on a device to display the device SN.

The following uses an AC as an example. GIL60EW000233 is the SN of the AC.

Ruijie#show version

System description : Ruijie Gigabit Wireless Switch(WS6008) By Ruijie
Networks.

System start time : 2020-06-07 11:52:26
System uptime : 0:01:38:50

System hardware version : 1.00

System software version : AC RGOS 11.9(5)BI1T2
System patch number : NA

System serial number : GlL60EW000233

System boot version : 1.2.12

Module information:

Slot 0 : WS6008

Hardware version : 1.00

Boot version : 1.2.12

Software version : AC RGOS 11.9(5)B1T2

Serial number : GLL60EW000233

® Label query: Check the label on the back of a product to obtain the device SN.
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2. Configuring Device Access Addresses

The device access addresses can be configured in two ways:
® Manual configuration

Run the following commands on the device to be connected to configure the CPE WAN Management
Protocol (CWMP) and domain name system (DNS) (the actual DNS address shall prevail).

Hostname#config

Hostname (config) #ip name-server 8.8.8.8

Hostname (config) #cwmp

Hostname (config-cwmp) #acs url http://wiscloud.ruijienetworks.com/acs
Hostname (config-cwmp) #cpe inform interval 60

Hostname (config-cwmp) #end

Hostname#write

® Use DHCP Option 43 to distribute CWMP interconnection addresses (for devices obtaining addresses via
DHCP).

Run the following commands on the DHCP server (the actual addresses shall prevail).

Hostname#config

Hostname (config) #ip dhcp pool pool Gi0/0

Hostname (dhcp-config) #option 43 ascii http://wiscloud.ruijienetworks.com/acs
Hostname (dhcp-config) #lease 0 8 0

Hostname (dhcp-config) #network 192.168.1.0 255.255.255.0

Hostname (dhcp-config) #dns-server 8.8.8.8

Hostname (dhcp-config) #default-router 192.168.1.1

Hostname (dhcp-config) #end

Hostname#write

3. Device Go-Online

If a device can connect to WIS Cloud Network properly, you can view the device status on the Device

Management page of WIS Cloud Network 3—6 minutes after you complete the configuration above.
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5 Home

As shown in Figure 5-1, the home page displays basic information about a tenant's network, such as network
traffic, alarms, devices, and STAs. The following describes each area of the page.

Home

Figure 5-1 Home

AP Switch Gateway AC . Route OT Device Firewa Oniine STA Alarm
.15 .2 .2 .2 0 0 ot S8 nctive 229494 Today 3500
Egress Traffic Peak Trend (Mbps) Yesterday | Last7Days Online STA Trend Yesterday | Last7Days

| - P 'Mﬂf“ wﬁw : —

Site List (3)

Site Name Group Total Number of Devices Number of Online STAs Health
42 1 &
1 0 =
10 0
5.1 Traffic

As shown in Figure 5-2, traffic information, that is, Egress Traffic Peak Trend, is displayed in the upper left
area.

Figure 5-2 Traffic Information

[+ ause | @
AP Switch Gateway AC Online STA Alarm
- - = © " &
o 1d .2 .2 .2 0 &R Acive 107403 Today 189
Egress Traffic Peak Trend (Mbps) Yesterday | Last7Days Online STA Trend Yesterday | Last7Days

® Egress Traffic Peak Trend (Mbps): Displays the peak traffic of the egress at different time points of today,
yesterday, and the last 7 days on a graph, in Mbps. The horizontal axis represents the time. The statistics
interval of today and yesterday is 5 minutes, and the statistics interval of the last 7 days is 1 hour. The vertical

axis represents the peak traffic, rounded to two decimal places. Hover the cursor over a curve to view the
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uplink/downlink peak rate at a specified time point.

o Uplink Rate: Indicates the uplink peak rate of the egress traffic, represented by a green curve.

o Downlink Rate: Indicates the downlink peak rate of the egress traffic, represented by a blue curve.
o Today: Collects statistics on the uplink and downlink peak rates of today's egress traffic.

o Yesterday: Collects statistics on the uplink and downlink peak rates of yesterday's egress traffic.

o Last 7 Days: Collects statistics on the uplink and downlink peak rates of egress traffic in the last seven
days (including the current day).

Figure 5-3 Egress Traffic Peak Trend

AP Switch

Gatenay AC Online STA Alam
= =] ’ == @ —_
.14 .2 .2 .2 .0 & e 107403 Today 1896
Egress Traffic Peak Trend (Mbps) Yesterday | Last7Days ©nline STA Trend Yesterday | Last7 Days

5.2 Alarm

As shown in Figure 5-4, this area displays the number of active alarms and the number of today's alarms. You
can click the alarm area to redirect to the alarm management page. For details about alarms, see Alarm
Management.

Figure 5-4 Alarm

" Switch Gateway AC
== =1 [

.14 .2 .2 .2

Egress Traffic Peak Trend (Mbps) Yesterday | Last7 Days Online STA Trend Yesterday | Last7Days

5.3 Online STA

As shown in Figure 4-5, this area displays information about devices on the current network. It includes Online
STA and Online STA Trend.
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Figure 5-5 Online STA

AP Switct Gateway AC e — Online STA Alarm
] =9 - - = @ B
.40 Active

PRE] A s .1

Egress Traffic Peak Trend (Mbps) RSO vestercay | Last7 Days Online STA Trend

® Online STA

The Online STA area displays the total number of online STAs. When you hover the cursor over Online STA,
the quantities of STAs connected to different types of devices are displayed. The devices include cloud APs and

fit APs.

Figure 5-6 Viewing the Number of Online/Offline Devices

= Swite - Gateway = AC — - — @ ine STA : Alarrm
40 Active 40 Today

.13 ot ol .1

Egress Traffic Peak Trend (Mbps) [N estercay | Last 7 Days Online STA Trend esterday | Last 7 Days

Figure 5-7 Viewing Online STAs

AP Switch Gateway AC Online STA Alarm
- = = © " &
PR .2 .2 .2 .0 &8 scive 107403 Today 1896
Egress Traffic Peak Trend (Mbps) Yesterday | Last7Days Online STA Trend Current Network Online STA esterday | Last 7 Days
N _ — wireied] W Wireless STA 0
u FitAP 0
Total 0
m A Ul

Click the device or STA icon to go to the device or STA management page. For details about the device/STA

management, see Management and Maintenance.

® Online STA Trend

This area shows the number of online STAs at different time points on a graph. The graph is described as follows:
o Date: You can view graphs of different dates. You can select Today, Yesterday, or Last 7 Days.

o Horizontal axis: The horizontal axis represents the time. When you select Today or Yesterday, the
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Home

statistics interval is 5 minutes. When you select Last 7 Days, the statistics interval is 1 day and the

number is the total number of online STAs on that day. Hover the cursor on the graph to view the number

of online STAs at a specific time point.

o \Vertical axis: The vertical axis represents the number of online STAs at a certain time point.

o Sky blue curve: Indicates the number of online wired STAs.

o Blue curve: Indicates the number of online fit APs.

o Green curve: Indicates the number of online cloud APs.

Figure 5-8 Online STA Trend Graph
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Egress Traffic Peak Trend (Mbps)
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As shown in Figure 5-9, this area lists the sites, where devices are located.

Figure 5-9 Site Area

AP

AC

Online STA o Alarm

= _ - —_
.t .2 0 . B8 i 220094 Today 3500
Egress Traffic Peak Trend (Mbps) Yesterday | Last7Days Online STA Trend Yesterday | Last7Days
M A
. N {v\!‘u W Y
site List (3) Q
Site Name Total Number of Devices Number of Oniine STAs Health
e 1

The site list displays the site name, location, group, total number of devices, number of online STAs, and health.

You can search for site records by site name and specify the number of items to be displayed on each page.

The list can be sorted by the total number of devices.
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Figure 5-10 Site List

Site Name Group Nurmber of Online STAs Health
4126 1 =3
1 0 e [
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Click a site name to go to the Site Overview page. For details about site management, see Site Overview.
Currently, health check is available at sites that have ACs. The health check scope is all devices at the site. The
health check results include excellent, good, fair, and poor. Health check items include device stability, client
activity, network saturation, online experience, signal coverage, and association stability. You can hover the
cursor over a health check result to view the results of different health check items.

Figure 5-11 Site Name and Health

Eqgress Traffic Peak Trend (Mbps) Vesterday | Last7Days Online STA Trend Vesterday  Last7 Days
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Client Activity

Network Saturation
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6 My Network

6.1 Site Overview

6.1.1 Site List

Choose My Network > My Site > Site Overview to go to the site list. The site list displays the site name, location,
group, total number of devices, number of online STAs, and health.

Figure 6-1 Site List
My Network / My Site / Site Overview
Site List (0)

Site Name Location Group Total Number of Devices Number of Online STAs Health

In the site list, you can set the number of items to be displayed on each page (10 items/page, 20 items/page, 40
items/page, or 80 items/page) and sort the site list by the total number of devices.

6.1.2 Site Overview Info

Click a site name to go to the Site Overview Info page, which displays site information such as the number of
online STAs, alarms, and wireless network indicators. The page provides quick entries for STA experience,

network configuration, blacklist/whitelist, WLAN optimization, and roaming optimization.

Figure 6-2 Site Overview Info

Egress Traffc Peak Trend (Mbps) B oo o Online STATrend B3 -
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At the top of the page, information about the current site is displayed, including the site name, location, and
network type. The page allows provides an entry for network configuration, which will be described in later

sections.

In the middle and lower parts of the page, the network overview of the site is provided, including the number of
online STAs, number of alarms, egress traffic peak trend, online STA trend, statistics on wireless uplink and
downlink rates, wireless latency statistics, and wireless packet loss rate (%) statistics. The number of online
STAs, number of alarms, egress traffic peak trend, and online STA trend graph are similar to those in Home
except that the dimension is accurate to site. Therefore, they are not described here. Other network indicators

are described in Network Indicators.

6.1.3 Switching a Site

You can click the site area in the upper left corner to switch to a different site, as shown in Figure 6-3. Site
switching allows you to search for a specified site by site name. Click a site name to view the information about
the site.

& Note

When you click a level-1 site, the system returns to the site list page.

Figure 6-3 Switching a Site

6.1.4 Network Indicators

® \Wireless Uplink Rate

This graph shows statistics on the uplink rates and average uplink rates of different types of wireless STAs at

different time points.
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My Network

Figure 6-4 Wireless Uplink Rate Curve Graph
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The graph is described as follows:

o Green curve: Indicates the uplink rate of 2.4 GHz wireless STAs.

o Blue curve: Indicates the uplink rate of 5 GHz wireless STAs.

o Purple curve: Indicates the average uplink rate of wireless STAs.

o Date: The available dates include Today, Yesterday, and Last 7 Days.

o Horizontal axis: Represents time. The statistics interval is 5 minutes. You can hover the cursor over a

curve to view the uplink rates and average uplink rates of different types of STAs at a specified time point.

o \Vertical axis: Represents the uplink rate, in Mbps.

® \Wireless Downlink Rate

This graph shows statistics on the downlink rates and average downlink rates of different types of wireless STAs

at different time points.
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Figure 6-5 Wireless Downlink Rate Curve Graph
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The graph is described as follows:
o Green curve: Indicates the downlink rate of 2.4 GHz wireless STAs.
o Blue curve: Indicates the downlink rate of 5 GHz wireless STAs.
o Purple curve: Indicates the average downlink rate of wireless STAs.
o Date: The available dates include Today, Yesterday, and Last 7 Days.

o Horizontal axis: Represents time. The statistics interval is 5 minutes. You can hover the cursor over a
curve to view the downlink rates and average downlink rates of different types of STAs at a specified
time point.

o \Vertical axis: Represents the downlink rate, in Mbps.
® \Wireless Latency

This graph shows the wireless latency and average latency of different types of wireless STAs at different time

points.
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Figure 6-6 Wireless Latency Curve Graph
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The graph is described as follows:

o Green curve: Indicates the latency of 2.4 GHz wireless STAs.

o Blue curve: Indicates the latency of 5 GHz wireless STAs.

o Purple curve: Indicates the average latency of wireless STAs.

o Date: The available dates include Today, Yesterday, and Last 7 Days.

o Horizontal axis: Represents time. The statistics interval is 5 minutes. You can hover the cursor over a

curve to view the latency and average latency of different types of STAs at a specified time point.

o \Vertical axis: Represents the wireless latency, in ms.

® \Wireless Packet Loss Rate (%)

This graph shows the packet loss rates and average packet loss rates of different types of wireless STAs at
different time points.
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Figure 6-7 Wireless Packet Loss Rate Curve Graph
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The graph is described as follows:

o Green curve: Indicates the packet loss rate of 2.4 GHz wireless STAs.

o Blue curve: Indicates the packet loss rate of 5 GHz wireless STAs.

o Purple curve: Indicates the average packet loss rate of wireless STAs.
o Date: The available dates include Today, Yesterday, and Last 7 Days.

o Horizontal axis: Represents time. The statistics interval is 5 minutes. You can hover the cursor over a
curve to view the packet loss rates and average packet loss rates of different types of STAs at a specified

time point.

o Vertical axis: Represents the packet loss rate of wireless STAs, in percentage.

6.2 Network Configuration

The network configuration function allows you to perform network configuration for devices based on sites, such
as WLAN configuration and CLI command sets. The configuration includes template configuration and

personalized configuration.

A\ caution

e  Modifying a configuration template and personalized configurations affects only newly connected devices.
For already online devices, the configuration changes take effect on them only after Deliver Config is
clicked.

®  When a configuration template is inconsistent with a personalized configuration template, the
personalized configuration overwrites the configuration template, that is, the personalized configuration
takes precedence over the configuration template.

30



User Manual

6.2.1 Binding a Template

My Network

As shown in Figure 6-8, if no configuration template has been bound to a site, you can click Bind Template to

go to the configuration template management page, on which you can bind a configuration template to the site.

For details about configuration template management, see the description in "Management & Maintenance" >

"Configuration" > "Template."

Figure 6-8 Binding a Configuration Template

Network Config | Gommen Seenarios

ork Configuration / Network Gonfiguration Info |
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6.2.2 Personalized Configuration

Associate Radio

Operation

+ Add SSID Deliver Config

3of Titems [1] 10/page

Personalized configuration includes WLAN configuration and CLI list. WLAN configuration is used to configure
SSIDs of cloud APs (fat APs) and other WLANS. It does not take effect on devices other than cloud APs (fit APs

indirectly managed via AC management). The CLI list applies to all devices regardless of the device type.

1. WLAN Configuration

The WLAN configuration list is shown in Figure 6-9. You can set the number of items to be displayed on each

page and filter items by encryption mode or forwarding mode. You can click Edit or Delete in the Operation

column to edit or delete WLAN configuration.

Figure 6-9 WLAN Configuration List

Network Config = Common Stenarios

Configuration / Network Gonfiguration Info |

If you want to apply = changsd template to a device slready in the network, please deliver the configuration after changing the template
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Current Template [ Bind Template

WLAN Configuration  CLI List
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31

Assosizte Radio

Operation

+ AddSSID Deliver Config

of Jitems ‘ ‘ 10/ page



User Manual My Network

You can configure a personalized network template by adding an SSID. Click Add SSID, enter SSID information,
and click OK to complete the personalized template configuration. To apply the configuration to a connected
device, click Deliver Config to trigger the configuration delivery and make the configuration take effect.

Figure 6-10 Adding an SSID
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Set the following parameters when adding an SSID:

® SSID: (Required) Enter an SSID name. You need to select the SSID encoding format. The default value is
UTF-8 and the options include UTF-8 and GBK. If an SSID contains Chinese characters, garbled characters
are displayed when an STA does not support UTF-8 encoding format.

® Encryption Mode: (Required) Select a value from the drop-down list. The options include OPEN, WPA-PSK,
WPA2-PSK, and WPA-PSK/WPA2-PSK. When you select an encryption mode other than OPEN, you need
to enter a password.

O nNote

OPEN: Indicates the open non-encryption authentication mode.

WPA2-PSK: Indicates a new encryption authentication mode based on WPA-PSK. It adopts the CCMP

encryption mode and is compatible with the TKIP encryption mode.

® Forwarding Mode: The bridge mode is supported by default. To switch to the NAT mode, run CLI commands.
You can set VlanType to Same VLAN with AP or use other VLANS. If you select other VLANS, enter the
VLAN ID. The VLAN ID range is from 2 to 232 and from 234 to 4094.

® Radio: (Required) You can select one or more radios from radiol to radio3. You can select Single-User Rate
Limit and All-User Rate Limit and set uplink and downlink rate limits for them separately.

A\ caution

The SSID is valid only when the selected radio is in access mode.
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My Network

® Advanced Config: (Optional) Advanced configuration includes 5G-preferred and SSID Hiding. 5G-
preferred indicates that, when a radio provides both 2.4 GHz and 5 GHz bands and an STA supports both
2.4 GHz access and 5 GHz access, the STA connects to the 5 GHz band preferentially. SSID Hiding indicates
that wireless networks are hidden and network signals cannot be searched out by STAs.

After the configuration is completed, new online devices automatically obtain the configuration of the current site.

For already online devices, you need to click Deliver Config to make the configuration take effect on them.

Figure 6-11 Delivering the Configuration

My Network / My Site / Network Configuration / Network Configuration Info
Network Config ~ Common Scenarios

If you want to apply a changed template to a device already in the network, please deliver the configuration after changing the template.
If there is a conflict between a configuration template and a custom template, the custom template overrides the configuration template.

Current Template [ Bind Template

WLAN Configuration  CLI List
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@

HY_ZYQ OPEN No bridge 12

2. CLI List

Click the CLI List tab to switch to the CLI List tab page.
to edit or delete a CLI command set.

Figure 6-12 CLI Set List

My Netwerk / My Site / Network Configuration / Network Configuration Info

Network Config | Common Scenarios
If you want to apply a changed template to a device already in the network, please Geliver the configuration after changing the template.
If there is a conflict between a configuration template and a custom template, the cusiom template overrides the configuration template.

Current Template [ Bind Templ

2

WLAN Configuration ~ CLI List

Device Type Device Model SN Delivery Mode Description
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Click Add CLI Set to add a CLI command set for the network.

Figure 6-13 Adding a CLI Command Set

Configure the following parameters when adding a CLI command set:

Add CLI Command Set

= Deviee Type

AG | AP || Swich | Gateway

# Device Mode!

# Delivery Mods

(@ Deliver Increment via GLI

Replace All Gonfig via config text

# CLI Command Set

Description

on the selected device model.

options include AC, AP, Switch, Gateway, and Router. You can select only one of them.

Select a device model from the drop-down list. Multiple models can be selected.

CLI Command Set: (Required) Enter CLI commands to be configured for devices.

Description: (Optional) Enter a description of the command set. It can be used as a remark.

My Network

Device Type: (Required) Select the type of devices, to which the CLI command set is to be delivered. The

Device Model: (Required) Select the model of the devices, to which the CLI command set is to be delivered.

SN: (Optional) Select an existing SN from the drop-down list. If an SN is selected, the command set will be
delivered only to the device matching the SN. If no SN is selected, the command set will be delivered based

After the configuration is completed, new online devices automatically obtain the configuration of the current site.

For already online devices, you need to click Deliver Config to make the configuration take effect on them.
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Figure 6-14 Delivering the Configuration

My Network / My Site / Network Configuration / Network Configuration Info

Network Config ~ Common Scenarios

If you want to apply a changed template to a device already in the network, please deliver the configuration after changing the tempiate.
Ifthere is a conflict between a configuration template and a custom template, the custom template overrides the configuration template.

Current Template [} Bind Template

WLAN Configuration CLI List

Device Type Device Model SN Delivery Mode Description

6.3 Device Management

+ Add CLI Set Deliver Config

Gperation

My Network

Choose My Network > My Site > Device Management to go to the Device Management page. Device

management is to manage all types of devices in terms of site and present basic information about the devices.

Figure 6-15 Device Management

My Site Device Management
AP &HD Fil AP 01 AC 00 Switch 0 Gateway 11 + Add Device mport
Status Device Name SN MAC Address Device Model Site Management IP
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Export
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You can select different sites to quickly manage devices at different sites.
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6.3.1

Figure 6-16 Switching a Site
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Device Manage..
TestGroup 10
etwork Topolog
Metwork Optim... ~
' STA Insight v
0 Access Securit b
A slsrm Manage v
El Report v

Device management includes the management of fat APs, fit APs, ACs, switches, gateways, routers, loT devices,
and firewalls. The supported management functions are slightly different for different devices. The following uses
the management of fat APs as an example.

Device List

The AP list displays the AP status, device name, SN, MAC address, device model, site, last offline time, remarks,
and other information. The list supports device query by SN or name. You can manually refresh the list and

define fields to be displayed in the list. The list allows you to filter data by device status.

A\ caution

The fields displayed in the device list may vary with the device.
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Figure 6-17 Device List

My Network / My Site / Device Management

~ N

AP_172 Fit AP 12/1574 AC 13 Switch 111 Gateway 1/1 Router 0/ IoT Device 0/0 > + Add Device Impaort Export - Q CcC®
Column Display ~ Reset
Status ¥ DeviceName SN MAC Address Device Model  Site Management P Egress Address  Number of Online Users  Last Offline Time
Mot Fixed
* Online 0 2022-08-01 11:21 Slatus
Device Name
Offline ] 2022-07-31 17:17, SN
i MAC Address
Device Model
' 1-2of 2 items
Site

Management IP

Egress Address
Number of Online Users
Last Offline Time
Remarks

Fixed the right

Operation

6.3.2 Adding a Device

Before a device goes online, you need to complete the device registration on WIS Cloud Network. Click Add
Device to add a device.

Figure 6-18 Adding a Device

Add Device

* Device Type
AP | AC | Suich | Gateway | Rouler IoT Devce

Firewall

Device Name

The parameters used to add a device are described as follows:

® Device Type: (Required) Select the type of device to be added. The options include AP, AC, Switch,

Gateway, Router, and 10T Device.

® Device Name: (Required) It identifies a device. It is a string of up to 50 characters containing Chinese

characters, letters, digits, underscores (_), hyphens (-), @, and &.

® SN: (Required) Enter the device SN. The value is a string of 13—-15 characters containing digits or

digits+letters.
A device SN can be obtained in two ways:

o Command query: Run the show version command on a device to display the device SN.
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6.3.3

The following uses an AC as an example. GIL60EW000233 is the SN of the AC.

Rui jie#tshow version

System
System
System
System
System
System
System
System
Module
Slot 0

description : Ruijie Gigabit Wireless Switch(WS6008) By Ruijie Networks
start time : 2020-06-07 11:52:26

uptime : 0:01:38:50

hardware version : 1.00

software version : AC RGOS 11.9(5)B1T2

patch number : NA

serial number : G1L60EW000233

boot version : 1.2.12

information:

: WS6008

Hardware version : 1.00

Boot version : 1.2.12

Software version : AC RGOS 11.9(5)BIT2

Serial

number : G1L60EW000233

o Label query: Check the label on the back of a product to obtain the device SN.

My Network

® Device ID: This parameter is required only for 0T devices, which are identified by device MAC address. The

value is a string of no more than 100 characters.

® Select Site: (Required) Select the site, where the device is located.

® Remarks: (Optional) Enter the remarks of the device. The value is a string of no more than 400 characters.

After completing the configuration above, ensure that the device connects to WIS Cloud Network properly and

then the Device Management page shows that the device is in the online state 3—6 minutes later.

A\ caution

The SN and device type must be correct. Otherwise, the device cannot go online.

Importing Devices

WIS Cloud Network supports batch import of devices. The procedure is as follows:

(1) Click Import.

Click Import. The Batch Import Device dialog box is displayed.
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Figure 6-19 Bulk Importing Devices

Batch Import Device

* Select Site

1. Download the template and edit content in the _xIs file.
(Mote: A maximum of 500 records can be imported at a time.)

. Download Template

2. Upload the template file.

N

Please select a. xis file.

Drag the template file to the box for fast uploading.

(2) Enter information.

Select the site, to which the devices to be imported belong.
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Figure 6-20 Entering Information

Batch Import Device

* Select Site

1. Download the template and edit content in the _xIs file.
(Mote: A maximum of 500 records can be imported at a time.)

. Download Template

2. Upload the template file.

+

Please select a. xis file.

Drag the template file to the box for fast uploading.

(3) Download a template.

Click Download Template to download the device import template to the local device.
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Figure 6-21 Downloading a Template

Batch Import Device

* Select Site

1. Download the template and edit content in the _xIs file.
(Mote: A maximum of 500 records can be imported at a time.)

. Download Template

2. Upload the template file.

+

Please select a. xis file.

Drag the template file to the box for fast uploading.

(4) Fillin the template.

Open the downloaded device import template and enter device information.

A\ caution

A maximum of 500 records can be imported at a time.

Figure 6-22 Filling in the Template

a ) I v ' v &

SeriaNumber (13-15 characters, mandatory) Device Type (mandatory) Device Fame (mandatory) Device ID (only for iot devices) | Remark (Optional)

e R T
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My Network

Parameters in the template are described as follows:

[e]

SN: (Required) Enter the actual device SN. The value is a string of 13—15 characters containing digits or

letters.
Device Type: (Required) Select the actual device type.

Device Name: (Required) It identifies a device. It is a string of up to 50 characters containing Chinese
characters, letters, digits, underscores (_), hyphens (-), @, and &.
Device ID: This parameter is required for 0T devices and is set to the device MAC address. The value

is a string of no more than 100 characters.

Remarks: (Optional) Enter the remarks of the device. The value is a string of no more than 400

characters.

(5) Upload the template.

Drag the template file to the specified area or click Please select a.xlIs file. and select the template file.

Then, the system automatically imports devices that meet requirements from the template.

Figure 6-23 Uploading the Template

Batch Import Device

* Select Site

1. Download the template and edit content in the xIs file.

(Mote: A maximum of 500 records can be imported at a time.)

. Download Template

2. Upload the template file.

+

Please select a. xis file.

Drag the template file to the box for fast uploading.
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6.3.4 Deleting a Device

Click --- in the device list and select Delete to delete a specified device. Devices can be bulk deleted.

Figure 6-24 Deleting a Device

| My Network / My Site 1 Device Management |

AP 14 FitAP st AC 27 Switth 23 Galeway 22 mport | Expont | alCc®

Status Device Name SN MAC Address Device Model Site Management P Egress Address Number of Online Users Last Offiine Time Operation

« Online 0 2022-08-28 10:50: Details

+ Online 0 20220828103 pop oo
Upgrade
« Online 0
Move
« Online 0 Restart
Backup
* Online 0 : Backup Restoration
s eWeb
« Online 0
s Telnet
Offine 0 2022-09-06 16:2 Access SSH
Offline 0 2022090721:1328  Details
Offline 0 0220829 16:0620 | Details |
Offine 0 202208-30 135818 | Details

Figure 6-25 Bulk Deleting Devices

My Network / My Site / Device Management

AP s14  FitAP ane  AC 27 Swich 23 Galeway 22 Import || Export || - alc®m

Deliver Cenfig

[] Status Device Name SN MAC Address Device Model Site Management IP Egress Address Number of C Upgrade ast Offline Time: Operation
» Online 0 022-08-28 10:50:19 Details
« Online 0 Restart 022-08-28 10:39:01 Details
Unbind
« Online 0 = Details
s Online 0 - Details
s Online 0 - Details
* Online 0 - Details
Offline 0 2022-08-06 16:24:02 Details | -~
Offline 0 2022-08-07 21:13:28 Details | -~
Offline 0 2022-08-29 16:06:20 Details | -~
Gffline 0 2022-08-30 13:58:18 Details

6.3.5 Device Details

Click a device name in the list or click Details in the Operation column for a device to view device details. The
device details mainly include network indicators, basic information, details, and configuration functions of the

device.
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A Caution

Items contained in device details vary with devices. This section uses the details of a fat AP as an example for
description.

Figure 6-26 Device Details

Device Details

0] =i & =]
Monitor  Equipmenthistory  Basic Info Terminal Toolbox
Number of Uncleared Alarms (0]

— Lot e

Running Status (% )

Connectivity Status

Peak Traffic Trend ( Mbps )

The details of a fit AP are displayed on an independent page. The device details page displays basic information
about the device, device load, and device analysis information.

Figure 6-27 Details Page of a Fit AP
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@ Air Quality Problem
13
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Air Quality Problem
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1. Monitor

Click a device name in the list or click Details in the Operation column for a device to view device details. Click
the first icon in Device Details to view device status monitoring, including the number of uncleared alarms,
running status, connectivity status, peak traffic trend, number of online users, and channel utilization.

Figure 6-28 Network Status Monitoring of a Device

Device Details X

] a &

Monitor Basic Info Terminal | Toolbox
Number of Uncleared Alarms [0 ]

Today Vesterday Last 7 Days

Running Status (%)

—CPU = Memary

Connectivity Status

Peak Traffic Trend (Mbps)

Number of Online Users

Status monitoring details are described as follows:

® Number of Uncleared Alarms: Shows the number of uncleared alarms on the device. You can click the
alarm quantity to go to the alarm management page.

® Time: You can switch the time bar to view network details in different periods. The time can be Today,
Yesterday, or Last 7 Days.

® Running Status (%): Shows the CPU utilization and memory utilization, in percentage.

® Connectivity Status: Shows the connectivity status of the device in different periods.

® Peak Traffic Trend (Mbps): Shows the curve graph of peak traffic in different periods.

® Number of Online Users: Shows the number of currently online users served by the device.

® Channel Utilization: Shows the utilization of different channels on the device at different time points.

Monitoring information varies with devices and is described as follows:

® For cloud APs, status monitoring includes the number of uncleared alarms, running status, connectivity status,

peak traffic trend, number of online users, and channel utilization.
® For fit APs, status monitoring includes device details, device load, and device analysis.
® For switches and ACs, status monitoring includes the number of uncleared alarms and running status.

® For routers, status monitoring includes the number of uncleared alarms, running status, and port rate trend.
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2. Basic Info

Click a device name in the list or click Details in the Operation column for a device to view device details. Click
the second icon Basic Info in Device Details to view basic information about the device, including the device
name, model, MAC address, version, SSID, and channel. You can modify the device name and remarks on this
page. Basic information about an AP also includes basic information about radios, and basic information about an

RSR router also includes basic information about SIM cards.

Figure 6-29 Basic Info

Device Details

>

e = & =]

Monitor Equipment history Basic Info Terminal Toolbox

Basic Info

AP_RGOS 11.1(9)B1P14, Release(06151415)

s

24G

75%
100%
40MHz

5G
153
19%
100%
80MHz

3. Terminal

Click a device name in the list or click Details in the Operation column for a device to view device details. Click
the third icon Terminal in Device Details to view the list of STAs connected to the current AP. The list provides

the STA MAC address, signal, online duration, and traffic.
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Figure 6-30 Wireless User List

Device Details

>

@ = & =]

Equipment history Basic Info Terminal Toolbox

Wirgless User List (0)

STAMALC Address Signal {dBm) Cmline Duration Traffic (MB)

4. Toolbox

Click a device name in the list or click Details in the Operation column for a device to view device details. Click
the fourth icon in Device Details to go to the Toolbox tab page. This page provides various management tools,
including configuration, diagnosis, and operation tools, which meet various device management and control
requirements.

® Configure: Includes Deliver Config, Config Backup, Configuration Restoration.
® Diagnosis: Includes Command Debugging, Access eWeb, and Access Telnet.
® Operation: Includes Restart and Device Upgrade.

Entries for these functions are also provided on the device list page. These functions will be described in
subsequent sections.
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Figure 6-31 Toolbox

Device Details X
0] = & =
Monitor Equipment history Basic Info Terminal Toolbox

Configure

Deliver Config Config Backup Configuration Restoration
Diagnose

Command Debugging Access Telnet

Restart Device Upgrade

6.3.6 Unbinding a Device

If the device to be added has been bound to the system and the device is by your side (you can configure
commands on the device console), you can unbind the device. Click --- and select Unbind. Follow the steps

prompted on the page to unbind a device.

Figure 6-32 Unbinding a Device

My Network / My Site / Device Management
AP sna  FitAP a6 AC 27 Swith 23 Gateway 22 + AddDevice G B - ol ¢ &
Deliver Config

[] Status Device Name SN MAC Address Device Model Site Management IP Egress Address Number of C Upgrade ast Offline Time: Operation
Move

« Online 0 022-08-28 10:50:19 Details | -
Delete

« Online 0 Restart 022-08-28 10:39:01 Details | -

« Online 0 - Details | -

« Online 0 - Details | -

« Online 0 - Details | -

* Online 0 - Details | -

Offline 0 2022-09-06 16:24:02 Details | -

Offline 0 2022-09-07 21:13:28 Details | -

Offline 0 2022-08-29 16:06:20 Details | -

Offline 0 2022-08-30 13:58:18 Details | -

To unbind a device, do as follows:

(1) Enter the device SN and click Submit to request device unbinding.
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& Note

®  For details about how to view the device SN, see the SN acquisition method described in "Adding a
Device."

e  After submitting a request, complete unbinding within 15 minutes. Otherwise, you need to submit another
request after the request expires.

(2) On the device to be unbound, run the unbinding command. The platform will automatically unbind the device

after receiving the device unbinding request. The unbinding commands are as follows:

config
cwmp

acs url http://wiscloud. ruijienetworks. com/device/unbind

(3) Go to Status Query to check the unbinding result.

& Note

If you need to add an unbound device to another project, configure the acs url

http://wiscloud.ruijienetworks.com/acs command.

Figure 6-33 Status Query

X

Unbind

Unbind Status Query

Status SN Submission Time Expiration Time Operation

6.3.7 Delivering the Configuration

Click --- in the device list and select Deliver Config to deliver a CLI command set to a device. Configuration
delivery is a common task in the configuration management component. After delivery, you can view the
configuration execution in Management & Maintenance > Configuration > Task.
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Figure 6-34 Delivering the Configuration (01)
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Figure 6-35 Delivering the Configuration (02)
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Parameters for configuration delivery are described as follows:

® Delivery Time: (Optional) Specify the time for delivering a CLI command set. If no delivery time is specified,

the CLI command set is immediately delivered.

® CLICommand Set: (Required) Edit the command set to be delivered to a device.

Figure 6-36 Bulk Delivering the Configuration
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6.3.8 Upgrading Devices
Click --- in the device list and select Upgrade to upgrade a device. Batch upgrade is supported.
Figure 6-37 Upgrading a Device (01)
My Network / My Site / Device Management
AP o4 FitAP ams  AC 27 Swich 23 Galeway 22 Import | | Export Enter an SN or name fo alc®
Deliver Config
L] Status =  Device Name SN MAC Address Device Model Site Management IP Egress Address Number of l ast Offline Time Operation
* Online 0 gn‘ve 022-08-28 10:50:19 Details = -
elete
« Orline 0 Restart 022-08-28 10:38:01 Defails -
Unbind
* Online 0 Details = ---

Figure 6-38 Upgrading a Device (02)

Device Upgrade

PYZEN |

Software Version AP_RGOS 11.1(9)B1P19

Version Upgrade

arsso- [
Software Version  AP_RGOS 11.9(6)81P6, Release(08210316)

Version Upgrade

Scheduled Upgrade (f it is not selected, upgrade s performed
immediately)

Maximum Failure Retries (Optional)

Otimes Ttimes 3times Stimes

Cancel Start Upgrade

Device upgrade policies are described as follows:

® Version Upgrade: (Required) Select the target version of the upgrade. A device can be upgraded to any

available version.

® Scheduled Upgrade: (Optional) Select the upgrade time. If the upgrade time is not specified, upgrade is

performed immediately. No upgrade time is set by default.

® Maximum Failure Retries: (Optional) Set the maximum number of retries after an upgrade failure. The

options include Otimes, 1times, 3times, and 5times. No value is selected by default, indicating O retries.
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Figure 6-39 Bulk Upgrading Devices

My Network / My Site / Device Management
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6.3.9 Moving a Device

Click --- in the device list and select Move to change the site, to which a device belongs. Devices can be bulk

moved.

A Caution

After a device is moved, the system will deliver the configuration of the new site to the device.

Figure 6-40 Moving a Device (01)

My Network / My Site / Device Management
AP s1s FitAP ane AC 27 Switch 2i3 Gateway 272 Import Export s Q| C @
Deliver Config
(] Status Device Name SN MAC Address Device Model Site Management IP Egress Address Number of C Upgrade ast Offline Time Operation
» Online 0 022-08-28 10:60-19 Details | ---
Delete
* Online 0 Restart 022-08-28 10:3%:01 Details | --
Unbind
= Online 0 = Details | ---

Figure 6-41 Moving a Device (02)

Select Site b o

+ Ruiji=Project
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Figure 6-42 Bulk Moving Devices

My Network
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6.3.10 Restarting a Device
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Click --- in the device list and select Restart to restart a specified device. Perform this operation in a period, in

which services are not affected. Batch restart is supported.

Figure 6-43 Restarting a Device (01)

+ Add Device Import Export

Management IP Egress Address Number of C

Figure 6-44 Restarting a Device (02)
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Figure 6-45 Bulk Restarting Devices

My Network | My Site / Device Management
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6.3.11 Backing Up the Configuration

Click --- in the device list for a specific device and select Backup to back up all current configurations of the
device. After the backup is completed, you can view the operation configuration backup status of the device on

the backup page.

Figure 6-46 Backing Up the Configuration (01)

My Network / My Site / Device Management

ar 12 FiLAP 121574 aAC B Switch 11 Gatewsy 171 Router 00 IaT Deviee 0/ Bl Add Device Import Export - a C @
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Figure 6-47 Backing Up the Configuration (02)

(1) Will Back Up Device Configuration

Are you sure you want to dlick OK to start backing up
configuration immediately?

Cancel OK
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Figure 6-48 Successful Delivery of the Backup Command

@ The configuration backup command is

delivered. It will take 1-3 minutes to upload
the backup result.

You can go to Backupthe management page to view

the backup result.

Click Backup in the pop-up box to redirect to the configuration backup management page and view the backup
result.

6.3.12 Command Debugging

On the Device Details page, click the Toolbox tab and then click Command Debugging to go to the debugging
window. Enter commands in the input box and press Enter to remotely debug a device. The command execution
results are displayed in the black area shown in the figure.

Figure 6-49 Command Debugging

Command Debugging

Common Commands

n

[ User IP [DHCP Server)

[ User IP (DHCP Snoo

The command debugging window provides shortcut buttons for common commands, such as Version
Information, Runtime Configuration, ARP Entries, Routing Information, and User IP. You can click a

common command and view command output rapidly. Click Clear to clear information on the current screen.
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Figure 6-50 Shortcut Common Commands

Common Commands

6.3.13 Restoring the Configuration from Backups

Click --- in the device list and select Backup Restoration to restore the required configuration from configuration
backups. You can restore the configuration from configuration backups on the local device or restore the
configuration from configuration backups in other similar devices to the local device. The backup list displays
the name of the backed up device, backup time, and remarks. You can quickly identify different backups based
on information in the backup list, and search for backups by remarks or device name. Select a specified backup

and click Restore to Device to trigger the backup restoration.

Figure 6-51 Restoring the Configuration from Backups

e / Device Management

AP 4 FitAP 121574 AC 1 Switch 141 Gateway 11 Router 6/0 loT Device 00 Firewall 0/ + Add Device mport Export ca@

Status. Device Name SN MAC Address Device Model Site Management P Egress Address Number of Online Users Last Offline Time Remarks Qperation
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Figure 6-52 Restoring the Configuration from Backups in the Local Device

Local Device Backup 1 All Devices 2

\ Device Name Backup Time

® 2022-08-05 14:31:50

1-1 of 1 items 1

Figure 6-53 Restoring the Configuration from Backups in All Devices

Restore Device

Local Device Backup 1 Al Devices 2
Device Name Backup Time Remarks
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1-2 of 2 items 5/ page

6.3.14 Accessing eWeb

Click --- in the device list and select Access eWeb for a device. The system creates a tunnel with the device
and the Web management page of the device can be accessed through the tunnel. If the device is offline, the
tunnel fails to be created.

A\ caution

The eWeb window may be blocked by the browser. Therefore, configure the browser to allow the eWeb

window.
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Figure 6-54 Accessing eWeb

My Network / My Site / Device Management
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Access Telnat

If the current device does not support the eWeb tunnel, you need to create a tunnel through a transfer device

that supports the eWeb tunnel.

Figure 6-55 Creating a Tunnel

Create Tunnel

The device daes not support the tunnel function, and data can be
transferred through other devices.

Tramsfer Device
EG2000GE/1231112312116

Tunnel Service Type
eWeb

Cancel Create Tunnel

Figure 6-56 A Tunnel Is Being Created

® Creating a tunnel... Wait 1-3 minutes. After the
prompt disappears, you can check the creation result

in & Mail ce > Tunnel

After a tunnel is created successfully, the system automatically redirects to the eWeb login page.
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Figure 6-57 eWeb Login Page

Ruijie
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6.3.15 Accessing Telnet

Click --- in the device list and select Access Telnet for a device. The system creates a tunnel with the device

and the console of the device can be remotely accessed through the tunnel.

Figure 6-58 Accessing Telnet
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If a device (such as AP or switch) does not support the telnet tunnel function, data needs to be transferred

through other devices.
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Figure 6-59 Creating a Telnet Tunnel

Create Tunnel

The device daes not support the tunnel function, and data can be
transferred through other devices.

Tunnel Service Type

eweb

Cancel Create Tunnel

Parameters for the configuration transfer are described as follows:

® Transfer Device: (Required) A transfer device transfers tunnel data. All types of devices except APs can

serve as transfer devices.

® Tunnel Service Type: (Required) Specify the type of the tunnel to be created. It can be set to eWeb or Telnet.

Figure 6-60 A Tunnel Is Being Created

(i) Creating a tunnel . Wait 1-3 minutes. After the
prompt disappears, you can check the creation result
n Management & Maintenance > Tunnel Managemeant.

Figure 6-61 Accessing Telnet

Access Telnet
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6.4 Network Topology

Choose My Network > My Site > Network Topology to view the topology of the current network. The system

automatically generates the topology based on the actual network topology.

A\ caution

(1) If there is no gateway or router on a network, the network topology function is unavailable.
(2) If multiple gateways are added to a network, only one gateway is displayed in the topology.

(3) If a switch is a third-party switch or is not managed by WIS Cloud Network, the system can only calculate
the existence of the switch based on relationships between the switch and other devices, but cannot
figure out the status and ports of a switch.

(4) Devices that never go online are displayed in gray.

Figure 6-62 Network Topology

I'_ letwork / My Site / Metwork Topology / Topology Info I

One-click Discovery Refresh Topelogy Device List

Inter

(GioT)

Gateway

(Gios) ‘Gini2a")
(i) (Te0ra}
AT
FitAP Switch
. .

6.4.1 Device Query

You can search for a specified device by device name or device SN.
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Figure 6-63 Searching for a Device

One-click Discovery Refresh Topology Dewvice List

6.4.2 Topology View

® Turn on or off Display IP Address to display the IP addresses or SNs of devices in the topology. Device SNs
are displayed by default.

® Turn on or off Expand All to expand or collapse branches under Level 3 in the topology.

Figure 6-64 Switching the Topology View

One-click Discovery Refresh Topology Device List Display IP Address Expand All

A o

Be

Click One-click Discovery. The system automatically detects information about devices in the topology,
including the device name, device type, device model, IP address, MAC address, and SN. The detection is

performed by the gateway or router. A device can be successfully detected only after it connects to the WIS. A
device can be registered with WIS in two ways:

® Automatic registration: A detected Ruijie device (judged based on OUI) will automatically register with WIS.
® Manual registration: Non-Ruijie devices can be added to the network manually.

You can click Device List to view detection results.
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Figure 6-65 One-click Discovery

)

Please wait.

Scanning... It will take 1-5 minutes....

Figure 6-66 Detection Result

Device Detection Result

Device Name Device Type Device Model IP Address MAC Address Operation

1-> of 25 items | < 5/ page v

Click Refresh Topology to re-detect devices on the current network and generate the latest network topology.
The time required for refreshing the topology depends on the device quantity and usually takes 1-5 minutes.
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Figure 6-67 Refreshing the Topology

Please wait.

Scanning... It will take 1-5 minutes....

Click the zoom icon +/- or scroll the mouse wheel to zoom in/out the topology view.

Figure 6-68 Zooming In/Out the Topology

- S —
(Update Time: 2022-08-05 15:07)
One-cick Discovery | | Refresh Topology | | Device List Display IP Address (_Jl) Expand I (D
-

m
s
oa

urkgguperice
® 52928G-E
SN: 32841-0-0-1
(o D) ) )
2 4
prel 3 - .
* APSS0-I * 00d0.f823526¢

® Wses12
SN: G1ML70MO00108 SN MACC942570080

 52910C-48GT2S-HP-E
SN MACC2019ND117

SN 1234942570041

6.4.3 Device List
You can click Device List to view a list of detected devices (last detection result).
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Figure 6-69 Device List

Device Detection Result

Device Model IP Address MAC Address

1-5 of 25 items

6.4.4 Device Details

You can click a device in the topology to view its basic status and perform routine O&M configuration operations
in the right pane.

A\ caution

Iltems displayed on the Device Details page vary with devices. This section uses the details of a gateway as
an example for description.

1. Monitor

Click a device in the topology. Network details of the device are displayed by default, including the number of
uncleared alarms, running status, connectivity status, peak traffic trend, number of sessions, number of online

users, Top10 app traffic, and Top10 user traffic.
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Figure 6-70 Network Status Monitoring of a Device

Device Details X
® = £l <]
Monitor Equipment history Basic Info Port Toolbox

Number of Uncleared Alarms o]

Yesterday Last 7 Days

Running Status ( %)

Connectivity Status

Peak Traffic Trend ( Mbps )

W . J I

Number of Online Users

Parameters on the Monitor tab page of Device Details are described as follows:

2.

Number of Uncleared Alarms: Shows the number of uncleared alarms on the device. You can click the
alarm quantity to go to the alarm management page.

Time: You can switch the time bar to view network details in different periods. The time can be Today,
Yesterday, or Last 7 Days.

Running Status (%): Shows the CPU utilization and memory utilization, in percentage.
Connectivity Status: Shows the connectivity status of the device in different periods.

Peak Traffic Trend (Mbps): Shows the curve graph of peak traffic in different periods.
Number of Online Users: Shows the number of currently online users served by the device.
Session Quantity: Shows the number of valid session connections on the device.

App Traffic TOP10: Shows the top 10 apps that occupy the most traffic.

User Traffic TOP10: Shows the top 10 users who occupy the most traffic.

Basic Info

Click the second icon to switch to the Basic Info tab page. You can view basic information about the device,

including the device name, model, MAC address, version, and IP address. You can modify the device name and

remarks.
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Figure 6-71 Basic Info

Device Details X
e i El =]
Menitor Equipment history Basic Info Port Toolbox

Basic Info
Device Name

Device Model
SN

MAC Address
Software Version EG_RGOS 11.9(8)B13P1, Release(09153002)
Management IP
Egress Address
ISP

Site

Device Group

N

Remarks

3. Panel Info

Click the third icon to switch to the Port tab page. You can view panel information, Ethernet port details, and

port peak traffic trend of the device.

Figure 6-72 Panel Info

Device Details X
] et E =]
Monitor Equipmenthistory  Basic Info Port Toolbox

Panel Info

* Morethan 1G  « 10M/00M e Disconnect o Abnormal  « Disable

L I ]
2 4 6
Tew
135?’

GigabitEthemet 0/0Port Details

PortID 0
Port Name GigabitEthernet 0/0
Duplex Mode Full-Duplex
Rate 1000M
Type LAN
Status Enable
P 39.37.01

Vesterday Last 7 Days

GigabitEthemet 0/0Peak Traffic Trend ( Mbps )

Panel information is described as follows:

® Panel Info: Shows the status of ports on the panel. Green indicates the port rate higher than 1 Gbps, yellow
indicates the 10M/100M rate, black indicates that a port is disconnected, red indicates that a port malfunctions,

and gray indicates that a port is disabled.
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4,

GigabitEthernet 0/0Port Details: Shows details of the wired network port, including the port name, duplex
mode, rate, port type, status, and IP address. On the panel information page of a switch, you can directly
configure ports in port details.

GigabitEthernet 0/0Peak Traffic Trend (Mbps): Shows the peak traffic curve graph of the port on the current
day.

Toolbox

Click the Toolbox icon to configure, diagnose, and perform operations on the device.

® Configure: Includes Deliver Config, Config Backup, Configuration Restoration.

® Diagnosis: Includes Command Debugging, Access eWeb, and Access Telnet.

® Operation: Includes Restart, Device Upgrade, and Enable AC.

Figure 6-73 Toolbox

Device Details X

0] = B | =]

Monitor Equipment history Basic Info Port Toolbox

Configure

Deliver Cenfig Config Backup Configuration Restoration

Diagnese
Command Debugging Access eWeb Access Telnet

Access SSH

Operation

Restart Device Upgrade Enable AC

The functions of the tools are described as follows:

(1) Deliver Config

Click Deliver Config. Edit a CLI command set to be delivered, and specify the delivery time. If no delivery
time is specified, commands are delivered immediately. After commands are successfully delivered, you

can view the configuration execution in Management & Maintenance > Configuration > Task.

o Note

Commands can be delivered successfully only when a device is online.
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Figure 6-74 Delivering the Configuration

Deliver Config

Delivery Time(lf no delivery time is selected, the
command is delivered immediately.)

CLI Command Set

ol |

(2) Config Backup

Click Config Backup to back up all configurations of the current device.

Figure 6-75 Backing Up the Configuration

(i) will Back Up Device Configuration

Are you sure you want to click OK to start backing up

configuration immediately?
Cancel n
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Figure 6-76 Successful Delivery of the Backup Command

(9) The configuration backup command is delivered
It will take 1-3 minutes to upload the backup
result.

You can go to Backupthe management page to

view the backup result.

After the command is delivered, you can view the backup status of the device on the backup page. Click
Config Backup in the pop-up box to redirect to the configuration backup management page and view the
backup result.

(3) Configuration Restoration

Click Configuration Restoration to restore the required configuration from configuration backups. You can
restore the configuration from configuration backups on the local device or restore the configuration from
configuration backups on other similar devices to the local device. The backup list displays the name of the
backed up device, backup time, and remarks. You can quickly identify different backups based on
information in the backup list, and search for backups by remarks or device name. Select a specified backup
and click Restore to Device to trigger the backup restoration.

Figure 6-77 Restoring the Configuration

Device Name Backup Time

SUTI estore to Device

(4) Command Debugging

On the Device Details page, click the Toolbox tab and then click Command Debugging to go to the
debugging window. Enter commands in the input box and press Enter to remotely debug a device. The

command execution results are displayed in the black area shown in the figure.

70



User Manual

Figure 6-78 Command Debugging

Command Debugging

Device Nat

Common Commands

Connectivity

My Network

The command debugging window provides shortcut buttons for common commands, such as Version

Information, Runtime Configuration, ARP Entries, Routing Information, and User IP. You can click a

common command and view command output rapidly. Click Clear to clear information on the current screen.

Figure 6-79 Shortcut Common Commands

Command Debugging

Device Name:

(5) Access eWeb

X

B - |

Common Commands
common

@ Version Information
& Runtime Configuration
) startup Configuration
& Recent Logs

G current Time
Connectivity

@ interface 1P

1 Interface Status

) ARP Entries

1 MAC Entries

& DN Information

! Routing Information
User Info

) User IP (DHCP Server)

(1 _User IP (DHCP Snoop.

Click Access eWeb. The system creates a tunnel between the WIS and the eWeb of the device. If the

device is offline, the tunnel fails to be created.
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A\ caution
Some devices (such as APs and switches) do not support tunnel creation and a gateway is needed to

transfer data. In this case, select a transfer device.

Figure 6-80 Accessing eWeb

) Access eWeb

After a tunnel is created successfully, the system automatically redirects to the eWeb login page of the
device.
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Figure 6-81 eWeb Login

‘ 51 Please enter the password ‘

Forgot your password? e pril g

Login

eWEB Official Website | Senvice Partal | Service Mail | Cockbook Download
IE1T and Google Chrome browsers are recommended ©2000-2022 Ruijie Network

Figure 6-82 Tunnel Creation Failure

@) The telnet service is disabled on the device.

Click View More in the pop-up dialog box to view the cause for the tunnel creation failure on the tunnel
management page.

(6) Access Telnet

Click Access Telnet. The system creates a telnet tunnel between the WIS and the device. If the device is
offline, the tunnel fails to be created.
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A\ caution
Some devices (such as APs and switches) do not support tunnel creation and a gateway is needed to

transfer data. In this case, select a transfer device.

Figure 6-83 Accessing Telnet

@ Access Telnet

The telnet page is displayed after a telnet tunnel is created successfully.

Figure 6-84 Telnet Tunnel Created Successfully

Access Telnet

CONNECTING.
CONNECTIN
----- CONNECT SUCCESS

ser Access Verification

Username:
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Figure 6-85 Telnet Tunnel Creation Failed

Create Tunnel X

The device does not support the tunnel function, and data can be
transferred through other devices.

Transfer Device

EG2000GE 1231112312116

Tunnel Service Type
Telnet

Cancel Create Tunnel

Click View More in the pop-up dialog box to view the cause for the tunnel creation failure on the tunnel

management page.
(7) Restart

Click Restart to deliver the restart command to the current device. Perform this operation in a period, in
which services are not affected. After the command is delivered, you can check the restart status on the

device list page.

Figure 6-86 Restart

Are you sure you want to restart the device?

Cancel

(8) Device Upgrade

Click Device Upgrade to configure an upgrade policy for the current device, including the upgrade target
version, upgrade time, and upgrade failure retries. After an upgrade task is delivered, you can check the
task information, upgrade status, and upgrade results in Management & Maintenance > Device Upgrade >

Upgrade Task.
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Figure 6-87 Device Upgrade

Device Upgrade

wssoos [

Software Version  AC_RGOS 11.9(2)82P15
Release(09172019)

Version Upgrade

Scheduled Upgrade (If it is not selected, upgrade is performed
immediately)

Maximum Faslure Retries (Optional)

Otimes. 1times 3times Stimes

Cancel Start Upgrade

Configuration parameters are described as follows:

o Version Upgrade: (Required) Select the target version of the upgrade. You can upload the upgrade file
on the Version Management page.

o Scheduled Upgrade: (Optional) Select the upgrade time. If the upgrade time is not specified, upgrade
is performed immediately. No upgrade time is set by default.

o Maximum Failure Retries: (Optional) Set the maximum number of retries after an upgrade failure. The
options include Otimes, 1times, 3times, and 5times. No value is selected by default.

(9) Enable Gateway

Click Enable Gateway to enable the embedded AC function on the gateway.

A Caution

This function can be enabled only on a gateway that supports the AC function.

Figure 6-88 Enable Gateway

Are you sure that the AC supports the built-in
gateway function and the gateway function is
enabled?
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6.5 Network Optimization

6.5.1 WLAN Optimization

Choose My Network > Network Optimization > WLAN Optimization to optimize a WLAN.

Figure 6-89 WLAN Optimization

WLAN Network Optimization Info

WLAN Optimization Optimization Setup

We will optimize your network to maximize the WLAN performance. We will optimize channels, power, and roaming
and provide network optimization for specific scenarios. Please use the optimization function after all APs in the
area to be optimized go online

1. One-Click Network Optimization

Click One-Click Network Optimization. The WIS automatically adjusts the channel, power, roaming, and other
WLAN parameters of devices by collecting air interface information obtained through AP scanning at the site, so
as to maximize the WLAN performance.

A\ caution
(1) Use this function only after all APs in the region to be optimized go online.

(2) During optimization, channel switching will occur on devices, which will bring users offline and affect
user experience. Therefore, plan the network optimization execution period (you can click
Optimization Setup to configure scheduled optimization execution time so that the system
automatically executes network optimization when the specified time is up).

(3) The entire process takes about 15-30 minutes (depending on the device scale). After the process is
complete, the system automatically switches to the Network Optimization Details page, which
shows the channel and power configuration changes of each AP. A configuration task will be
generated for delivery based on network optimization planning results. If there are a large number of
devices, this process takes a period of time. You can filter tasks by radio optimization type on the
Configuration Task menu to view the optimization result.
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Figure 6-90 One-Click Network Optimization

) Tip

Channel switching may occur during optimization,
which may lead to user disconnection. The whole
process is estimated to take 30 minutes. You are
advised fo avoid peak hours. Are you sure you want
to start?

Cancel m

Figure 6-91 Network Optimization In Progress

inutes01secol

Optimizing the wireless network...

Scanning Method: Deep Scanning
Deliver Optimization
Result to Device: Yes

Started in: 2022-08-05 1£:12:18

Expected
Completion Time: 2022-08-05 16:34:48
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Figure 6-92 Network Optimization Details

Network Optimization Details

Network Optimization Details

N Radio ID RF Type Device MAC Address Current Channel Recommended Channel Channel Change Current Power (%) Power of Current |

Power of Recomm

No Change

No Change

2. Manual Optimization
Click Manual Optimization to go to the Manual Optimization page.

Figure 6-93 Manual Optimization

WLAN Network Optimization info

WLAN Optimization

One-Click Network Optimization

In the manual optimization list, you can configure radio channels and radio power globally or for a single AP.
Click Apply to Device to trigger the configuration delivery.

Figure 6-94 Manual Optimization List

Manual Optimization

Manual Optimization

[FEEECENNEN  mportData | ExportData

Radio 3 (G)Channel Radio 3 (5G)Power

SN Device Name Device MAC Address Radio 1 [24GIChanne! Radio 1 R4GIPower Radio 2 (5G)Channel Radio 2 (5G)Power Operation
Default Config Default Config Default Config

af 1 items 10/ page

You can bulk set power for different radios of different devices.

79



User Manual My Network

Figure 6-95 Bulk Setting Power

Batch SetPower

+ Radio

Radio 1 (246)  Radio 2 (56) | Radio 3 (5G)

+ Power

Batch power setting is based on radios and power needs to be set for radios separately. You can set the power
of one radio at a time.

® Radio: (Required) Select the radio (such as Radio 1).
® Power: (Required) Enter the power percentage for a radio. The value is an integer in the range of 1 to 100.
You can bulk configure channels and power by importing a table. The procedure is as follows:

(1) Click Export Data to export the current network optimization list.

Figure 6-96 Exporting Data

atien / Manual Optimization \
Batch SetPower Import Data Export Data

ce MAC Address Radio 1 (2.4G)Channel Radio 1 (2.4G)Power Radio 2 (5G)Channel Radio 2 (5G)Power Radio 3 (5G)Channel Radio 3 (5G)Power Operation

Default Config % Default Config % Default Config % Apply to Device

1-1 of 1 items 10/ page

(2) Open the exported table and fill in the channels and power of Radio 1 to Radio 3 in the table. The value
ranges of channel and power are the same as those of channel and power on the manual optimization page.

Figure 6-97 Filling in the Form

A1 M fe serial mumber

A hij C o E F ] )i I I K L )i i 8] P Q R g
serial nv!]mc device neradiol chradiol pecradioZ ctradioZ peradio? chradiol power
G1QPCFE274270

Click Select CSV File. Select the completed form to import it for network optimization. A maximum of 500 pieces

of data can be imported at a time.
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Figure 6-98 Importing Data

Import Data

Please export the current location record first, and
then import records after fillng (300 records can
be imported at most at a time).

B _—

Select CSV File

' Drag the template file to the box for fast uploading. |

My Network

If a device is not managed by WIS Cloud Network or a device to be imported is offline, the network optimization

fails.

Figure 6-99 Network Optimization Failed

0 line 1 configured failed, reason [Device does not exist] , the others were configured successfully

Import Data

Please export the current location record first, and
then import records after filling (500 records can be
imported at most at a time).

Drag the template file to the box for fast uploading.

3. Optimization Setup

Click Optimization Setup to set network optimization parameters.

Figure 6-100

My Network / Network Optimization /

WLAN Optimization

Optimization Setup

WLAN Optimization / WLAN Network Optimization info

We will optimize your network to maximize the WLAN performance. We will optimize channels, power, and roaming
and provide network optimization for specific scenarios. Please use the optimization function after all APs in the
area to be optimized go online

One-Ciick Network Optimization
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On the Optimization Setup page, you can customize channels, and configure scheduled network optimization
tasks, synchronization policies, and radio parameters. Radios are automatically planned. By default, radios are
planned based on the recommended channel of the selected country code or region code. 20 MHz is adopted
for 2.4 GHz/5 GHz. In general, the default configuration is recommended and you do not need to configure
channel customization. If 2.4 GHz/5 GHz uses other bandwidth or there are special requirements for candidate
channels that are automatically planned, you can use Channel Customization to set candidate channels for
automatic channel planning.

Figure 6-101 Customizing Network Optimization Parameters

Optimization Setup

Optimization Setup

Scheduled Network Optimization

@

Synchronize only Recommende

es online for the first time, If the 2.4G and 5G channels of the AP are the default channels 1 and 149, the WIS automatically configures channets

the first time
Radio Parameters

Country and Region CHINA
Defautt Bandwidih of Radio 1 (2 4 GHz) Please se
Defautt Bandwidth of Radio 2 (5 GHz) Please sel

Default Bandwidin of Radio 3 (5 GHz

Network optimization parameters are described as follows:

® Channel Customization: (Optional) It is disabled by default. You can define channels (including 2.4 GHz
channel and 5 GHz channel) that can be allocated for network optimization.

® Scheduled Network Optimization: (Optional) It is disabled by default. You can define the network
optimization execution time, accurate to hour. The task is a single task. You can set the time to Monday to

Sunday, and time point to 00:00 to 23:00. Select the hour from the drop-down list.

® Auto Delivery of Network Optimization Results to AP: (Optional) It is enabled by default. If it is disabled,

the configuration will not be delivered to APs after network optimization is completed.

® Configuration Type: (Required) Only recommended channel configuration is synchronized by default. The
options include Synchronize only Recommended Channel Config, Synchronize Recommended
Channel Config and Recommended Power Config, and Synchronize Recommended Power Config in
Current Channel.

® The system automatically allocates channels when a device goes online for the first time: (Optional)
The system allocates channels to new online APs in sequence. For example, common channels for 2.4 GHz

are channels 1, 6, and 11, channel 6 is allocated to AP 1 after it goes online, and channel 11 is allocated to
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AP 2 after it goes online.

My Network

® Country and Region: (Required) The default value is CHINA. To switch the country and region, select a

value from the drop-down list.

® Default Bandwidth of Radio 1 (2.4 GHz): (Optional) Select the default bandwidth of Radio 1 (2.4 GHz) from
the drop-down list. The available bandwidths include 20 MHz, 40 MHz, and 60 MHz.

® Default Bandwidth of Radio 2 (5 GHz): (Optional) Select the default bandwidth of Radio 2 (5 GHz) from the
drop-down list. The available bandwidths include 20 MHz, 40 MHz, and 60 MHz.

® Default Bandwidth of Radio 3 (5 GHz): (Optional) Select the default bandwidth of Radio 3 (5 GHz) from the
drop-down list. The available bandwidths include 20 MHz, 40 MHz, and 60 MHz.

4. History Record

Click History Record to check WLAN optimization execution records.

Figure 6-102 History Record

WLAN Optimization

We will optimize your network to maximize the WLAN performance. We will optimize channels, power, and roaming,
and provide network optimization for specific scenarios. Please use the optimization function after all APs in the
area to be optimized go online.

History Record
One-Click Network Optimization

The history record list displays the network optimization trigger time, update time, optimization execution status,

whether to deliver configuration, whether optimization is a scheduled task, and execution result. You can filter

history records by execution status, whether to deliver configuration, and whether optimization is a scheduled

task.

Figure 6-103 History Record List

History Record
History Record
Trgger Time Update Time: Status

2022-08-05 08.14.48 Failed

2022-08-05 08 1206 Failed

Deiiver Config
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In the history record list, click View in the Operation column for a history record to redirect to the Network
Optimization Details page. The Network Optimization Details page displays the device SN, radio ID, RF type,
device MAC address, channel parameters, and other information.

Figure 6-104 Network Optimization Details

Metwork Optimization Details

Netwark Optimization Detaits

SN Radio ID RF Type Device MAC Address Current Channel Recommended Channel Channel Change Current Pawer (%) Recommended Power of Current {  Recommended Pawer of Recomm
o Chang
G o Changy
o Change
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16 of 6 items 0/ page

6.5.2 Roaming Optimization

Choose My Network > Network Optimization > Roaming Optimization to configure roaming optimization.

Figure 6-105 Roaming Optimization

. My Network / Network Oplimization / Roaming Optimization / Roaming Network Optimization Info
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Roaming Optimization
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Reaming Optimization: After the roaming function is enabled, users can realize seamless roaming within the site

@ Network Optim ~

)
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' STA Insight v
© Access Security [IF

[l Alarm Manage v

E Report v

Click Roaming Optimization to perform roaming optimization, improve the roaming experience of wireless

users, and implement seamless roaming for users at a site.
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Figure 6-106 Enabling Roaming Optimization

My Network / Network Optimization / Roaming Optimization / Roaming Network Optimization Info

Roaming Optimization

'4

Roaming Optimization: After the roaming function is enabled, users can realize seamless roaming within the site

(=]

.])

1)

Roaming optimization parameters are described as follows:

Auto Adjustment: (Optional) It is enabled by default. After it is enabled, network optimization parameters
are automatically adjusted to balance signal coverage and roaming optimization after each auto radio
frequency planning.

A\ caution
Auto adjustment takes effect only after Auto Trigger is enabled in Configuration > RF Planning >
Periodic Scan Configuration.

Select Scenario: (Required) The default scenario is General. You can select an appropriate scenario based
on the actual site conditions and deliver preset roaming optimization parameters (access threshold and

coverage) or manually adjust the parameters. Optional scenarios include the following:
o General: Indoor APs are deployed in general scenarios such as teaching buildings and shopping malls.

o Hotel & Dormitory: One AP is installed in one room to provide wireless services. Such scenarios include

school dormitories, hotel rooms, and school office compartments.

o Corridor: An AP is installed in the corridor outside a room, and the signal must cover the room or multiple

rooms at the same time.

o Office: In a large zone in an office, APs are visible to each other and high-density office and teaching

services are carried out in this scenario.

o Conference Hall: In a rapid deployment scenario, APs are densely deployed within a small distance,
and are installed on the ceiling or under a seat.

o Outdoor: APs need to be installed outdoors such as on the utility poles and rooftops, to cover plazas
and roads.

o Many Interferences: There are many interference signals around an AP, such as operator network
signals and other companies' wireless AP signals.

Lowest RSSI of Wireless Network for User Access: (Required) The default value varies according to

scenarios. You can set the minimum RSSIs for the 2.4G and 5G channels. The value range is from 1 to 30.

AP Wireless Coverage: (Required) The unit is dBm. The default value varies according to scenarios. You
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can set the wireless network coverage scopes for the 2.4G and 5G channels. The value range is from 1 to
32.

Figure 6-107 Configuring Roaming Optimization

My Network / Network Optimization / Roaming Optimization / Roaming Network Optimization Info
Roaming Optimization

Roaming optimization: (@0 Afer the roaming function is enabled. users can reaiize seamiess roaming within the site

= Auto «© After it is enabled, network optimization parameters are automatically adjusted to balance signal coverage and roaming optimization after each auto radio frequency planning. Go to
Adjustment: Configuration > RF Planning > Periodic Scan Configuration to enable Auto Trigger o achieve the best effect of automatic adjustment

Select Scenario: You are advised to select a scenario as required. Roaming network optimization is targeted at specific scenarios and can provide beter effect
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APs are installed in a APs are installed on the APs are installed ina

conference hall utility pole or the rooftop scenario with many

interferences.
2.4¢ 56

Lowest RSS! of Wireless Network for User Access 15 15
AP Wireless Coverage (dBm) 15 22

save

6.6 STA Insight

6.6.1 STA Monitoring

Choose My Network > STA Insight > STA Monitoring to go to the STA list. You can click a required tab page
to view information about different types of STAs. The list allows you to set the number of items to be displayed
on each page. You can search for STAs by STA IP address, MAC address, remarks, and status, define fields to
be displayed, and manually refresh the list.

The cloud AP list displays the STA type, MAC address, STA signal, network indicators, AP name, and online

duration.

Figure 6-108 Wireless STA List

t | STAMonitoring

FitAP o c®

SN 1P Address MAC Address Site: wireless band STAType Signal Strength (dBm) Total Traffic (MB) Uplink Traffic (MB) Downiink Traffic (MB) Upiink Rate (Mbps) Do  Operation
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The fit AP list displays the IP address, MAC address, vendor, signal strength, total traffic, SSID, AP name, online
time, online duration, and other information.

Figure 6-109 Fit AP List

1 | STAMonoring

SN IP Address MAC Address Site Vendor Signal Strength (dBm) Total Traffic (MB) SSiD AP Name Online Time Oniine Duration Remarks.

6.6.2 STA Experience

Choose My Network > STA Insight > STA Experience to go to the STA experience statistics page. This page

displays STA experience in a bar graph and lists the STA rate, signal, packet loss rate, and other network
experience indicators.

Figure 6-110 STA Experience

& | STA Experience Inio

Choad AP

STA Exparience (B

STA Analyss
T — |||llllll|||ll“l“l“l“|IIIIIIIIIIIIIIIIIIIlIllIIIlIIlIIIIIIIIIIIIIIllIIIlllllllIIIIlIlIIIllI“I“l"l“l“llllI

20220808 DD 25 00Esperience Details (Click the calume in the pictura above 1o display details of differant fme periods)

STAMAC ADress AP Rado D gang Experience Level ASSCCRME] S0 AVET3gE ANk Rt (MOp  AVErage Downank Rane (N RSS! Packel Loss Rate %) Latercy (WS}  Downan Tramk i

2.0077 25 o oz

You can switch the tab page to view experience information of cloud APs and fit APs. The bar graph allows you
to view the experience graph of all STAs, 2.4 GHz STAs, or 5 GHz STAs, as well as data of a specified date.

The statistics interval is 5 minutes. You can hover the cursor over the graph to view the number of STAs at
different experience levels at a specified time point.
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Figure 6-111 STA Experience Bar Graph

TA Experience / STA Experience Info

STA Experience ®

2022-08-08 04:05
Good experience: 1
Fair: -

Inactive: 3

Poor experience:

2022-08-08 09:25 00Experience Details (Click the column in the picture above to display details of different time periods)

STAMAC Address AP RadiolD  Band Experience Level Associated SSID  Average Upiink Rate (Mbp  Average Downlink Rate (VRSS!
9c2b abcdb 3093 2 5G Good experience eduroam 399 14056 272 38077
9¢2 a6¢b.6093 1 246 Inactive eduroam 7181081 54010345
02D a6cb 0093 246 Inactive eduroam 0
9c2b.a6ch.d093 2 56 Good experience eduroam 181.04211 17257
9¢c2b abcb 0093 2 5G Good experience eduroam 197 82431 21341074
aeon EPrS Fiann avnadancs artuienam - 21172

My Network

5G | 2022-08-08

Packet Loss Rate (%)

25 0

35 0

Pl

Latency (ms)  Downiink Traffic
) 2 3586
0 2 0010
020 0.000
020
040 437
2 ntea

There are four levels of STA experience: inactive, fair, poor experience, good experience, which are described

as follows:
® Good experience: HD videos and games can be played smoothly.

® Fair: WeChat, Web pages, and VoIP can be used normally.

® Poor experience: The network disaster area provides poor Internet access experience.

® Inactive: The experience is evaluated based on the STA traffic and power saving status.

STAs support hiding/displaying data of a specified experience level. You can click the color icon of an experience

level to control the display/hiding of data of a specified experience level. By default, data of all levels is displayed.
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Figure 6-112 Hiding Data of the Poor Experience Level

My Network / STA Insignt / STA Experience / STA Experience Info

CloUdAP  FItAP “ 246 56 2022.08-08
STA Experience @ /

2022-08-08 02:05

Good experience: 2
Fair: 1
Inactive: 2
EERunnenneRNEREE |||I||II

2022-08-08 09:25:00Experience Details (Click the column in the picture above to display details of different time periods)

STAMACAddress AP RadiolD  Band Expenence Level Associated SSID  Average Upink Rate (Mbp  Average Downlink Rate (v RSS! Packet Loss Rate (%)  Latency (ms)  Downlink Traffic |
9c2b abeb 4093 2 56 Good experience eduroam 399 14056 272.38077 25 0 020 3588
02D a6eb 6093 1 246 Inactive eduroam 7181081 54010345 35 0 020 0010
0c2b.a6cb 6093 1 246 Inactive eduroam 0 0 32 0 020 0.000
92 a6cb 6093 2 56 Good experience eduroam 181.04211 15172575 32 0 020 39.883
92D a6cb 0093 2 56 Good experience eduroam 197 82431 21341074 20 03 040 78.437

The list in the lower part provides experience details. You can click any time point in the bar graph to view
experience details at the specified time point. The experience details list displays the STA MAC address, AP,
band, uplink and downlink rates, RSSI, packet loss rate, and channel utilization. You can move the horizontal
scroll bar to view the details.

Figure 6-113 Experience Details List

My Network / STA Insight / STA Experience | STA Experience Info
CIUdAP  Fit AP “ 24G 5G 2022-08-08
STA Experience ®

— Good experience = Fair = Inactive = Poor experience

I 2022-08-08 08:05 00Experience De(alISI(Cllck the column in the picture above to display details of different time periods)

STAMAC Address AP Radiold  Band Expenence Level Associated SSID  Average Uplink Rate (Mbp  Average Downlink Rate (v RSS! PacketLossRate (%)  Latency (ms)  Downiink Traffic (
9c2b a6eb d093 1 24G Inactive eduroam 556 22222 58 111687 37 0 020 0000
5416 5112 dd5a 1 246 Good expenence eduroam 7214569 3385027 19 02 020 77.002
9c2b 36cb.d093 1 24G Inactive eduroam 11861658 3596319 3% 02 0580 0,000
9c2b a6cb 9023 1 24G Inactive eduroam 65 1 32 0 020 0.000
5416 5112 dd5a 1 246 Inactive eduroam 67.48005 47 16802 7 106 030 0048

In the experience details list, you can search for STAs by STA MAC address, AP MAC address, and experience

level, and define the number of STA items to be displayed on each page.

89



User Manual

Figure 6-114

“00:00 00:

00:45 01:00 0115 01:30 0145 0200 0215

02:30 0245 0300 0315 0330 0345 0400 0415 0430 04:45 05:00 0515 05:30 0545 06:(

STA Search and Display

2022-08-08 08:05:00Experience Details (Click the column in the picture above to display details of different time periods)

STAMAGC Address AP

9c2b.a6ch.d093

5416.5112.dd5a

9c2b.aBcb.d093

9c2b.a6cb.d093

5416.5112.dd5a

5416.51ec.7ead

5416.51ec.7ead

5416.51ec.7ead

5416.51ec.7ead

5416 51ec 7ead

Radio ID

1

6.7 Access Security

Band

246

246G

246G

24G

246G

246G

246G

5G

246

246G

Experience Level

Inactive

Good experlence

Inactive

Inactive

Inactive

Inactive

Inactive

Inactive

Inactive

Inactive

6.7.1 Authentication Configuration

1. One-Click Login

Scenario

Associated

eduroam

eduroam

eduroam

eduroam

eduroam

eduroam

eduroam

eduroam

eduroam

Hotspot ITB

ssID

Average Uplink Rate (Mbp ~ Average Downiink Rate (v RSSI

§5.22222

72.14569

11.861658

65

67.48005

41.850375

36.869232

393.2074

47.98909

51.000614

58.111687

33.85027

3506310

1

4716892

1.5416667

13.636363

333.3671

36.0375

40224724

)6:15 06:30 06:45 07:00 07:15 07:30 074!

a7 0
19 0.2
36 02
32 0
7 106
24 0
22 0
48 0
31 0
20 13.6

1-40 of 38 items E

Packet Loss Rate (%)

My Network

815 08:30 08:45 09:00 09:15

N

Q
Latency (ms)  Downiink Traffic
0.20 0.000
0.20 77.002
0.80 0.000
0.20 0.000
0.30 0048
270 0016
0.20 0.000
15.20 0.004
0.30 101 page

201/ page
230 40 / page

80/ page

> || 10/ page

One-click login is a simple access authentication mode. After a user connects to a WLAN, the user can click

Authenticate on the authentication page to access the network. This authentication mode applies to public

places with low security requirements.

Procedure

(1) Addan SSID.

Choose My Network > My Site > Network Configuration.
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twork Configuration INetWDrK Configuration Info

© : >
Network Config ~ Common Scenarios
y Site you want to apply a changed template to a device already in the network, please deliver the configuration after changing the template
=} /S ~ If 1t f I hi d late to a di Iready in th twork, pl del th i i fier ch; the te lat
IT there is a conflict between a configuration template and a custom template, the custom template overrides the configuration template.
Site Overview

Current Template [

+ Network Configu |
WLAN Configuration CLI List Add SSID Deliver Config

Device Manage..

mplate

WLAN ID SSID Encryption Mode SSID Hiding Forwarding Mode Associate Radio Operation
Network Topology

@ Network Optim ~
WLAN Optimizati

Roaming Optimiz

Click Add SSID.

Add SSID X

*SSID®

wireless-staff UTF-8

* Encryption Mode @

WPA-PSK/WPA2-PSK

Forwarding Mode @

Same VLAN with AP
+ Radio (@
radio radio2 radio3

Single-User Rate Limit

Uplink: KB/s Downlink: KB/s
All-User Rate Limit
Uplink: KB/s Downlink: KB/s

Advanced Config

5G-preferred Enable SSID Hiding

Auth Config

Enable Auth Conf

The SSID is added.
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My Network / My Site / Network Configuration / Network Configuration Info

Network Config Cemmon Scenarios

If you want to apply a changed template to a device already in the network, please deliver the configuration after changing the template.
If there is a conflict between a configuration template and a custom template, the custom template overrides the configuration template.

Current Template [ Bind Template
WLAN Configuration CLI List
WLAN ID SSID Encryption Mode ¥  SSID Hiding Forwarding Mode w  Associate Radio

1 wireless-staff WPA-PSKIWPA2-PSK No bridge 12

My Network

+ Add SSID Deliver Config

Operation

Edit | Delete = Deliver Config

1-1 of 1 items 10/ page

Click Deliver Config to deliver the configuration to the devices connected to the WIS Cloud Network.

Deliver Config

When a template is applied, devices connected to the site automatically

cbtain the configuration in the template.

Select the configuration delivery time.

The current configuration is backed up when the template is applied. (Go to
Configuration > Configuration Backup to view or restore backup records.)

@

Cancel Deliver Config

A pop-up window is displayed, indicating that the delivery takes 1-3 minutes.

() Tip

The system will immediately and apply the site is
user-defined template (it should take about 1-3
minutes). Network fluctuation or temporary network
disconnection may cccur at these sites. Please
confirm that you are aware of it and click OK for the

configuration to take effect.
Cancel m

Click OK.
(2) Add a network.

Choose My Network > Access Security > Auth Config.
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My Network

My Metwork [ Access Security / Auth Cenfig / Auth Config Info
@ >

Auth Config

& My Site B
Welcome to use Auth configuration.

@ Network Optim...  ~ —T
g™

L' STAlnsight v
@ Access Security  ~ -~
* Auth Config
User Management
Auth Logs
Blacklist'\Whitelist
[ Alarm Manage... ~

B Report v
Click New Auth and add a network whose Mode Type is AP.

New Auth

+ Matwork Name

wireless

Mode Type(In this mode, a device is automatically added to the
authenticated device list after going online.)

AC+FitAp | EG+FitAp

+ Effective Range of Auth Config

Global Auth (@) Based on SSID ®

wirgless-staff

Cancel

You can also add a network whose Mode Type is EG+Fit Ap.
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Mew Auth

* Network Name

Mode Type(In this mode

AP | | ACHFitAp | | EGHFitAp

* Effective Range of Auth Config

Global Auth

Cancel

Table 6-1 Fields on the New Auth page

Field

Network Name

Mode Type

Effective Range of
Auth Config

Click New Auth.

(3) Enable one-click login.

Description

My Network

b4

Based on SSID(® (@) based on [P range

Indicates the network name, which can be customized as required. This field is

mandatory.

Indicates the authentication mode used to authenticate new devices. This field is

optional.

Indicates the authentication range. This field is optional.

¢ Global Auth: Authentication applies to all users connecting to the

network.

e Based on SSID: Authentication applies to specific SSIDs. If you select

this option, enter the SSID names.

s based on IP range: Authentication applies to specific IP segments. If

you select this option, enter the start and end IP addresses.

On Auth Config, click the newly created network wireless and turn on One-click Internet Access.
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Figure 6-115 Enabling One-Click Login
My Metwork / Access Security / Auth Config / Auth Config Info
Global wireless + New Auth Authenticated Device(3) Disable All Auth
wireless Edit (@ Auth config FAQs | Apply to Other Site Delete Auth

® 53|

One-click Internet Access| SMS Fixed Account Vaucher Facebook Instagram

One-click Internet access can be enabled separately (] Ask the user for mobile phone number (the authenticity of the mobile phone number is not checked)

You can turn on Ask the user for phone number (the authenticity of the mobile phone number is not
checked) as required. This toggle collects users' phone numbers but does not verify their authenticity. If this
toggle is turned on, a user needs to enter the phone number when accessing the network. If this toggle is turned

off, the user can click Authenticate to access the network.

Gilobal wireless + New Auth Authenticated Device(3) Disable All Auth

wireless Edit @ Auth config FAGQs | Apply to Other Site Delete Auth

@ 53|

One-click Internet Access SMS Fixed Account Voucher Facebook Instagram

One-click Internet access can be enabled separate\yl () Ask the user for mobile phone number (the authenticity of the mobile phone number is not checked) ]

(4) Configure the authentication pages.

& gm|

One-click Internet Access SMS Fixed Account Voucher Facebool Instagram

One-click Intemet access can be enabled separately () Ask the user for mobile phone number (the authenticity of the mobile phone number is not checked)

Auth Page Configuration{After editing and saving the authentication page, click Save below to make the configuration take effect.)

Mobile Phone | Default Auth Page | Preview

Tablet and PC | Default Auth Page Preview

Auth Success Page Config ()
(@) Display Page Redirect to External Link

Mobile Phone: | Default Success Page

Tabletand PC- Default Success Page

® Auth Page Configuration: Indicates the portal page during authentication, including the login page,
advertisements, and notifications. You can select the portal page of the system or a custom portal page based
on actual requirements. If you need to use a custom portal page, click Edit Auth Page. Then, you can

customize the authentication page as required.
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Auth Config Info Page editor | wireless_auth... £ _,@ Q O Abandon 2 et

> A
" ‘ Newpage (3

{ M m
® [E Single area Two districts  Three

banner  side by side districts side]
by side

= &

Text  Scrollimagel

2 e

T
Tite
Re-Auth ConfigueationHow s 3 thenticated after 1  and then conne @
R Countd Clickts  Swipe
AB Auth jump  jump jump
Background  Video  Contact
Hou music imber

3]

aPP

download
[cnl

® Auth Success Page Config: Indicates the portal page after authentication is successful. Two options are
available: 1. After authentication is successful, the authentication success page is displayed. 2. After
authentication is successful, the page is redirected to an external link.

(5) Configure an authentication policy.
You can select either of the following policies based on the network deployment requirements: MAB Auth, Auth
needed n days after successful Auth, and Auth needed at each connection.
Re-Auth Configuration(How is a user authenticated after the user logs out and then connects to the network again)
MAB Auth

Auth needed days after successful Auth

(@) Auth needed at each connection

(6) Configure the time limit.

You can force a user to go offline once the time limit is reached.

Duration Limit

() Auto Logout After Continuous Intemet Access for | 24 Hours (users can still connect to the network for Internet access again)

Click Save to complete the authentication configuration.
(7) Add authenticated devices.

Select Authenticated Device. On Authenticated Device Management, select a device and click Add.

Alternatively, select multiple devices and click Batch Add to add the devices to Authenticated Device.
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Authenticated Device Management

To-Be-Authenticated Device Authenticated Device

Device Name Device Type Device Model P

AP

AP

AP

AP

1-4 of 4 items

If Delivery status of a device is Successful, the device authentication configuration is successfully delivered.

Authenticated Device Management e

To-Be-Authenticated Device Authenticated Device Batch Delete

SN Device Name Device Type Device Model IP MAC Delivery staty
AP & Successful
AP * Successful
AP s Successful

1-3 of 3 items 5/ page

After you click Add or Batch Add, the system delivers the authentication commands to the devices, including

the authentication template, imperceptible authentication, and authentication enabling commands.

® Authentication template command

web-auth template wifidog 1 wifidog

ip 54.255.12.17

nas-ip 1.2.3.4

url https://auth-wiscloud.ruijienetworks.com/auth/wifidogAuth

redirect js

® Imperceptible authentication command

ip dhcp snooping
web-auth sta-perception enable

® Authentication enabling command
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wlansec 1
web-auth portal wifidog 1
webauth

© Note

® |t takes about 1-3 minutes for the authentication configuration to take effect for added devices.
* A maximum of 100 devices can be added to Authenticated Device in a single batch.

® The commands vary depending on the authentication mode. The commands described in this section
apply to one-click login.

Click X to return to the authentication configuration page.

(8) (Optional) Apply the authentication policy to other sites.
If you need to apply the authentication policy of the current site to another site, click Apply to Other Site and

select a site.

Apply to Other Site

Cancel “

Click OK to apply the authentication policy.

Verifying the Configurations

After a user connects to the WLAN, the authentication page is automatically displayed. Due to differences in
terminals, the authentication page may not be automatically displayed on some terminals. Users can open a
browser and visit an external website to redirect to the authentication page.
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Figure 6-116 Authentication Page When Phone Number Is Required

One-Click Login

Authenticate

Figure 6-117 Authentication Page When Phone Number Is Not Required

One-Click Login

Authenticate

Click Authenticate to connect to the network.

99



User Manual My Network

Successful certification

After successful authentication, you can find the user among the online users in the system.

My Network / Access Security / Auth Logs / Auth Log Info

Authenticated User Internet Access History Record Auth Failure Record Q,
Status Related STA count Authenticate Account IP Address MAC Address Auth Mode Cumulative Online Count Online Time Total Online Dura
= Online 1 32:2B:17: 19216818 32:2B:17 One-click Internet Access 15 2022-12-27 17:09:20

If the user's phone number is required, the username is the phone number of the user.

My Network | Access Security / Auth Logs / Auth Log Info

Authenticated User Internet Access History Record Auth Failure Record Q
Status Related STA count Authenticate Account IP Address MAC Address Auth Mode Cumulative Online Count Online Time Total Online Duraf
« Online 1 136! 192168 32:2B:17 One-click Internet Access 16 2022-12-27 17:11:47

1-1of 1 items. E] 10/ page

2. SMS Authentication

Scenario

SMS authentication is a value-added, convenient, and quick authentication mode. After a smart terminal
accesses a WLAN with SMS authentication enabled, the user only needs to enter the phone number and
verification code returned by the SMS operator to complete identity verification and access network resources.

This ensures WLAN access security.
Procedure

(1) Addan SSID.

(2) Add a network.

(3) Enable SMS authentication.

On Auth Config, click the newly created network wireless and turn on SMS.
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Figure 6-118 Enabling SMS Authentication

My Network / Access Security / Auth Config / Auth Config Info

wireless Authenticated Device(3) Disable All Auth

@ Auth config FAQs | Apply to Other Site Delete Auth

wireless Edit
® [ =
Cne-click Internet Access SMS Fixed Account Voucher Facebock Instagram
a» [ @) a» a» a» a»

No SMS gateway is set.  Set SMS Gateway

Click Set SMS Gateway > Add SMS Gateway to configure an SMS gateway.

Set SMS Gateway X
+ Add SMS Gateway Please enter SMS Service ... &
SMS Gateway Name Country/Region SMS Service Provider Operation

On the SMS gateway configuration page, enter the SMS gateway information.
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Perform the following steps to complete settings:

If no desired SMS service provider is available or you have any
problem in use, click the robot icon and choose Problems &
Feedback the lower right comer and leave a message or call
4006-208-818 (pre-sale) or 4008-111-000 (after-sale) for
consultation.

* SMS Gateway Name

* Country/Region

X

* SMS Service Provider
(HTTP)
+ Connect URL
http:/hwww

Password

Region
Region

Userid
Usend

SMS Verification Code Content

Content

A\ caution
The WIS Cloud Network supports GUODULINK's Hong Kong, Macao and Taiwan SMS platform and Alibaba

Cloud's international SMS platform.

Click OK to complete the SMS gateway configuration.
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Set SMS Gateway

SMS Gateway Name Country/Region

China

| China

SMS Service Provider
Beijing Guodu Intemet(HTTP)

Beijing Guodu Intemet(HTTP)

1-2 of 2 items

(4) Configure the authentication pages.

(5) Configure an authentication policy.

(6) Configure the time limit.

(7) Add authenticated devices.

(8) (Optional) Apply the authentication policy to other sites.

Verifying the Configurations

My Network

X

Q.
Operation
Edit | Send a test messag

Edit | Send a test messag

|I| 5/ page

After a user connects to the WLAN, the authentication page is automatically displayed.

< I
S ey
‘i -
N
SMS Auth
Get Code

If you do not receive a verification code, please

check whether the SMS message is intercepted

by the firewall.

Authenticate
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The user can enter the phone number and verification code for Internet access authentication.

Successful certification

After successful authentication, you can find the user among the online users in the system.

My Network / Access Security / Auth Logs / Auth Log Info
Authenticated User Internet Access History Record Auth Failure Record
Status Related STA count Authenticate Account IP Address MAC Address Auth Mode Cumulative Online Count Online Time Total Online Duration
= Online 1 24710 192.16¢ 32281728 SMS 14 20221227 17:02:44

141 0f 1 items [1] 10/ page

3. Fixed Account Authentication

Scenario

Users can use fixed accounts added through system identity sources or third-party identity sources (such as

LDAP) and passwords for Internet access authentication.

Procedure

(1) Add an SSID.

(2) Add a network.

(3) Enable fixed account authentication.

On Auth Config, click the newly created network wireless and turn on Fixed Account.
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Figure 6-119 Enabling Fixed Account Authentication

wireless Cdit

© ]

One-click Internet Access SMS Fixed Account Woucher Facebook Instagram

Fixed Account Management >
Enable LDAP 9
MAC address binding J After enabling, the system can be upgraded securely. Then, the specified number of terminals used by a user can access the Intemet

‘You need to change the

password when you go ()
online for the first time

Guest QR Code

Authentication (_J A guest can access the Internet only after the visited employee scans the QR code for authorization

(4) Configure the identity source used for fixed account authentication.
The identity source can be an account created on the WIS Cloud Network server or from a third-party

account management server, such as LDAP. Users can use proper accounts as identity sources based on

the live network deployment requirements.
a Create an account on the WIS Cloud Network server.

Click Fixed Account Management.

My Network / Access Security nt / User Management Information
Fixed Account Management Voucher User Group
Import Account
Usermame Fixed Account for Intemet Access Number of bound MACS Remarks Account Expiration Time Operation

Click Add Account and fill in account information.
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Add Fixed Account ¥

* Username
guest
* Fixed Account for Internet Access
guest
* Password
ssssssEEs @’

+ Type of Account Validity Period

(®) Permanently Valid
Auto Suspensicn upon Expiration

Bound MAC address

Remarks

Click OK.

Fixed Account Management Voucher User Group

+ Add Account Import Account Q

Usermname Fixed Account for Intemnet Access Number of bound MACS Remarks Account Expiration Time Operation

guest guest - - Permanently Valid Edit | Delete

b  Configure an account from the remote LDAP server.
Click Enable LDAP > Set to enter the LDAP Domain Configuration page.

Fixed Account Management >

Enable LDAP [ @)

LDAP Domain Configuration (@ Not configured Set >

MAC address binding () After enabling, the system can be upgraded securely. Then, the specified number of terminals used by a user can access the Intemet

You need to change the

password when you go ()
online for the first time

Guest QR Code

Authentication -:) A guest can access the Internet only after the visited employee scans the QR code for authorization

Fill in LDAP server information.
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LDAP Domain Configuration X

+ LDAP server IP

* Server port 11

* Directory tree root nod... . DN= CN=
Admin account

* Account @

* Password (3 P @&

+ LDAP auth._ ® ldentity Verification When LDAP User Information Is Queried
Identity Verification When a User Logs in to the LDAP Server

The system queries user information based on two afttributes: user objectClass
and attribute name of username

* User objectClass oc
* Aftribute Name of User .. un

* Attribute Name of User... ¢n

+ Aftribute Name of User...| cn l

Click Save.
wireless Edit
o El

One-click Internst Access SMS Fixed Account Voucher Facebook Instagram

a a | @) a a a

Fixed Account Management >

Enable LDAP a

ILDAPDomain Configuration & Configured Set> l

MAC address binding -:) After enabling, the system can be upgraded securely. Then, the specified number of terminals used by a user can access the Internet
You need to change the

password when you go ()

online for the first time
Guest QR Code

Authentication () Aguest can access the Internet only after the visited employee scans the QR code for authorization

(5) Configure the authentication pages.

(6) Configure an authentication policy.

(7) Configure the time limit.

(8) Add authenticated devices.
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(9) (Optional) Apply the authentication policy to other sites.

Verifying the Configurations

After a user connects to the WLAN, the authentication page is automatically displayed. Due to differences in
terminals, the authentication page may not be automatically displayed on some terminals. Users can open a
browser and visit an external website to redirect to the authentication page.

© https://auth-wiscloud.ruijien. ..
" .
> N
N\

Fixed Account

Authenticate

Change Password

The user can enter the account and password for Internet access authentication.

Successful certification

After successful authentication, you can find the user among the online users in the system.

My Network / Access Security / Auth Logs / Auth Log Info

Authenticated User Internet Access History Record Auth Failure Record

Status Related STA count Authenticate Account IP Address. MAC Address Auth Mode Cumulative Online Count Online Time

+ Online 1 192 168 Fixed Account 12 2022-12-27 16:49:13
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4. QR Code Authentication for Visitors
Scenario

When a user connects to the WLAN where QR code authentication is enabled for visitors and accesses an
external IP address, the user is redirected to the QR code page returned by the server. The user can use an
authenticated client app to scan the QR code to access network resources. Generally, this function applies to
enterprise network management. For example, employees of the enterprise use fixed account authentication.
When external visitors enter the enterprise and need to access the network, employees of the enterprise can

scan the QR code for visitors to authorize the visitors to access the network.

Procedure

(1) Add an SSID.

(2) Add a network.

(3) Enable fixed account authentication and QR code authentication for visitors.
On Auth Config, click the newly created network wireless.

Turn on Fixed Account and Guest QR Code Authentication and set Associated SSID to guest-wifi.

Figure 6-120 Enabling Fixed Account Authentication and QR Code Authentication for Visitors

© El
One-click Internet Access SMS Fixed Account “Woucher Facebook Instagram
Fixed Account Management >
Enable LDAP ~
MAC address binding - After enabling, the system can be upgraded securely. Then, the specified number of terminals used by a user can access the Internet

You need to change the
password when you go
online for the first ime
Guest QR Code

Authentication (:) A guest can access the Internet only after the visited employee scans the QR code for authorization
Authenticat ’ ’

* Associated SSID | guest-wifi

(4) Configure the identity source used for fixed account authentication.

The identity source can be an account created on the WIS Cloud Network server or from a third-party
account management server, such as LDAP. Users can use proper accounts as identity sources based on

the live network deployment requirements.

a Create an account on the WIS Cloud Network server.

b  Configure an account from the remote LDAP server.
(5) Configure the authentication pages.

The authentication pages for QR code authentication include the employee authentication page, visitor

authentication page, and authentication success page.

® Employee Authentication Page: Indicates the employee authentication page.
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® Guest Authentication Page: Indicates the visitor authentication page.

® Auth Success Page Config: Indicates the page after successful authentication.

Auth Page Configuration(After editing and saving the authentication page, click Save below to make the configuration take effect.)

Employee Authentication Page Guest Authentication Page

Mobile Phone | Default Auth Page Preview

Tablet and PC | Default Auth Page Preview

Auth Success Page Config ()
(®) Display Page Redirect to External Link
Mobile Phone: | Custom Auth Success Page Edit Auth Page

Tabletand PC:  Custom Auth Success Page Edit Auth Page

You can customize the employee authentication and authentication success pages as required. Customization
of the visitor authentication page is not allowed.

Auth Page Configuration(After editing and saving the authentication page, click Save below to make the configuration take effect.)

Employee Authentication Page ‘ Guest Authentication Page
Mobile Phone [ Custom Auth Page | Preview Edit Auth Page
Tablet and PC I Custom Auth Page l Preview Edit Auth Page

Auth Success Page Config ()
(@) Display Page Redirect to External Link

Mobile Phone:  Custom Auth Success Page Edit Auth Page

Tabletand PC: | Custom Auth Success Page Edit Auth Page

(6) Configure an authentication policy.

(7) Configure the time limit.

(8) Add authenticated devices.

(9) (Optional) Apply the authentication policy to other sites.

Verifying the Configurations

After an employee connects to the WLAN, the authentication page is automatically displayed. Due to differences
in terminals, the authentication page may not be automatically displayed on some terminals. Users can open a

browser and visit an external website to redirect to the authentication page.
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D https:/fauth-wiscloud.ruijien. ..
~~I
< I

% H P A
e ——

Fixed Account

Authenticate

Change Password

Visitors can scan the QR code to connect to the SSID.

e to use guest
authentication

Ask the visited employee to scan the QR
code
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After successful authentication, you can find the visitor among the online users in the system.

My Network / Access Security / Auth Logs / Auth Log Info
Authenticated User Internet Access History Record Auth Failure Record
Status Related STA count Authenticate Account IP Address MAC Address Auth Mode Cumulative Online Count Online Time Total Online Duration
+ Online 1 192.168.1 322B:17 Guest 21 2022-12-27 18:24:30
» Online 1 192.168.1 BEDAT3 Fixed Account 6 2022-12-27 18:21:40

12 of 2 items D 107 page

5. Voucher Authentication

Scenario

Voucher accounts are dynamically generated using the system identity sources, and users can use specific

vouchers for Internet access authentication.

Limitation

Voucher authentication cannot be enabled together with Facebook authentication and Instagram authentication.

Procedure

(1) Addan SSID.

(2) Add a network.

(3) Enable voucher authentication.

On Auth Config, click the newly created network wireless and turn on Voucher.

Figure 6-121 Enabling Voucher Authentication

wireless Edit

Facebook Instagram

e =

One-click Intemet Access SMS3 Fixed Account

Voucher authentication cannot be enabled together with Facebook authentication and Instagram authentication

Voucher Management >

(4) Configure voucher accounts.

Click Voucher Management.
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My Network / Access Security | Ussr Management | User Management informaton

Foced Account Management  Voucher  User Group

+ Add Voucher a

Voucher  UserGroup  Status v  Price  Validity Period  LastName  Alias  CreatonTime  ActivationTime  ExpirationTime  Device Quantity  Enable MAC Address Binding DataUse  UploadDownload Speed Limit Operation

Click the User Group tab and click Add User Group.

Add User Group X

@

* User Group Name
guest
User Group Policy

* User default number of terminals that can be bound

* Walidity Period
1 day
* Data Quota
2GB
* Max Upload Rate

Custom P

* Max Download Rate

256 Kbps
The MAC address is bound when it is used for the first o
time:

Cancel ﬁ

Click OK.

Fixed Account Management Voucher User Group

User Group Name Max Upload Rate Max Download Rate Price Validity Period Data Quota Enable MAC Address Binding Update Time Operation
guest 10Mbps 256Kbps 0 1days 2GB No 2022-12-28 12:20:05 Edit | Delete
VIP 1Kbps 1Kbps 0 30 minutes 1MB Yes 2022-12-27 16:52:24 Edit | Delete

Click Add Voucher and add five voucher accounts.
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Add Voucher

* Quantity

2

* User Group

guest

User Info Config

Last Name First Name

Email

Mobile Phone Number

Alias

Advanced Settings

Click OK.

Fixed Account Management Voucher

Voucher User Group

fiukwt guest
uBl5bb guest
auhjob guest
x4s3xg guest
8fivgs guest

User Group
Status Price Validity Period
+ Unused 1 days
s Unused 1 days
» Unused 1 days
* Unused 1 days
» Unused 1days

I::a e e' n

(5) Configure the authentication pages.

(6) Configure an authentication policy.

(7) Configure the time limit.

(8) Add authenticated devices.

(9) (Optional) Apply the authentication policy to other sites.

+ Add Voucher

Last Name

Verifying the Configurations

Creation Time

2022-12-28 12:21:59

2022-12-28 12:21:59

2022-12-28 12:21:59

2022-12-28 12:21:59

2022-12-28 12:21:59

Activation Time

Operation

Edit

Edit

Edit

Edit

Edit

Reset

Reset

Reset

Reset

Reset

My Network

Delete
Delete
Delete
Delete

Delete

After a user connects to the WLAN, the authentication page is automatically displayed. Due to differences in

terminals, the authentication page may not be automatically displayed on some terminals. Users can open a

browser and visit an external website to redirect to the authentication page.
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Voucher Auth

Please enter a voucher account.

Authenticate

The user can enter the voucher account for Internet access authentication.

Successful certification

After successful authentication, you can find the user among the online users in the system.

My Network / Access Security / Auth Logs / Auth Log Info
Authenticated User Intemnet Access History Record  Auth Failure Record
Status Related STAcount Authenticate Account 1P Address MAC Address Auth Mode Cumulative Online Count Online Time
= Online 1 233234 192 32281 Voucher 3

2022-12-27 16:52:56

6. Facebook Authentication

Scenario

Facebook authentication is dedicated for users who have registered with Facebook. Users can use their
Facebook accounts to connect to the network.

Limitation
Facebook authentication cannot be enabled together with voucher authentication.

Procedure
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My Network
(1) Addan SSID.
(2) Add a network.
(3) Enable Facebook authentication.
On Auth Config, click the newly created network wireless and turn on Facebook.
Figure 6-122 Enabling Facebook Authentication
wireless
wireless Edit
® [
One-click Internet Access SMS Fixed Account Woucher Instagram
Facebook authentication cannot be enabled together with Voucher authentication
Facebook Info (D) Not configured Set>
(4) Configure an authentication account.
Click Set to enter the Facebook Settings page and set Client ID and Client Secret.
Facebook Settings X
* Client ID ( Open D)
632764
* Client Secret
SRS R RSN T IR IR RE sl
How Can | Get Facebook Information? Cancel m
Click Save to complete the authentication account configuration.
wireless Edit (® Auth config FAQs | Apply to Other Site Delete Auth
& [
One-click Intemet Access SMS Fixed Account Voucher Facebook Instagram

@)

Facebook authentication cannot be enabled together with Voucher authentication

Facebook Info Set >

(5) Configure the authentication pages.

(6) Configure an authentication policy.
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(7) Configure the time limit.

(8) Add authenticated devices.

(9) (Optional) Apply the authentication policy to other sites.

Verifying the Configurations

After a user connects to the WLAN, the authentication page is automatically displayed. Due to differences in
terminals, the authentication page may not be automatically displayed on some terminals. Users can open a
browser and visit an external website to redirect to the authentication page.

g% Sehk
-
\ e
‘—l

{

Facebook Auth

f Click here to login on Facebook

Click Click here to login on Facebook to enter the Facebook login page.
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48

Log into your Facebook account to
connect to

Forgot password?

Create Account

Not now

Help Center

The user can enter the Facebook account and password for Internet access authentication.

Successful certification

After successful authentication, you can find the user among the online users in the system.
s Resed STA ot P—— P Address MAC Adess Anviose Cumiaive Orine Count -

rline Facabook 8 20221227 16.09.00

110f 1 itams

7. Instagram Authentication

Scenario
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Instagram authentication is dedicated for users who have registered with Instagram. Users can use their

Instagram accounts to connect to the network.

Limitation

Instagram authentication cannot be enabled together with voucher authentication.

Procedure

(1) Add an SSID.

(2) Add a network.

(3) Enable Instagram authentication.

On Auth Config, click the newly created network wireless and turn on Instagram.

Figure 6-123 Enabling Instagram Authentication

wireless
wireless Edit

e E
One-click Intemet Access SMS Fixed Account Voucher Facebook nstagram

L@

Instagram authentication cannot be enabled together with Vioucher authentication

Instagram Info (D Mot configured Set >

(4) Configure an authentication account.

Click Set to enter the Instagram Settings page and set Client ID and Client Secret.

L
Y

Instagram Settings

* Client ID { Open 1D )

* Client Secret

@&

How Can | Get Instagram Information? Cance m

Click Save to complete the authentication account configuration.
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Global wireless
wireless Edit

& gz
One-click Internet Access SMS Frxed Account

Instagram authentication cannot be enabled together with Vioucher authentication
l Instagram Info &) Configured Set » ]

(5) Configure the authentication pages.

(6) Configure an authentication policy.

(7) Configure the time limit.

(8) Add authenticated devices.

(9) (Optional) Apply the authentication policy to other sites.

Verifying the Configurations

Voucher Facebook

>

My Network

Instagram

o

After a user connects to the WLAN, the authentication page is automatically displayed. Due to differences in

terminals, the authentication page may not be automatically displayed on some terminals. Users can open a

browser and visit an external website to redirect to the authentication page.

BF FehL

¥l .
N\

.

-

(

Instagram Auth

Click here to login on Instagram

Click Click here to login on Instagram to enter the Instagram login page.
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Instagrom

Hide

Forgot password?

Don't have an account? Sign up

The user can enter the Instagram account and password for Internet access authentication.

Successful certification

After successful authentication, you can find the user among the online users in the system.

My Network / Access Securty / Auth Logs / Auth Log Info
Authenticated User Internet Access History Record Auth Failure Record

Status ®  Related STAcount Authenticate Account IP Address MAC Address. Auth Mode Cumulative Online Count Online Time:

= Online 1 Instagram 9 2022-12-27 16:18:41

8. Hybrid Authentication

Scenario

Authentication modes include fixed account authentication, one-click login, SMS authentication, and voucher
authentication. You can select two or more authentication methods based on actual network scenarios. When one

of the authentications is successful, you can access network resources.

Limitation
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® Voucher authentication cannot be enabled together with Facebook authentication and Instagram
authentication.

® One-click login cannot be enabled with any other authentication method.

Procedure
(1) Add an SSID.
(2) Add a network.

(38) Configure a hybrid authentication consisting of SMS, fixed account, Facebook, and Instagram

authentication.

On Auth Config, click the newly created network wireless and turn on SMS, Fixed Account, Facebook, and

Instagram.
wireless + New Auth Authenticated Davice(1) Disable All Auth
wireless Edit (@ Auth config FAQs | Apply to Other Site Delete Auth
® [
One-click Internet Access SMS Fixed Account Woucher Facebook Instagram
Facebook authentication cannot be enabled together with Voucher authentication
Facebook Info (@ Configured  Set>
& Note

For details about how to configure each authentication method, see the previous sections.

(4) Configure the authentication pages.

(5) Configure an authentication policy.

(6) Configure the time limit.

(7) Add authenticated devices.

(8) (Optional) Apply the authentication policy to other sites.

Verifying the Configurations

After a user connects to the WLAN, the authentication page is automatically displayed. Due to differences in
terminals, the authentication page may not be automatically displayed on some terminals. Users can open a

browser and visit an external website to redirect to the authentication page.
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Figure 6-124 Hybrid Authentication Page

th-wiscloud. ruiji ks.com

BR FERL

Tlo
N

=

SMS Auth  Fixed Account  Facebook Auth  Instag

China +86 ¢| Please er
nter the verificat > Get Code

If you do not receive a verification code, please
check whether the SMS message is intercepted

by the firewall.

Authenticate

Figure 6-125 Hybrid Authentication Page
auth-wiscloud.ruijienetworks.com

B ek

_—
= -
N\

-

SMS Auth  Fixed Account  Voucher Auth

Authenticate

Change Password

123
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After connecting to a WLAN, select an authentication mode and enter the authentication information for Internet
access authentication.

Successful certification

After successful authentication, you can find the user among the online users in the system.

My Network | Access Security / Auth Logs / Auth Log Info

Authenticated User Internet Access History Record Auth Failure Record

Status ¥  Related STAcount Authenticate Account IP Address MAC Address Auth Mode Cumulative Online Count Online Time
+ Online

Instagram 9 2022-12-27 16:18:41

6.7.2 Authentication Logs

Choose My Network > Access Security > Auth Logs and view authentication logs on the Authenticated
Users, Internet Access History Record, and Auth Failure Record tabs.

1. Authenticated User

Auth Log Info
atid Use tomet Access History Record  Auth Failure Record

Status Related STA count Authenticate Account P Address MAC Address Auth Mode Cumulative Oniine Count Online Time Total Online Duration
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2. Internet Access History Record

Network / Access Security / Auth Logs / Auth Log Info ]

My Network

Authenticated User Internet Access History Record Auth Failure Record Export Record - Q

Authenticate Account IP Address MAC Address Auth Mode Online Time Cffline Time Go-offine Cause
192,168 32:2B:17:25 Woucher 2022-12-27 16:52:56 2022-12-27 16:55:38 Device notification offline
192,168 32281728 Fixed Account 2022-12-27 16:49:13 202212-27 16:51.43 Device notification offline
192,168 32:2B:17:25: Facebook 2022-12-27 16:32:27 2022-12-27 16:39:37 Device notification offline
192.168." 32:2B:17:2¢8 Instagram 2022-12-27 16:26:27 2022-12-27 16:27:46 Device notification offline
192168 32:2B:17:28 Instagram 2022-12-27 16:18:41 2022-12-27 16:21:52 Device notification offline
192,168 32:2B:17:25 Facebook 2022-12-27 16:09:00 2022-12-27 16:10:44 Device notification offline
192 168 322B:17:25 Facebook 2022-12-27 15:06:01 2022-12-27 15:15:06 Device notification offline
192.168 32:2B:17:25: Instagram 2022-12-27 14:58:24 2022-12-27 15:04:34 Device notification offiine
192 168 322B:17:25 Facebook 2022-12-27 14:32:08 2022-12-27 14:42:03 Device notification offline

1-9 of Gitems 10/ page
3. Auth Failure Record
My Network / Access Security / Auth Logs / Auth Log Info
Authenticated User Intenet Access History Record Auth Failure Record Q
Authenticate Account IP Address MAC Address Auth Mode Online Time Failure Cause

6.7.3 Blacklist/Whitelist

Choose My Network > Access Security > Blacklist/Whitelist to go to the wireless STA blacklist/whitelist

configuration page and manage the access of STAs at a site based on the blacklist/whitelist.

Figure 6-126

BlacklisyWnitelist | BlacklisUWnitelist

My Network / A

Based on $SID
Blacklist  Whitelist

+ "Hotspot

Blacklist/Whitelist

info

+ AJIMAC Address Deliver Config

Synchronize AC Config

= "Freehotspol
= eduroam
Global

F Global Selup

1. After a biackiist IS configured, STAS that match condItions are not allowed 10 access the Nework.

2. Different types of blackiists and whitelists are complex in priority. You are advised to select a single type as required.

3 The MAC whitelist and bIACKISt of thé Same type are mutually exciusive For example, 3 MAC address added 10 the whitelist of all APS cannol bé acded 10 the DIACKIST of all APS.

4. The blacklist has a higher priority than the whitelist. For example, an STA added to any type of biackiist (all-APIAP/AP group/SSID MAC/OUI blacklist) cannot go oniine even if it is added fo whilelists of other
types.

MAC Address Description Operation
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Click Based on SSID or Global in the left pane to determine whether to configure a blacklist/whitelist globally

or based on a specified SSID.

® Global: The configuration is based on an entire device. The device allows or denies STAs according to the
blacklist/whitelist for all its SSIDs.

® Based on SSID: The device manages the access of STAs according to the configured blacklist/whitelist only

for a specific SSID.

Figure 6-127 Blacklist/Whitelist Setting Dimensions

BlacklistWhitelist info

Based on SSID
Blacklist Nhitetist + AddMAC Address Deiiver Config Synchronize AC Config
1. After a blacklist is configured, STAS that match conditions are not allowed to access the network
2 Different types of blacklists and whitelists are complex in priority. You are advised 10 select a single type as required
3. The MAC whiteiist and biackiist of the same type are mutually exclusive. For exampie, a MAC address added 1o the whitelist of all APs cannol be added 1o the biacklist of all APs
Giobal 4. The blacklist has a higher priority than the whitelist For example, an STA added 1o any type of blacklist (all-AP/AP/AP group/SSID MAC/OUI blacklist) cannot go onfine even if it is added to whitelists of other
+ Global Setup types.
MAC Address Description Operation

Click Add MAC Address to add a wireless device blacklist.

A\ caution

(1) After a blacklist is configured, STAs that match conditions are not allowed to access the network.

(5) Different types of blacklists and whitelists are complex in priority. You are advised to select a single type
as required.

(6) The MAC whitelist and blacklist of the same type are mutually exclusive. For example, a MAC address
added to the whitelist of a device cannot be added to the blacklist of the device.

(7) The blacklist has a higher priority than the whitelist. For example, an STA added to any type of blacklist
(system/AP/AP group/SSID MAC/OUI blacklist) cannot go online even if it is added to whitelists of other
types.

(8) If the blacklist is enabled, an online STA that matches the blacklist will be kicked offline immediately.
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Figure 6-128 Creating a Blacklist

BlackisyWhilelist / BlackiisyWhitelist Info \
Blacklist  Whitelsst + AddMAC Address Deliver Config Synchronize AC Config

1. After a blackiist is configured, STAS that match conditions are not aflowed o access the network
2 Different types of blackists and whitelists are complex in priority. You are advised to select a single type as required

3. The MAC whitelist and biackiist of the same type are mutually exclusive. For example. a MAC address added 1o the whitelist of all APs cannot be added 1o the blackiist of all APs.

4. The blackist has a higher priority than the whitelist For example, an STA added to any type of blacklist (all-AP/AP/AP group/SSID MAC/OUI biacklist) cannot go online even if it is added to whitefists of other

types.

MAC Address Description Operation

MAC addresses can be blacklisted based on OUls or complete MAC addresses.
® Based on OUI

Only the first six characters of a MAC address need to be entered. The configuration takes effect on all MAC
addresses matching the first six characters of the MAC address (applicable to the case in which the first six
characters of devices' MAC addresses are the same). Multiple MAC addresses can be added at the same time,
with one MAC address record in one row. MAC address remarks can be added. The remarks must be in the

same line as MAC addresses and are separated from MAC addresses by commas.

A\ caution
Only software version RGOS11.9(6)B1 and later versions support the based on OUI mode.

Figure 6-129 Adding MAC Addresses Based on OUls

AddMAC Address

Based on OUI Based on Complete MAC Address

Note: Based on OUE Only the first six characters of an MAC address need to be entered
The configuration takes effect on all MAC addresses matching the first six characters of
the MAC address (appicable to the case in which the first six characters of devices' MAC
addresses are the same). Only software version 11.9(6)81 and later versions support
this option

Cancel oK

Filling requirements:
o MAC: (Required) The letters need to be capitalized.

o Remark: (Required) The value is a string of up to 16 characters containing Chinese characters, English
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letters, digits, underscores (), hyphens (-), #, or @. One Chinese character is equal to three English
characters.

® Based on Complete MAC Address

A complete MAC address must be entered. The configuration takes effect on a MAC address that completely
matches this MAC address (applicable to the case in which the first six characters of devices' MAC addresses
are different). Multiple MAC addresses can be added at the same time, with one MAC address record in one
row. MAC address remarks can be added. The remarks must be in the same line as MAC addresses and are
separated from MAC addresses by commas.

Figure 6-130 Creating a Blacklist Based on Complete MAC Addresses

AddMAC Address \

Based on QU Based on Complete MAC Address

MNote® Based on Complete MAC: A compiete MAC address must be entered. The
configuration takes effect on an MAC address that complelely malches this MAC address
(applicable 1o the case in which the first six characters of devices' MAC addresses are
difterent).

P

e [

Filling requirements:
o MAC: (Required) The letters need to be capitalized.

o Remark: (Required) The value is a string of up to 16 characters containing Chinese characters, English
letters, digits, underscores (), hyphens (-), #, or @. One Chinese character is equal to three English
characters.

To blacklist an online user, click Select from Online User in the lower left corner to add it to a blacklist rapidly.

Users in a blacklist can be deleted separately or in batches.
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Figure 6-131 Deleting Users from a Blacklist

My Network / Access Security / Blackl

itelist | BiackiisuWhitelist Info

Based on $SID

Blacklist Whiteist + AJIMAC Address Detiver Config Synchronize AC Config D Q
= "Hotspot

= "Freehotspot

Batch Delete g
1. After a blackist s configured. STAS that match conditions are ot allowed to access the network
= eduroam 2. Different types of blackiists and whitelists are complex in priorty. You are advised to select a single type as required
3. The MAC whitelist and blackiit of the same type are mutualy exclusive. For example, a MAC address added 10 the whitsist of all APS cannot be added to the blackiist of all APs.
Olcbal 4 The biackist has a higher prority than the whitelist For example, an STA added to any type of biackist (al-AP/AP/AP group/SSID MACIOUI biackist) cannat go online even f i 15 added to whitelsts of other
¥ Giobal Setup types
MAC Address Description Operation

After a blacklist is configured, click Deliver Config to apply the blacklist to a site.

Figure 6-132 Delivering a Blacklist

) Deliver Config

Are you sure you want 1o apply the blacklisuwhitelist
fo the site?

Coet m

Click Synchronize AC Config to synchronize configurations related to blacklist/whitelist (such as WLANs and
SSIDs) on cloud APs or ACs to the WIS.

Figure 6-133 Synchronizing Device Configuration

Wy Network / Access Security / BlacklisuWnitesist / Blackisywnitelist Info

Based on SSID

Blacklist  Whitelist + AdIMAC Address Deiver Config A Q
= "Hotspot

= "Freenotspot

1. After a biackiist is configured. STAs that match conditions are not allowed to access the network.

* eduroam 2. Different types of blackiists and whitelists are complex in priority. You are advised to select a single type as required
3. The MAC whitelist and blackist of the same type are mutually exclusive. For exampie. a MAC address added to the whitelist of all APs cannot be added to the biackist of ail APs
Riobsl 4. The biackist has a higher priority than the whitelist. For example. an STA added to any type of biackiist (all-AP/AP/AP group/SSID MAC/OUI blacklist) cannot go online even if it is added to whitelists of other
¥ Global Setup types.

MAC Address Description Operation
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2. Whitelist

Click the Whitelist tab page to switch to the whitelist configuration page. On this page, functions of adding MAC
addresses, delivering configurations, synchronizing AC configurations, and deleting entries from the whitelist
are the same as those on the Blacklist tab page. Pay attention to the following points when configuring a

whitelist.

A\ caution
(1) After a whitelist is configured, only STAs that match conditions are allowed to access the network.

(2) If there is no data in the whitelist, all STAs are allowed to access the network. If there is data in the
whitelist, STAs not listed in the whitelist are immediately banned from accessing the network.

(3) Different types of blacklists and whitelists are complex in priority. You are advised to select a single type
as required.

(4) The MAC whitelist and blacklist of the same type are mutually exclusive. For example, a MAC address
added to the whitelist of a device cannot be added to the blacklist of the device.

(5) The blacklist has a higher priority than the whitelist. For example, an STA added to any type of blacklist
(system/AP/AP group/SSID MAC/OUI blacklist) cannot go online even if it is added to whitelists of other
types.

(6) When an entry is added to the whitelist, other STAs will not be kicked offline.

6.8 Alarm Management

6.8.1

Active Alarm
Choose My Network > Alarm Management > Active Alarm to go to the active alarm management page.

1. Alarm List

The active alarm list provides information about uncleared alarms, including the alarm severity, alarm name,
alarm type, alarm source, acknowledgment status, clearing status, repetition times, occurrence time, update

time, and remarks.

In the list, you can search for alarm records by alarm time range, alarm source, alarm severity, alarm type,

acknowledgment status, and clearing status.
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Figure 6-134

Active alarm

g

ioooooaanaa

Alarm List

1/ Ative disrm Info

Device Interface Down Device Alarm

Device Interface Down Device Alarm

Sourte Ak status Clesrance status
4 P Unack teared
o undiearea
Undeared

Some fields in the list are described as follows:

My Network
« (o) EEE
41 Dow

® Severity: The alarm severity is critical, major, minor, and warning in descending order.

® Type: Alarms include communication alarms, environment alarms, QoS alarms, device alarms, processing

error alarms, and OMC alarms.

® Repetition Times: It indicates the number of occurrence times of an alarm since the first occurrence of the

alarm. After the alarm is cleared, the count will be reset.

2. Alarm Details

Click More and select Details in the Operation column of the list to view details about an alarm.

Figure 6-135

Alarm Details (01)
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Figure 6-136 Alarm Details (02)

My Network / Alarm Management / Active Alarm / Active Alarm Info / Alarm Details

Alarm Details

Number 1234942570041ALARM_TP_DEVICE_INTERFACE_DOWN1659722678 Suggested Action Status

Name Device Interface Down ([T Unacked

Type Device Alarm Uncleared
Source [52910C-48GT 2X5-HP-E]-[1234942570041]-[SWITCH]

Repetition Times o m Clear
Cause

Symptom This alarm is generated when the device interface changes fram up to down.

Remark Gi0/39 Down

3. Alarm Acknowledgment

Click More and select Ack in the Operation column of the list to acknowledge an alarm, indicating that the alarm
is identified. You can select multiple alarms and click Ack to bulk acknowledge the alarms. You can click Ack
on the Alarm Details page to acknowledge an alarm.

Figure 6-137 Alarm Acknowledgment
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4. Canceling Acknowledgment

The acknowledgment of alarms can be bulk cleared to set the alarms to the unacknowledged state.
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Figure 6-138

My Network / Alarm Management / Adiive Alarm / Adtive Alarm Info

Active Alarm

¥

5. Clearing an Alarm

Click More and select Clear in the Operation column of the list to clear an alarm. Cleared alarms will be added
to the history alarm list. You can bulk clear alarms. You can click Clear on the Alarm Details page to clear an

alarm.

Figure 6-139

Active Alarm

Severny

6. Exporting Alarms

6000000000
H B :

Name

Device Interface Down

Device Interface Down

Device Interface Down

Device Interface Down

Device Interface Down

Device Interface Down

Device Interface Down

Device Interface Down

Device Interface Down

Device Interface Down

Active Alorm / Active Alorm Info

Device Interface Down

Device Interface Down

Device Interface Down

Device Interface Down

Device Interface Down

Device Interface Down

Device Interface Down

Device Interface Down

Device Interface Down

Device Interface Down

Type

Device Alarm

Device Alarm

Device Alarm

Device Alarm

Device Alarm

Device Alarm

Device Alarm

Device Alarm

Device Alarm

Device Alarm

Type

Device dlsrm

Device isrm

Device lsrm

Device dlsm

Device dlsem

Device Alsem

Source

[52910C4BGT2XS-HP-E]-.

[52910C4BGT2XS-HP-E]-.

[52910C4BGT2XS-HP-E]-.

[52910C4BGT2XS-HP-E]-.

[52910C48GT235-HP-E]-.0

[WS6512]-GTMLTOMO0O...

[52910C48GT25-HP-E-.,

[52910C48GT25-HP-E-.0

[52910C48GT25-HP-E-.0

[52910C48GT25-HP-E-..

Clearing an Alarm

Souree.

S2510C 4BGT2XS-HP-E]-

2510C 4BGT2XE-HP-E]-

25100 4BGT2XE-HP-E]-

2510C 4BGT2XE-HP-E]-

25100 4BGT2XE-HP-E]-

WSES121[GIML

S2510C 4BGT2XE-HP.E]-

S2510C 4BGT2XE-HP.E]-

S2510C 4BGT2XE-HP.E]-

525100 4BGT2XE-HP.E]-,

Ak Status

Unacked

Unacked

Unacked

Unacked

Unacked

Unacked

Unacked

Unacked

Unacked

Unacked

Canceling Acknowledgment

Adk Status

Unacked

Unacked

Unacked

Unacked

Unacked

Unacked

Unacked

Unacked

Unacked

Unacked

Clearance Status

Undleared

Undleared

Undleared

Undleared

Undleared

Uncleared

Uncleared

Undleared

Undleared

Undleared

Clearance Status

Uncieared

Uncleared

Uncleared

Uncleared

Uneleared

Uneleared

Uneleared

Uneleared

Uneleared

Uneleared

Click Export to export the alarm list to the local device.
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Figure 6-140 Exporting Alarms

active Alarm Infe

Update Time Remark Operation

GoaaEEGEAEAEA

6.8.2 Alarm Setup

The alarm setup function allows you to configure the alarm content, thresholds, detection switch, and push

switch. Alarm information can be pushed by email, WeCom, and DingTalk.
1. Alarm Content

On the Content tab page, you can define alarm thresholds, alarm switch, and push switch for different categories
of alarms. If the value of an alarm category exceeds the current threshold and the alarm function is enabled, the

system generates an alarm record.

Figure 6-141 Setting Alarm Content

My Network / Alarm Management / Alarm Setup / Alarm Setup Info

Content  Email Notification

Category Alarm Threshold Enable Push Notification
Device Offline [ @]
All Devices Offline an
Frequent Restart Consecutive times - @)

High CPU Utilization over 90 %

High Memory Utilization Over 50 %

High Packet Drap Rate over 3 %

High Uplink and Downlink Breakout Traffic Over| 100  GB

Interface Down &

High Channel Utilization Over 70 %

2. Email Notification

Email notification includes two configuration items: Server Configuration and Add Contact. The two

configuration items are described as follows:
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My Network

Figure 6-142 Email Notification

My Netwark / Alarm Manages

Hame

ment / Alarm Setup / Alarm Setup info

Mobile Email Remarks Push Hotification Operatian

(1) Server Configuration

Click Server Configuration to configure the server of the email box that pushes alarms. There are two

types of email servers: WIS email server and custom email server. The WIS email server does not need to
be configured. The default email server of the WIS is used.

Figure 6-143 Server Configuration

Server Configuration

ysemsoe rd

WIS Mail Server

* SMTP Emal Server Address
* Email Password

* SMTP Email Server Port

* SMTP Email server uses the S5L protocol

The custom server configuration is described as follows:

[e]

[e]

SMTP Email Server Address: (Required) Indicates the server address of an email box that pushes
alarms. Enter the actual server address.

Email Password: (Required) Indicates the email password for pushing alarms.

SMTP Email Server Port: (Required) Indicates the server port that sends emails. Enter the actual port
ID.

SMTP Email server uses the SSL protocol: (Required) Indicates whether the SMTP service uses the

SSL protocol for encryption.

Email Username: Indicates the email username for pushing alarms.

o Note

The Simple Mail Transfer Protocol (SMTP) server address is a set of specifications used to transmit mails

from the source address to the destination address. It controls the transfer mode of mails. The SMTP
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protocol belongs to the TCP/IP protocol suite and helps each PC find the next destination when sending or
forwarding mails. The SMTP server is a mail transfer server that complies with the SMTP protocol.
Different mail providers use different SMTP server addresses.

(2) Contact Configuration

Click Add Contact to add an object, to which alarm emails are to be pushed.

Figure 6-144 Adding a Contact

Add Contact

+Name

The contact configuration is described as follows:

o Name: (Required) Enter the name of a contact. It is a string of up to 50 characters containing only

Chinese characters, letters, digits, underscores (_), hyphens (-), @, and &.
o Email: (Required) Enter the contact's email address for receiving pushed alarms.

o Remarks: (Optional) Enter the remarks of the contact. The value is a string of no more than 200

characters.

In the contact list, you can configure the push switch, edit contacts, and delete contacts.

Figure 6-145 Contact List

My Network / Alarm Management / Alarm Setup / Alam Setup Info

+ Add Contact

Content  Email Notification

Mame Mabiie Emai Remaris Push Notdication Operation

6.8.3 History Alarm

On the Historical Alarm page, you can view cleared alarms and acknowledged history alarms.
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1. Alarm List

My Network

In the history alarm list, you can filter alarm records by alarm time range, alarm severity, alarm type,

acknowledgment status, and clearing status, and search for alarms by alarm source.

Figure 6-146 History Alarm List

. My Metwork | Aiarm Management | History Aiarm / History Alam info
Institut_Tekn > y
@ >
B_Jatnang
Historical Alarm
8 wysie -
Severity Name Type Source
@ MNeworkOptm... +
[ DeveOMine  Devie Aam  [RJ_WSE0OB_ITB_Jatin
T sTAnsgnt -
Device Offine Device Alarm [RJ_WSB008_ITB_Jatin
O Access Securty
[l | DevkeOmne  Dewke MM [RLWSS008_ITE_satn
A AamManage...
Acive Atam Device Offine Device Alam [RJ_WS5008_ITB_Jjalin
Alarm Setup Device Offine Device Alarm [RJ_WSED03_ITB_Jatin

Bl Report v

2. Alarm Details

Ack Status

Unacked

Unacked

Inackeq

Unacked

Unacked

Clearance Status

Repetiion Times

20220806 182551 Clear 0

20220806 D633 10 Clear 0

2022.08-06 05:36:42Clear 0

2022-08-06 04.40.22 Clear 0

2022.08-08 032327 Clear 0

Occurrence Time

2022-08-06 17.38:16

2022-08-06 08 26:26

2022-08-06 04 56:32

2022-08-06 04.11:12

Click Details in the Operation column of the list to view details about an alarm.

Figure 6-147 Alarm Details (1)

My Network / Alam Management

arm | History Alarm Info
Historical Alarm
Severlty Name Type Source Ack Stalus

Major
Major

Device Offine Device Alam [RJ_WSE008_ITB_Jatin Unacked

Device Offine Device Alarm [RI_WS6008_ITB_Jatin Unacked

Device Offine Device Alarm

[RJ_WSE008_ITB_Jatin Unacked

Major

Figure 6-148

Device Offine Device Alarm [R_WS6008_ITB_latin Unacked

Device Offine Device Alam [RI_WSE008_ITB_Jatin Unacked

Alarm Details (2)

My Network / Alarm Management / History Alarm / History Alarm Info / Alarm Details

Alarm Details

Number
Name

Type

Source
Repetition Times
Cause
Symptom
Remark

Suggested Action

Clearance Status

202208-06 18:25:51 Clear

2022-08-06 06:33.10 Clear

2022-08-06 05:36:42 Clea

2022-08-06 04:40:22 Clear

2022-08-05 03,
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2327 Clear

Repelition Times Occurrence Time

0 2022-08-06 17:3816
0 2022-08-06 0626 26
0 2022-08-06 0456 32
0 2022-08-06 04:11:12
0 2022-08-04 22.37.12

Status
Unacked
Uncleared

Update Time Remark

1-50f Sitems

Update Time Remark

1-5 0f & ftems

Operation

10/page

Operation

10/ page
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3. Exporting Alarms

Click Export to export the alarm list to the local device.

Figure 6-149

My Network / Alarm Management
Historical Alarm
Severity Name
Device Offine
Device Offiine
Device Offline
Device Offline
Device Offine

6.9 Report

Exporting Alarms

History Alarm / History Alarm Info

Type

Device Alarm

Device Alarm

Device Alarm

Device Alarm

Device Alarm

Source

[RI_WSB008_ITB_Jatin

[RI_WSB008_ITB_Jatin

[R]_WSB008_ITB_Jatin

[R]_WSB008_ITB_Jatin

[RI_WSB008_ITB_Jatin

Ack Status.

Unacked

Unacked

Unacked

Unacked

Unacked

Clearance Stalus

2022-08-06 18:25:51 Clear

2022-08-06 06:33:10 Clear

2022-08-06 05:36:42 Clear

2022-08-06 04:40:22 Clear

2022-08-05 03:23:27 Clear

S

Repetition Times

0

0

Qccurrence Time

2022-08-06 17:38:16

2022-08-06 06:26:26

2022-08-06 04:56:32

2022-08-06 04:11:12

2022-08-04 22:37:12

Update Time Remark

1-5 0f 5 items

My Network

Operation

10/ page

Choose My Network > Report to go to the report management page. On the Export BSSID page, click Export

in the upper right corner of the page to export all BSSID information to the local device.

Figure 6-150

Export BSSID

Exporting BSSIDs

Expart BS3ID

AP MAC

AP Egress adaress
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7 Management and Maintenance

7.1 Organizational Planning

WIS Cloud Management supports the unified management of multiple branches and personalized organizational

planning.

Choose Management & Maintenance > Organizational Planning. In the organization tree, you can add

branches at up to 11 levels. You can also edit and delete branches.

A\ caution

If a branch has a sub-branch or site, it cannot be deleted. To delete it, you need to delete the sub-branch and
site first.

Figure 7-1 Organization Tree

Organizational Planning

Site List + Aad Sile Balch Import

Institut_Teknologi_Bandung Network Hame: Network Type Location Group Administrator Role Operation

B ITB_Jatinangor

7.1.1 Adding a Site
Site is the smallest unit of network management. A branch can be added with multiple sites. Click Add Site,
enter the following information, and click OK.

® Site Name: (Required) The value can contain no more than 20 characters of letters, digits, underscore (),

hyphen (-), at sign (@), and ampersand (&).
® Time Zone: (Required) The default time zone of a site is (GMT+8:00)China.
® Location: (Optional) You can enter a location or select one from the drop-down list box.

® Network Type: (Required) The default option is Common. Other available options include Small Network
and Large Network.

® Industry: (Optional) You can select an industry from the drop-down list box.

You can add sites in batches or move sites to another branch.
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Figure 7-2 Adding a Site

Add Site

After creation, you can add administrators and
configuration templates on the site homepage.

Network Type

Small Network Large Metwork

* Site Name

7.1.2 Editing a Site

You can click Edit in the Operation column to edit an existing site.

Figure 7-3 Editing a Site

Edit Site

MNetwork Type

Small Network Large Network

* Sjte Name

AC-Group

Cancel
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7.1.3 Deleting a Site

7.2

7.2.1

To delete a site, click Delete in the Operation column. In the displayed confirmation box, click OK.

A Caution

When a device exists under a site, the site cannot be directly deleted. You need to delete the device before
deleting the site.

Figure 7-4 Deleting a Site

Are you sure you want to delete the site?

Figure 7-5 Site Deleted

Management & Maintenance @ Tnesite is deleted.

:e [ Organizational Planning

a Site List

Network Name Network Type Location Group Administrator Role

andung

w

Configuration Management

On WIS Cloud Management, you can manage device configuration, mainly including deployment configuration,
network optimization configuration, common configuration tasks, application configuration tasks, configuration
backup, blacklist and whitelist.

Configuration Template

A configuration template contains preset configurations delivered to devices based on the site, that is,
configurations sent to a device when the device goes online. After a configuration template is bound with a site,
when a device goes online for the first time at the site, the device will automatically obtain the configuration

preset in the template, and complete initial configuration.
1. Template List

Choose Management & Maintenance > Configuration > Template. A template list displays Template Name,
Template Description, Application Site, Creation Time, and Update Time. You can customize the number of

templates displayed on each page of the list, and sort the templates by Creation Time or Update Time.
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Figure 7-6 Configuration Template List

Management & Mainlenance / Configuration / Template

Configuration Template List + Creatc Template

Template Name Template Description Application Site Crealion Time = Update Time = Operation

0 2022-07-15 161016 2022-07-15 081016 Edil  View Result  Bind Site

1-101 1 ftems 1 10/ page

You can click a number in the Application Site column to display information about the application sites where
the template is applied.

Figure 7-7 Application Site

Configuration Template List

Template Name Template Description Application Site Creation Time + Update Time

- 0 2022-07-15 16:10:16 2022-07-1508:10:16

Figure 7-8 Displaying Site List of a Template

Site List

Site Type

Cancel oK

2. Creating a Template

Click Create Template to enter the new template configuration page.
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Figure 7-9 Creating a Template

Create Template

Template Name

Please enter Template Name

Template Description

Please enter Template Description

Cancel Save & Edit

Configuration description:

® Template Name: (Optional) The value can contain no more than 50 characters of letters, digits, underscore

(), hyphen (-), at sign (@), and ampersand (&).
® Template Description: (Optional) The value can contain no more than 400 characters.

Click Save & Edit to edit the detailed information of the template.
3. Editing a Template

You can click Edit in the Operation column of the template list to edit the configuration of the specified template.

Figure 7-10 Editing a Template 1

+ Create Template

Operation

016 Edit | View Result | Bind Site
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Figure 7-11 Editing a Template 2

Edil Template

Edit Template

Tempiate Hame

Template Description

+ Add SSID Deliver Config

WLAN ID ssiD Encryption Mode SSID Hiding Forwarding Mode AssociateRadio Operation

Configuration description:

® Template Name: (Optional) The value can contain no more than 50 characters of letters, digits, underscore
(), hyphen (-), at sign (@), and ampersand (&).

® Template Description: (Optional) The value can contain no more than 400 characters.

After the editing, click Save in the upper right corner to save the modification.

The configuration in a template includes WLAN Configuration (SSID) and CLI List:

(1) WLAN Configuration

® WLAN List
A WLAN list displays WLAN ID, SSID, Encryption Mode, SSID Hiding, Forwarding Mode, and

AssociateRadio. You can filter data in the list by Encryption Mode and Forwarding Mode.

@- Caution

WLAN configuration is effective only on cloud APs, and the priority is lower than that of CLI configuration.

Figure 7-12 WLAN Configuration List

e / Edit Template

Edit Template

Tempiate Name:

Template Description

cuList @ + Add SSID Dediver Config

WLAN ID ssiD Encryption Mode SSID Hiding Forwarding Mode AssocialeRadio Operation

® Adding an SSID
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Click Add SSID to add a new WLAN configuration in the template.

Figure 7-13 Adding an SSID

AddSSID

* Encryption Mode

OPEN

Forwarding Mode @

bridge v Same VLAN with AP

* Radio @

radiot radio2 radio3

Single-User Rate Limit

Uplink: Downlink:

All-User Rate Limit

Uplink: Downlink:

Advanced Config

5G-preferred Enable () SSID Hiding (1)
Auth Config

Enable (110 Auth Config »>

SSID configuration description:

[e]

Cancel OK

SSID: (Required) You also need to select the encoding format, which is UTF-8 by default and can be

changed to GBK. If an SSID contains Chinese characters, garbled characters are displayed when an

STA does not support UTF-8 encoding format.

Encryption Mode: (Required) Select a value from the drop-down list. The options include OPEN, WPA-
PSK, WPA2-PSK, and WPA-PSK/WPA2-PSK. When an encryption mode other than OPEN is selected,

you need to enter the password.

O Note

OPEN: Indicates the open non-encryption authentication mode.

WPA-PSK: Indicates the authentication mode using wired equivalent privacy (WEP) pre-shared keys. It

adopts the TKIP encryption mode and users are authenticated when they use correct pre-shared keys.

WPA2-PSK: Indicates a new encryption authentication mode based on WPA-PSK. It adopts the CCMP

encryption mode and is compatible with the TKIP encryption mode.

[e]

Forwarding Mode: The bridge mode is supported by default. To switch to the NAT mode, run CLI

commands. You can set VlanType to Same VLAN with AP or use other VLANSs. If you select other
VLANS, enter the VLAN ID. The VLAN ID range is from 2 to 232 and from 234 to 4094.
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o Radio: (Required) You can select one or more radios from radiol to radio3. You can select Single-User
Rate Limit and All-User Rate Limit and set uplink and downlink rate limits for them separately.

A\ caution

If radio3 is selected, the SSID of radio3 is effective only when radio3 is in access mode and not effective

when radio3 is in scan mode.

o Advanced Config: (Optional) Advanced configuration includes 5G-preferred and SSID Hiding. 5G-
preferred indicates that, when a radio provides both 2.4 GHz and 5 GHz bands and an STA supports
both 2.4 GHz access and 5 GHz access, the STA connects to the 5 GHz band preferentially. SSID Hiding
indicates that wireless networks are hidden and network signals cannot be searched out by STAs.

® Editing an SSID

To change the configuration of an added SSID, click Edit in the Operation column of the WLAN list. The
process of editing an SSID is similar to that of adding an SSID, and is omitted here.

® Deleting an SSID

To delete an SSID, click Delete in the Operation column of the WLAN list.

Figure 7-14 Deleting an SSID

@ It cannot be restored after deletion. Are you
sure you want to click OK to continue?

® Delivering the Configuration

A new configuration takes effect only on STAs that go online after the configuration is added. To make the
configuration effective on existing STAs, click Deliver Config to deliver the configuration to devices at the
current site.
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Figure 7-15 Delivering the Configuration

Deliver Config X

When a template is applied, devices connected to the site automatically
obtain the configuration in the template.

- Institut_Teknologi_Bandung
B [TB_Jatinangor

test1

Select the configuration delivery time.

The current configuration is backed up when the template is applied. (Go
to Configuration > Configuration Backup to view or restore backup records.)

Cancel Deliver Config

Parameters for configuration delivery are described as follows:
o Site: (Required) Select one or more sites in the site tree to apply the template.

o Configuration delivery time: (Optional) You can set the time to deliver the template configuration to
devices. If no time is set, the configuration is delivered immediately.

o Backup: (Optional) You can select whether to back up the current configuration of the site when the
configuration template is applied to the site. If you select the check box, you can view or restore backup
records in Configuration Backup.

(2) CLI configuration
Click CLI List to switch to CLI configuration.
® CLllist

A CLI list displays Device Type, Device Model, SN, Delivery Mode, and Description.
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Figure 7-16 CLI List

Management & Maintenance / Configuration / Template / Edit Template

Edit Tamplate

Templats Name

Template Description

e

WLAN Consguration @ CLI List

Device Type Deice Modsl sn Delivery Mode

® Adding a CLI Set

Management and Maintenance

A

+ addcuse [EETRTEL

Description Operation

Click Add CLI Set to add a customized CLI set to the configuration template.

A\ caution

®  Adevice model that already has CLI configuration cannot be selected repeatedly.

e |f the configuration for all devices and the configuration for a single device model are present
simultaneously, only the configuration for a single device model is delivered to this model.

Figure 7-17 Adding a CLI Set

AddCLI Command Set

*Device Type * CLI Command Set Configure Variable @

AC AP Switch Gateway

Router

* Device Model

+Delivery Mode
@ Deliver Increment via CLI

Replace All Config via config.text

Description

Create Variable

Vi

Configuration description:

o Device Type: (Required) Select the type of devices, to which the CLI command set is to be delivered.
The options include AC, AP, Switch, Gateway, and Router. You can select only one of them.

o Device Model: (Required) Select the model of the devices, to which the CLI command set is to be
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[e]

[e]

Management and Maintenance

delivered. Select a device model from the drop-down list. Multiple models can be selected.

SN: (Optional) Select an existing SN from the drop-down list. If an SN is selected, the command set will
be delivered only to the device matching the SN. If no SN is selected, the command set will be delivered
based on the selected device model.

Delivery Mode: (Required) APs do not support the delivery mode of Replace All Config via config.txt.
In Deliver Increment via CLI mode, the device incrementally executes the customized CLI command
set based on the existing configuration. This mode is applicable to scenarios requiring certain
incremental configuration. In Replace All Config via config.txt mode, the device configuration file
config.txt is directly replaced. Then, the device automatically restarts to make the configuration effective.
This mode is applicable to the following scenarios:

Scenarios where the entire device configuration needs to be replaced

Scenarios where incremental configuration cannot meet the requirements, for example, incremental
configuration will cause network path change (device disconnection)

Scenarios where various interactions and command conversions are involved (causing interaction and

command identification timeout)
CLI Command Set: (Required) Enter the CLI command set customized for the device.

Description: (Optional) Enter a description of the command set. It can be used as a remark.

® Editing a CLI Set

To change the configuration of an added CLI set, click Edit in the Operation column of the CLI list. On the

Edit CLI Command Set page, you can edit only CLI Command Set and Description. To change Device

Type and Device Model, add a new CLI command set.

Figure 7-18 Editing a CLI Set

EditCLI Command Set

* Device Type + CLl Command Set Configure Variable &

test

# Device Model

+ Delivery Mode

Description

Create Variable

#

® Deleting a CLI Set

To delete a CLI set, click Delete in the Operation column of the CLI list.
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Figure 7-19 Deleting a CLI Set

@ Are you sure you want to delete the CLI set?

Cancel

® Delivering the Configuration

A new configuration takes effect only on STAs that go online after the configuration is added. To make the
configuration effective on existing STAs, click Deliver Config to deliver the configuration to devices at the
current site.

Figure 7-20 Delivering CLI Set Configuration

Deliver Config

When a template is applied, devices connected to the site automatically
abtain the configuration in the template.

Select the configuration delivery time.

The current configuration is backed up when the template is applied.
(Go ta Configuration > Configuration Backup to view of restore backup
records.)

Cancel Deliver Config

Parameters for configuration delivery are described as follows:
o Site: (Required) Select one or more sites in the site tree to apply the template.

o Configuration delivery time: (Optional) You can set the time to deliver the template configuration to

devices. If no time is set, the configuration is delivered immediately.

o Backup: You can select whether to back up the current configuration of the site when the configuration
template is applied to the site. If you select the check box, you can view or restore backup records in

Configuration Backup.
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4. Viewing Results

Management and Maintenance

You can click View Result in the Operation column of the template list to jump to the configuration task list,

which displays the detailed information and execution results of configuration delivery tasks.

Figure 7-21 Viewing Results

Management & Maintenance / Configuration / Template
Configuration Template List
Template Name Template Description

5. Binding a Site

Application Site

0

0

Creation Time

2022-07-21 05:06:48

2022-08-31 05:02:56

2022-08-01 01:00:27

2022-08-08 04:35:34

Update Time

2022-07-20 21:06:48

2022-08-31 05:02:56

2022-09-01 01:00:27

2022-09-08 04:35:36

+ Create Template

Operation

Edit

Edit

Edit

Edit

Bind Site | -

View Result | Bind Site -
View Result | Bind Site | -

View Result | Bind Site | -

Click Bind Site in the Operation column of the template list to bind the configuration template to specific sites.

Then, when devices go online and access the sites for the first time, they will automatically obtain the

configuration in the template. For existing devices, you need to manually deliver the configuration.

Figure 7-22 Binding a Site

Bind Site

After a template is bound, a new device connected to the site automatically
obtains the configuration in the template when it goes online for the first

time.

A RuijieProject

6. Delivering the Configuration

Click ... > Deliver Config in the Operation column of the template list to deliver the configuration to all devices

of the site. If you perform this operation after you edit a template or bind a template to sites, the configuration in

the template will be delivered to existing devices of the sites.
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Figure 7-23 Delivering the Configuration (01)

~+ Create Template

Operation

Edit View Result = Bind Site | - J
Deliver Config

Delete
1-1 of 1 items L.
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Figure 7-24 Delivering the Configuration (02)

Deliver Config

When a template is applied, devices connected to the site automatically
obtain the configuration in the template.

Institut_Teknologi_Bandung
[ ITB_Jatinangor

test1

Select the configuration delivery time.

The current configuration is backed up when the template is applied. (Go
to Configuration = Configuration Backup to view or restore backup records.)

Cancel Deliver Config

Parameters for configuration delivery are described as follows:
® Site: (Required) Select one or more sites in the site tree to apply the template.

® Configuration delivery time: (Optional) You can set the time to deliver the template configuration to devices.

If no time is set, the configuration is delivered immediately.

® Backup: You can select whether to back up the current configuration of the site when the configuration
template is applied to the site. If you select the check box, you can view or restore backup records in
Configuration Backup.

7. Deleting a Template

Click ... > Delete in the Operation column of the template list to delete the configuration template.
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Figure 7-25 Deleting a Template

1\_:1 Are you sure you want to delete the template?

Cancel

7.2.2 Configuration Task

Choose Management & Maintenance > Configuration > Task to enter the configuration task management
page where you can monitor and manage the tasks delivered by the template configuration to devices. Using
configuration tasks, you can deliver configuration to devices in batches and on time from the cloud.

1. Task List

A configuration task list displays Last Delivery Time, Task Type, Total Delivery Count, Success Count,
Failure Count, and Source. You can sort the tasks by Last Delivery Time and Total Delivery Count, and filter
the tasks by Task Type.

Figure 7-26 Task List

gement & Martenance / Configuration | Task

B al ~ Configuration Task List

+ Now Conbguration Task

- Last Dalivary Tima Task Typs Tots! Daliery Count Succass Count Failura Count Configuration Command Seurca Oparation

2. Task Type

(1) Common task

A common task is triggered by delivered configuration in device management. To operate a common task,
choose My Network > My Site > Device Management and click the corresponding button in the Operation
column of the device list. A common task facilitates the personalized configuration of devices of the same
type.

Figure 7-27 Generating a Common Task

Ste / Deviee Management

AP U2 FAAP T AC WA Switch WA Gabeway Router @9 loTDeice &8 Fuewall 40 Pl meon | Ewpart ce

Status Device Name L MAC Address Device Mosdel Sie Management P Egress Address

20220
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(2) Deployment task

After creating a configuration template, you can bind the template to sites. Then, when devices go online
for the first time at these sites, the devices are automatically matched according to the match method in the
template. The configuration will be delivered to the matched devices according to the delivery method in the
template. In this way, the deployment configuration of devices is implemented, and this process is a

deployment task.

Figure 7-28 Generating a Deployment Task

Bind Site

After a template is bound, a new device connected to the site
automatically obtains the configuration in the template when it goes

online for the first time_

- Institut_Teknologi_Bandung
[ [TB_Jatinangor

test1

(3) Template task

You can manually click the Deliver Config button in the configuration template list or in a template to deliver
the configuration in the template to devices at the selected sites and synchronize the configuration on

existing devices of the sites.

Figure 7-29 Generating a Template Task

Management & Maintenance / Configuration / Template

Configuration Template List
Template Hame Template Description Appiication Site Creation Time Update Time Operation

0 202207-15 16:10:16 20220715 08:10:16 Edit View Result | Bind Sae l
Deliver Carfig

Delate.
1-1 of 1 ftems

(4) Backup restoration task

When you click Backup Restoration in the device list of My Network > My Site > Device Management or
Device Details > O&M Tool, the configuration task list will generate a backup restoration task and display

the task execution status.
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Figure 7-30 Generating a Backup Restoration Task

T Eirewall 00 + Add Device Import Export a Cc®
Device Model Site Management [P Egress Address Number of Online Users Last Offline Time Remarks Operation

2022.08-01 11:21:20
Delete

20220731 17:17:34 Deliver Config

Upgrade

7‘ Move

1-2 of Zitems
" Restant

\ Backup
Backup Restoration

Access EWeb

Access Telnet

(5) Radio optimization task
After intelligent network optimization analysis is implemented in the network optimization module, network
optimization configuration will be delivered by the configuration management module. (For the detailed
network optimization process, see the "Network Optimization" section.) The configuration task list will list

the radio optimization task and display the delivery status.

Figure 7-31 Radio Optimization Task

Task

+ New Configuration Task.

Configuration Task List

Last Delivery Time Task Type Total Delhvery Count Suceess Count

(6) Blacklist/Whitelist task

After a blacklist/whitelist is read and set in the blacklist/whitelist module, the blacklist/whitelist configuration
will be delivered by the configuration management module. (For the detailed blacklist/whitelist operation

process, see the Blacklist/Whitelist.) The configuration task list will list the blacklist/whitelist task and display

the delivery status.
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Figure 7-32 Blacklist/Whitelist Task

Mansgement & Maintenance / Cenfiguration / Task

Configuration Task List

Last Delivery Time Task Type ¥ Tolai Delivery Count Sucess Count Failure Count Configuration Command Souree Operstion
20220808 111831 Akt Whitelit 1 o e Command

20020808 T11EN Elackist Whitellst 1 o e Command

20020808 111831 racms Wl ' o

2002.08.08 1111831 Bincksst Whiteist 1 o
20020809 111831 aasst wnaist ! o o
2002.08.05 16407 Raisio Optimization ' o
022073 18 Comman fask 1 ' o ew Commana

1761 7 tems 1 10/ page

3. New Configuration Task

Click New Configuration Task to create a new configuration delivery task.

Figure 7-33 New Configuration Task 1

New Configuration Task X

* Organization Structure

* Device Type

AP Switch Gateway Router

Online Status = Device Name SN = Device Model Software Version Site Name
Description:

® Organization Structure: (Required) Select one or more target branches or sites for the task from the

organization tree.
® Device Type: (Required) Select a device type from AC, AP, switch, gateway, and router.
® Device list: After you select a device type, all available devices will be listed below.

Select devices to deliver the task and click Next to configure the delivery time and CLI command set.
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Figure 7-34 New Configuration Task 2

New Configuration Task

# Last Delivery Time

# CLI Command Set

&

Previous Create Task

Description:

® |ast Delivery Time: (Required) Set the execution time of the configuration delivery task. The time cannot be
earlier than the current time and can be precise to second.

® CLICommand Set: (Required) Configure the CLI command set to be delivered.

After the configuration, click Create Task to complete the task creation.
4. View Command

In the configuration task list, you can click View Command in the Configuration Command column to display
the command set of the specified task.

Figure 7-35 View Command

+ New Configuration Task.

Task Tyne. Tatal Delivery Count Success Count Failure Count Configurstian Command Source Opesstion

20220808 11:18:31 ERacklist Whitelist ] 1

2022-08-08 111831 ERacklist Whitelist 1

2022.08.08 11:18:31 Euscklist Whitelist 1 0 1

20220806 11:1831 BBkt Whitetist 1 0

17067 items 10/030¢
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5. View Result

In the configuration task list, you can click View Result in the Operation column to display the execution result
of the specified task. The execution result list displays Execution Status, Failure Cause (if any), Device Name,
SN, Device Model, Site Name, and Last Delivery Time.

Figure 7-36 View Result

View Result X

Execution Status Failure Cause Device Name SN Device Model Site Name Last Delivery Ti

# Execution Succeeded - 2022-07-31 11:
1-1 of 1 items [ 1] 5/ page

7.2.3 Configuration Backup

Choose Management & Maintenance > Configuration > Backup. On the configuration backup management

page, you can view, manage, and download the backups of device configurations.
1. Backup List

The list of device configuration backups displays Device Type, Device Name, SN, Backup Type, Backup Time,
and Current Status. You can filter data by specifying a time range or a backup type (auto, manual, or timed),

and search for backup by device name, remarks or SN.

Figure 7-37 Backup List

[ Backup

Device Type Device Hame s Backup Type Remarks Backup Time Current Status Operation

2. Viewing Backup

Click View to display the detailed configuration information of the specified backup.
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Figure 7-38 Viewing Backup

G1R30VQ001190_2022-07-15-22-42-34 txt

version S6300E_RGOS 12.5(4)B0701P1
hostname ITB_Jatinangor

!

errdisable recovery interval 300
spanning-tree

!

rldp enable
!

ip dhcp snooping

sntp interval 7200

sntp server rdate.darkorb.net

sntp enable

!

cwmp

acs url https://18.138.122.172/acs
cpe inform interval 60

timer cpe-timeout 70

!

install 0 $5300-24GT4XS-P-E

!

sysmac 28d0.f56a.3f89

ip name-server 8.8.8.8

ip name-server oob 8.6 8.8

!

enable semvice web-server http
enable semvice web-server https
web-server http redirect-to-https
webmaster level 0 username admin password 7
$10302a5wAjkYuglcslaeOPcKHpXS
!

3. Editing Backup

Click ... > Edit in the Operation column of the backup list to edit the remarks of the backup. To save edited

remarks, click Save. To exit editing, click Cancel.

Figure 7-39 Editing Backup

SWITCH Auto - 2022-07-31 00:04:20 Backup failed.
SWITCH Auto 2022-07-19 18:06:00 Backed up. Save Cancel
SWITCH Auto - 2022-07-15 22:42:50 Backed up. View ' Download

4. Downloading Backup

You can click Download to download specified backup data in batches to a local path.

Figure 7-40 Downloading Backup

Management & Maintenance / Configuration / Backup

Backup Dovmload IS
. Device Type Davics Hame E Backup Type v Remarks Backup Time Curment Status Operation
SWITCH Auto 2022:07-31 124230 Backup failed
SWITCH Auto 2022:07-3110.33:30 Backup failed
SWITCH Auto E 2022:07-3108.23:40 Backup failed
SWITCH Auto - 2022-07-31 00.04:20 Backup failed.
SWITCH Auto - 2022-07-19 18:06-:00 Backed up. View Download
] SWITCH Auto - 20220715 22.42:50 Backed up. View Download
146 of 6 itams 1] 10/ page
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5. Deleting Backup

You can click ... > Delete in the Operation column of the backup list to delete the specified backup, or select
backups and click Delete in the upper part to delete backups in batches.

Figure 7-41 Deleting Backup

Backup Delete

= Device Type Dewce Name SN Backup Type Remarks Backup Time Current Status Operation
SWITCH Auto 2022.07-31 12:4230 Backup faled
SWITCH Auto 20220731 10:33.30 Backup failed
SWITCH Auto 2022.07-31 09:23:40 Backup failed
S ™ 022.07-31 00:04:20 B
eH uto 2022.07-19 16:06.00 B
SWITCH wto 20220715 22:4250 Backed

\ Edit
Delete
page

145 of & items

7.3 Tunnel Management

Tunnel Management records the creation of device tunnels. You can re-initiate the creation of an overdue or
failed tunnel, create a new tunnel, and query a specified device by the device SN in the list.

Figure 7-42 Tunnel List

Tunnel Management

Tunnel List + Create Tunnel c

Status Device Hame Tunnel Type sn P Potin Exseution Infa Creation Tine & Expiration Time Operation
= Disable Ewes s0603 Cannot access the senice ofde. 20220805 18.41.07 20220805 21.41.07
STA Managemant
vEB 0603 2022005 15.50.22 20220605 16.60.22

20220805 13.02.15

20220802 15.51.09 202208-02 18:61.09

50602 Cannat access the senice of de. 2022.07-31 124457 20220731 1544 57

EWES 50600 Cannot access the senice of de. 2022:07-31 00.03.19 202247-31 03.03.19

18 of B tems 10/ page

Click Re-create to create an overdue or creation-failed tunnel again.
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Figure 7-43 Re-creating a Tunnel

@ Creating a tunnel__. Wait 1-3 minutes. After the

prompt disappears, you can check the creation
result in Management & Maintenance = Tunnel
Management.

If a tunnel is connected, you can manage the tunnel by clicking Go or Disable Tunnel in the Operation column
of the list.

Figure 7-44 Tunnel Management

+ Create Tunnel SM Search aQ | C

Expiration Time © Operation
2022-08-08 16:58:31 o Disable Tunnel
2022-08-08 16:5&10 Go  Disable Tunnel
2022-08-08 13:55:38 Re-create

Click Create Tunnel to create a new tunnel. Two tunnel types are available: eWeb and TELNET. On certain
devices (such as APs and switches), tunnels cannot be directly created, and need to be exchanged by gateways.

162



User Manual

7.4

7.4.1

Figure 7-45 Creating a Tunnel

Create Tunnel

Select Tunnel Type

EWEB TELNET SSH

Select Device Type

AC Gateway Switch

Select Device

~ Institut_Teknologi_Bandung

[ [TB_Jatinangor

testl

Online Device

Management and Maintenance

Firgwall

Cancel

Configuration description:

Tunnel Type: (Required) EWEB and TELNET types can be selected, and the default value is EWEB.

Device Type: (Required) You can create a tunnel on APs, ACs, gateways, switches, and router devices. AP

is selected by default.

Site. (Required) You need to select the site where the device to be created with a tunnel locates. A level-1

site is selected by default.

Online Device: (Required) Select the device to be created with a tunnel. The device must be online.

Transfer Device: Optional, but required when Device Type is AP or Switch.

STA Management

This function enables you to manage different operating systems (OSs) and STA types, and customize STA

statistics.

(O

An OS list displays customized Operating System Name, MAC Address, and Creation Time. You can

customize the number on each page of the list.
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Figure 7-46 OS List

Management & Maintenance / STA Management

r 4

P Configuration 0s  STAType

i@ Organizational Plan

Devico Upgrade
F Device Upgrade Operoting System Name MAC Address Creation Time Operation

22 Tunnel Management

G STA Management

You can click Add Custom to add a customized OS type.

Figure 7-47 Adding a Customized OS

Add CustomOS

Note: Based on OUI- Only the first six characters of an MAC address need to be entered. The canfiguration takes effect
on all MAC addresses matching the first six characters of the MAC address (applicable to the case in which the first six
characters of devices' MAC addresses are the same). Only saftware version 11.9(6)B1 and later versions support this
option

4

Cancel OK

Based on the organizationally unique identification (OUI), you need to enter only the first six characters of a
MAC address. Then, the configuration is effective on all devices whose MAC addresses have the same first six

characters.

You can add OSs in batches by placing a record in a line, and separating the first six characters (in upper case)
of a MAC address and a remark with a comma (,). A remark corresponds to an OS name in the list, and can
contain up to 16 characters including English letters, digits, underscore (_), hyphen (-), number sign (#), or at
sign (@).

To delete an OS, click Delete in the Operation column of the OS list.

Figure 7-48 Deleting an OS

@ Are you sure you want to delete it? It cannot be
restored after deletion
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7.4.2 STA Type

On the STA Type tab, a list of customized STA types displays Operating System Name, MAC Address,
Creation Time.

Figure 7-49 STA Type List

Management & Maintenance / STA Management

05 smrpe M

Operating System Name MAC Address Creation Time Operation

You can click Add Custom to add a customized STA type.

Figure 7-50 Adding a Customized STA Type

Add CustomSTA Type

Note: Based on OUI- Only the first six characters of an MAC address need to be entered. The configuration takes effect
on all MAC addresses matching the first six characters of the MAC address (applicable to the case in which the first six
characters of devices' MAC addresses are the same). Only software version 11.9(6)81 and later versions support this
aption.

Based on the OUI, you need to enter only the first six characters of a MAC address. Then, the configuration is
effective on all devices whose MAC addresses have the same first six characters.

You can add STA types in batches by placing a record in a line, and separating the first six characters (in upper
case) of a MAC address and a remark with a comma (,). A remark corresponds to an STA type name in the list,
and can contain up to 16 characters including English letters, digits, underscore (_), hyphen (-), number sign (#),
or at sign (@).

To delete an STA type, click Delete in the Operation column of the STA type list.

Figure 7-51 Deleting an STA Type

@ Are you sure you want fo delete it? It cannot be
restored after deletion.

-
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8 Intelligent Analysis

The intelligent analysis module provides wireless experience analysis, diagnosis, and network optimization
functions.

8.1 Area

On the Intelligent Analysis page, click the project name and switch the area to rapidly display the data analysis
result of different areas.

Figure 8-1 Switching Area

u ' : e

\  Overview

Equipment stability Nerts
48 195 1

dHHHHHHm

STA Access Stability

Signal coverage

User Experience Time:2022-08 08 15890
. Good
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[T || RO PR T .H|“|||H"“ ||| HH“ I | | | ||

8.2 Monitoring

8.2.1 Overview

Choose Intelligent Analysis > Monitoring > Overview to check the overall situation of the entire network.

Using the date selector in the upper right corner, you can display data on different dates.
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Figure 8-2 Overview
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The Overview page displays the following information:

® Basic network status: equipment stability, STA access stability, signal coverage, etc.

® Client use status: client activation (network dependency), user online experience and analysis
® Network saturation: network capacity utilization and channel usage

The three parts are described as follows:
® Basic network status

Helps you learn about the equipment stability and STA access stability, so as to determine the stability of
wired and wireless lines and whether there are poor coverage areas with high network requirements,

thereby providing an effective basis for device supplement.
® Client use status

Helps you assess client dependency on the WLAN by time and traffic. It displays values of the WLAN
construction in an intuitive way. User online experience is graded into Good, Average, Fair, Hard to go online,
and Inactive Clients based on the packet loss rate, delay, and traffic data. You can assess the user
experience of the entire network according to portions of the five user experience levels and locate causes

for poor experience.
® Network saturation

Helps you learn about client distribution in different areas clearly via the network capacity utilization, and
rapidly identify busy areas at each time point and channel usage of each area, providing data support for

network deployment and optimization.

A\ caution

The update frequency of each type of data varies with requirements. For example, the online client
quantity is updated every five minutes. Accumulated Clients, Peak, Tx. Traffic, and Rx.Traffic are
statistics of the current day. Experience data is updated every five minutes. Client activation data is

updated every hour.
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1. Client Activation

The Client Activation pane displays the proportions of online users on different wireless networks (2.4G/5G),
Peak, Accumulated Clients, Tx. Traffic, and Rx.Traffic. You can click >> in the upper right corner to jump to
the client activation analysis page.

Figure 8-3 Client Activation

[ Overview 20220808

/

Client Activation Equipment stability Aerts
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Description:
® Peak: The data is sampled every five minutes, and the maximum value of the day is displayed.

® Accumulated Clients: The data is sampled every five minutes, and the number of accumulative access
clients on the current day is collected, deduplicated, and displayed.

® Tx. Traffic and Rx. Traffic: accumulative uplink and downlink traffic on the current day
2. Equipment stability

This pane displays the quantities of ACs and APs, and the out-of-service rate of APs. You can click >> in the

upper right corner to jump to the device overview page.

169



User Manual Intelligent Analysis

Figure 8-4 Equipment stability
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Description:
® ACs: number of ACs connected to the WIS Cloud Network
® online APs: number of online APs. An i-Share mini AP is counted as one.

® Offline APs: number of offline APs, excluding offline i-Share mini APs and APs whose MAC addresses are

not sent to ACs

® AP Offline Times: Every time an AP goes offline is counted as one, and if an AP goes online multiple times,
the actual number of times is counted.

® AP Out-of-Service Rate: Number of sampled offline APs (every time an AP is sampled as offline is counted
as one)/Total number of sampled APs

3. Network Saturation

This pane displays the network status of different AP groups in every time range, and indicates the channel
usage with different colors. You can place the cursor in an area to display the detailed network information and
click the time axis to switch the time range. Click the play icon in front of the time axis to enable loop play, and
click >> in the upper right corner to jump to the cause analysis page.
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Figure 8-5 Network Saturation
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Description:

® Channel usage: busyness of the current air interface. A channel is busy because the load in the current
frequency band is large, and the load source can be an interference of the local or any other wireless device.
Channel usage needs to be lower than 60%. When it is greater than 80%, wireless signal receiving failure,
network stalling, and STA disconnection may occur.

® Status: The status of an AP radio channel can be graded into congested, busy, and idle by channel usage.

The color is determined based on the portions of AP radios in the three statuses.

4. Online Experience

The User Experience pane displays three network indicators: Poor Service Rate, Delay, and Pkt Loss Rate.
Based on intelligent analysis of the network, this pane lists the top 5 causes of poor experience and top 5 poor-
experience areas. Then, the system uses machine learning algorithms to comprehensively evaluate the delay,
packet loss, signal strength, and other parameters of STAs, calculate the experience score, and present the

result in charts.
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Figure 8-6 Online Experience
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Description of online experience levels:
® Good: STAs can play high definition (HD) videos and games.
® Average: STAs can use WeChat, browse web pages, and enjoy VolP.

® Fair: In a poor-experience area, even the minimum-resource text applications cannot be smoothly
guaranteed.

® Hard to go online: STAs frequently fail to go online and often go offline.

® Inactive Clients: These clients are assessed based on the traffic usage and power saving of STAs.

5. Alerts

This pane displays alarms of all types on the current day.
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Figure 8-7 Alerts
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6. STA Access Stability
This pane displays STA Access Success Rate and STA Normal Off Line Rate.
Figure 8-8 STA Access Stability
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Description:

® STA Access Success Rate: Times of STA going-online successes/Total times of STA going-online on the
current day
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® STA Normal Off Line Rate: Times of STA going-offline successes/Total times of STA going-offline on the day
7. Signal Coverage

This pane displays the number of APs with partial coverage and the number of affected users.

Figure 8-9 Signal Coverage
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Description:
® Partial-Coverage APs: number of APs with coverage problems

® The affected users: number of users affected by coverage problems
8. Six-Dimensional Network Condition Diagram

This diagram intuitively displays the current network conditions from the dimensions of Client Activation,
Equipment stability, STA Access Stability, Signal coverage, User Experience, and Network Saturation.

You can place the cursor on a dimension to display the score of each indicator.

Below the six-dimensional diagram, the system indicates the information diagnosis result on the previous day
and the number of potential problems. You can click >> in the upper right corner to jump to the One Key

Diagnosis page to check detailed diagnosis information.
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Figure 8-10 Six-Dimensional Network Condition Diagram
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8.2.2 Experience

WIS Cloud Network employs machine learning algorithms to assess intuitive user experience based on various
types of indicators and parameters involved in the communication process of each STA that accesses the
wireless network. The parameters include signal strength, delay, packet loss, traffic, channel quality, and access
process. The user experience is graded into Good, Average, Fair, Hard to go online, and Inactive Clients. For
descriptions of the experience levels, see the "Overview" section.

Choose Intelligent Analysis > Monitoring > Experience. The network experience analysis page summarizes
multi-dimensional network condition indexes at different times, and analyzes the causes. By switching the date
and wireless network type, you can display the corresponding experience analysis result.

Figure 8-11 Experience
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1. Overview

The Overview page displays the user experience assessment and user experience distribution in different time
ranges (with a granularity of one hour) on the specified date. The three areas on the Overview page are

described as follows:
(1) Experience Levels in Different Time Ranges

This area displays the network experience in different time ranges of the current day in a ring. Green indicates

good experience, blue indicates average experience, and orange indicates poor experience.

Figure 8-12 Experience Levels in Different Time Ranges
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Below the ring, network indexes of Delay, Pkt Loss Rate, Rx Rate, and Tx Rate are indicated. You can click >

to display the line graphs of the indexes on the day.

Figure 8-13 Index Line Graphs on the Day

Delay 0246 O-% Pkt Loss Rate O 246 O-56

Rx Rate O 246 O-56 T Rate O 246 036
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(2) STA Experience Distribution

This area combines a bar graph and a line graph to display the distribution of the numbers of STAs with different
experience levels in different time ranges. When you click any time position in the graph, the Poor-Experience
Client List area will display detailed information about the network with poor user experience in the time range.
The time granularity of the graph is five minutes, that is, the time interval of the horizontal axis is five minutes.

The bars of different colors in the graph represent different experience levels.

Figure 8-14 STA Experience Distribution
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(3) Poor-Experience Client List

This list displays only clients with poor experience at the specified time point. When the experience level is Good
or Average, the user experience is good. When the experience level is Fair or Hard to go online, the user
experience is poor. The list indicates network indexes of an STA at the specified time point, including Traffic,
Delay, Pkt Loss Rate, RSSI, Radio Users, Noise Floor, and Channel Usage, and analyzes the main causes

of the poor experience according to the indexes.
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Figure 8-15 Poor-Experience Client List

[ Experience

115

017 22487

Poor-Experience Client List(Click STA Exper

Causes  Expert Analysis

Experience Today= Good

\ 1/
S,

e: 8 [ ]
'0..‘.‘”

18569

STAExperience

O Experience Score

Intelligent Analysis

You can click a MAC address in the STA MAC column of the list to jump to client details, or click a MAC address

in the AP column of the list to jump to device details.

Figure 8-16 Client Details
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Figure 8-17 Device Details
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2. Causes

This page provides detailed analysis on the five aspects that affect user experience of the wireless network,
including Area Analysis, Interference, Coverage, Access, and Authentication.

Five Aspects Affecting User Experience

Group Compares network indexes of the same AP group at different times.

Analysis

Interference Shows the signal interference of the local network and other networks and the impact with
reference to the channel usage and current client traffic, so as to find out busy channels. In
the channel usage diagram, the y-axis indicates channel and the x-axis indicates time, to
display the hourly channel status. The network saturation diagram displays the percentages
of private signals of the local network and other networks. The interference diagram displays
the interference caused by private Wi-Fi signals to the network. The density of private Wi-Fi
signals indicates the interference severity. The statistics of private Wi-Fi signals can be
obtained only after the corresponding function is enabled on the Environment page.

Coverage Displays signal coverage of each area. The coverage status is graded into Good, Average,
and Fair. You can select an area with a coverage problem to display the coverage status of
the whole day and details about the AP that generates the coverage problem at a certain
moment. In this way, you can find out the areas with poor coverage and the number of

affected clients.

Access Provides access experience assessment based multiple dimensions such as the access
failure percentage, abnormal network dropout percentage, access time consumption, and
access stability. You can find out the improvement points of network access experience by
analyzing the causes (such as client limitation, RSSI, remote association, and equipment

instability) for access failure and abnormal network dropout.
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Authentication Provides analysis and comparison of the success rates and efficiency of different
authentication manners, so as to recommend the most stable authentication manner to
users. You can also track the authentication data of a single STA, to rapidly work out the

authentication improvement method.

(1) AreaAnalysis

This tab can simultaneously display the network saturation and network indexes of two dates. You can select to
display the statistics based on hour or day, sort area sizes by the number of radios or clients, and set metric to
channel usage, load, or poor experience.

Figure 8-18 Area Analysis

§i Experience
ows —
rea Analysis Access Authentication
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Time: Hours-Based. Days-Based Time: Hours-Based Days-Based
Area Size: Radios Based. Chents-8aced. Area Size: Radios Based. Chents-Based

Heat Map Detalls 000 Charmel Liage. Heat Map Details 000 Channel Liage.

When you click a network saturation area, the Heat Map Details of the area will be displayed.
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Figure 8-19 Heat Map Details
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To display the descriptions of indicators in Network Saturation and Heat Map Details graphs, move the cursor

to o next to the graph name. Click any block in the Heat Map Details graph to display device details.

Figure 8-20 Device Details
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(2) Interference

?

The Channel Usage Analysis graph represents a channel with interference in red, and displays the usage of

different channels. Click the usage of different channels at different time points to display STA details in the right
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list. Click a client MAC address to display device details. To display the descriptions of indicators, move the
cursor to next to the graph name.

Figure 8-21 Interference
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(3) Coverage

This tab shows AP status trends in the previous two days. You can select a date to display the signal coverage
in different areas on the specified day. The AP list displays AP Name, AP MAC, Status, Cumulative Clients,
Poor Coverage Clients, and Poor Coverage Rate. You can click a MAC address of an AP to display device

details. To display the descriptions of indicators, move the cursor to next to the graph name.

Figure 8-22 Coverage
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This tab displays Over All Evaluation, Area Access Situation, Access Fail, and Exception Offline. To display

the descriptions of indicators, move the cursor to o next to the graph name.

Figure 8-23 Access Analysis
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Click the bar graph on the Access Fail or Exception Offline tab to display STA details.

Figure 8-24 Access Fail
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(5) Authentication

This tab presents Auth Success Rate, Offline Rate Caused by Auth Failure, Auth Time distribution, and
Average Auth Time in charts. You can select to display the analysis by day, week, or month.
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Figure 8-25 Authentication Views
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On this page, you can specify an area, a date, and the value ranges of indicators to filter data meeting the

conditions. The queried result shows STA Experience, AP Experience, and Key Metrics, indicating the user

experience at a time.

Figure 8-26 Expert Analysis
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8.2.3 Clients

1. Overview

This tab displays the online client quantity of the entire network (including 2.4G/5G clients), Rx/Tx traffic trend,
accumulated Rx/Tx traffic, as well as client and traffic distribution of each area, which enables you to learn about

the peak hours and dense areas. To display the descriptions of indicators, move the cursor to next to the
graph name.

Figure 8-27 Overview
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2. Activation

This tab analyzes clients' activation from the dimensions of client stability, retention rate, comprehensive
activation, time-based activation, traffic-based activation, and flow statistics, intuitively presenting the client

group change and the dependency on the network. To display the descriptions of indicators, move the cursor to

next to the graph name.
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Figure 8-28 Activation Analysis
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3. Monitor

This tab displays details about all online clients by default. The details are updated once every five minutes. You

can specify the MAC address, time (for displaying the history), and network parameters for filtering.

Figure 8-29 Client Details
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Click a client MAC address to display client details. You can track client traces, including the comprehensive

experience scores, historical score trend, online/offline history, roaming trace, and so on.
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Figure 8-30 Client Details
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Click an AP name in the client list to display device details, including basic information of the device, device load,

client traffic proportions, and device analysis records.

Figure 8-31 Device Details
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4. VIP STA

You can manually set key clients to be monitored as VIP clients. The VIP Client List displays the details about

all VIP clients.
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Figure 8-32 VIP Client List
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Click Add to manually add a VIP client.

Figure 8-33 Adding a VIP Client
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Up to 64 VIP clients can be added for 2 project

You can also edit and delete VIP clients.

Figure 8-34 Editing or Deleting a VIP Client
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5. Exception Statistics

This tab displays Access Exception, Disconnection Exception, Packet Loss Exception, Latency Exception,
Back-and-Forth Roaming Exception, and Repeated Association Exception. The client exception list

displays detailed information.
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Figure 8-35 Exception Statistics
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8.2.4 Devices
1. Overview
This tab displays basic information about ACs and APs, including online/offline statuses, device models,

firmware versions, and hardware versions.

Figure 8-36 AC Overview
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An AC list displays Name, MAC, Online AP, Firmware Version, Hardware Version, Model, and Role of ACs.
You can click Details to display device details, which shows the basic information, load, and performance of the
AC.
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Figure 8-37 AC Details
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The AP overview page displays the version distribution, model distribution, and details of APs.

Figure 8-38 AP Overview
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Click the MAC address of an AP to display the AP details, including basic information of the device, load, client
traffic proportions, and device analysis records.
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Figure 8-39 AP Details
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Click Details to display radio details.

Figure 8-40 Radio Details
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2. Overall Monitor

On this page, you can monitor and manage devices, and check offline APs, recovered APs after going offline,

new APs, AP going-online/offline alarms, and other detailed information. You can click a MAC address of an AP
to display AP details.
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Figure 8-41 Overall Monitor
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3. Real-Time Monitor

This tab displays the running statuses of all online devices by default. The statuses are updated once every five
minutes. This tab page shows the number of the clients that access the AP, the 2.4G/5G client distribution, the

Rx/Tx traffic, and the channel usage. You can filter data by the AP MAC address, AP name, and time. Click a
MAC address of an AP in the list to display device detalils.

Figure 8-42 Real-Time Monitor
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4. AP Analysis
This tab displays the load, peak clients distribution, experience, and air interface of each AP. To display the

descriptions of indicators, move the cursor to next to the graph name.
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8.2.5

Intelligent Analysis
Figure 8-43 AP Analysis
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5. AP Group Analysis

This tab performs statistical analysis of AP information based on AP groups.

Figure 8-44 AP Group Analysis

[ Devices

Overview Overall Monitor Real-Time Monitor | AP Analysis AP Group Analysis

Please selectanAP | VianGroup-Test v

Time: ‘ 2022-08-12 11:01:40 ‘ m
boup
Overview
o, o,
0.0% 0.0%
ig)-Channel-Usage Radio giftic Figh-Noise-Floor Radio Raj#b por-Experience Client Rajlp
Radio Details
Ss3 10 v ER a2
AP MAC AP Name Radio ID AC MAC Channsl lient: R P Experience Client Count i h: | Us i Noise Floor " Dats
1 6 1 [ 75 -96 2022-08-12 10:55:00
2 44 1 0 -108 2022-08-12 10:55:00
1 n 0 [ 15 -103 2022-08-12 11:00:00

Environment

This function is used to check external interference (private Wi-Fi signals). You need to enable it manually. After

it is enabled, the environment information will be collected imme
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Figure 8-45 Environmental Perception

i3 Environment

Interference Detection

o
\ Detect and analyze surrounding interference.

-M— o] Data collection begins once this function is enabled. taking about half an hour.

._/ After this function is enabled, data collection will be performed every night automatically.
This function will not affect user experience.

¥ Collect surrounding WiFi signals automatically s scheduled.

Enable Interference Detection

2. Group Analysis

You can collect interference based on each AP group, and present the statistics by RSSI and the number of
interferences.

Figure 8-46 Group Analysis

k) Environment

Group Analysis Interference Details AP Details 2022-09-27 @}
Avg Interference RSSI Interferences.

RssI
15
5
Gd.Rektorat KOICATunnel GAKOICA
10 v Results Per Page Search:
AP Group Avg Interference RSS! nterferences APs
Gd.Rektorat 21 16 2
KOICATunnel 17 4 1
Gd.KOICA 12 2 1

Results 1to 3 entries, Total Results 3 First Previous Next Last

3. Interference Details

The list displays all scanned interfering signals and the number of radios being affected in the local network. You

can click a number to display details of the affected radios.
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Figure 8-47 Interference Details

[ Environment \
Group Analysis [ETTSSNSSSTNY  Ap Details
& ow . TR
v w0
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e —
e -
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H1E 0TER, #2567

Figure 8-48 Details of Affected Radios

Eid Environment

APs Influenced by edurcamidcae.eb85.b6bc)
Group Analys 2

4. AP Details

This tab displays the details of APs suffering from external interference.

Figure 8-49 AP Interference List

Bt Environment /

o ow v oTER

@ Institut_Teknolo._ *
nstitut_Teknolo.

Ouarview

Experience

Clients

@ Optimization
@ Big Data

—~ H1EIWER, RO
(@) Panel |

Click a number of interfaces to display details of the external interferences.
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Figure 8-50 Interference Details

B emironment -
Interfererce Details.
Group Anaiyss Intererenc
@ Institut_Teknolo... >
Tt

(W) BigDaa ’ ‘ o |

D) Panel

8.3 Optimization

8.3.1 One Key Diagnosis

Choose Intelligent Analysis > Optimization > One Key Diagnosis. The network diagnosis module is fixed to
check the running status of the entire network on the previous day every night, and provide a network health
index according to the results of the test items. You can quickly understand the health status of the current
network from the network health index, and click Get Real-Time Result to obtain the current diagnosis result.

Figure 8-51 One Key Diagnosis

© 2022-08-07 Network Health Index100.0
cund hidden problems. 0 Probiem(s)

The CPU usage and memory usage of the AC are sampled on a day. I the CPU usage and memaory usage are found to be higher than the threshold for three times, the AC is a risk. The CPU usage threshoid is 80% and the memary usage threshold is 85%.  Suggestion

[ One Key Diagnosis pr——

Device cheeck
® AC Performance Analysis
ORsty ACs

® AP Offline Check

® Sngio AP Goes Offine: O
Check AP offline status. If an AP is found to go offline for eight times a day, a risk occurs.  Suggestion

® uutiple APs Go Offine: No Rk

Check AP offiine status. If an AP goes offline more than twice in average in an hour, or more than 80% APs go offline, or over five APs go offiine, a risk occurs.  Suggestion
® otine aP- 0
Check offine AP list  Suggestion
Configuration check

® Configuration Check (Deduct points)

Risky AC(S)
FEmEEnE,

Area Check

(1) Device Check

This function checks for exceptions and risks on ACs and APs, which are the most basic components of the
wireless network. The check items include AC performance analysis and AP offline check. After the check,
you can click Suggestion to obtain optimization suggestions provided by the system.
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Figure 8-52 Device Check

[ One Key Disgnosis 20228807

@ 2022-08-07,Network Health Index100.0
® AC Performance Analysis

The CPU usage and memory usage of the AT are sampled on a day. If the CPU usage and memary usage are found to be higher than the threshold for three times, the AC is a risk. The CPU usage threshold is B0% and the memory usage threshold is B5%.  Suggestio

o~

Deviee check

ORsky ACs

© AP Offiine Check

® Singie 4P Goes. Offine- 0
Check AP offline status. If an AP is found to go offline for eight times a day, a risk oceurs. S|

© Hulice 4Ps B0 Offne. o sk
Check AP offline status. f an AP goes offine more than twice in average in an hour, or more than 80% APs go offiine, or over five APs go offiine, a fisk occurs.

©0rmne 22,0
Check offline AP list  Suggest

Configuration check

® Configuration Check (Deduct points)

Risky AC(S
RSB,

Ares Check

(2) Configuration Check

This function collects device configurations and checks for configuration risks based on the WISPI rule

library on cloud.

A\ caution

This function requires that the server can access wispi.ruijie.com.cn.

Figure 8-53 Configuration Check

-—

Configuration check

® Configuration Check (Deduct points)

Risky AC(s

Area Check 2

@ Check Coverage

Based on the RSS! of an STA, identify whether the associated AP has any coverage problem. Then check for the coverage area.  Suggestion

© Channel Usage Check

Check the average channel usage of each radio for every hour. If the average channel usage exceeds 80% a risk occurs. If the proportion of radio with high channel usage exceeds 10% a risk occurs.  Suggestion

® Noise Floor Check

Check the noise floor of each radio the whole day. If the noise floor exceeds the threshold, a risk occurs. If the proportion of high noise floor exceeds 10% in a day, a risk occurs.  Suggestior

(3) Area Check
This function performs the following checks on air interfaces in the network for common risks:

o Check Coverage: Check whether a coverage problem occurs on an AP based on the RSSI of STAs
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associated with the AP, and figure out whether the coverage is too large or insufficient based on

Coverage.

o Channel Usage Check: Check the average channel usage of an AP radio in an hour. If the usage

exceeds 80%, the AP radio is considered to be at risk in channel usage. If the proportion of radios with
high channel usage in a group exceeds 10%, the group may have risks. In this case, it is necessary to
determine whether channels in the area are too congested (due to too much co-channel interference or

over-high load), and whether more devices are required for coverage.

o Noise Floor Check: Test the noise floor of each AP radio all day long. If the noise floor of an AP radio

Figu

exceeds the threshold, the AP radio is considered to have the risk of high noise floor. If the proportion of
an AP radio's tests with high noise floor to the total test count exceeds 10%, the AP radio is considered

to be at risk.

re 8-54 Area Check

Area Cheek 2

® Chack Coverage

Based on the RSSI of an STA, identify whether the associated AP has any coverage problem. Then check for the coverage area.

® Channel Usage Checdk

Check the average channel usage of each radio for every hour If the average channel usage excesds 0%, a risk occurs. If the proportion of radio with high channel usage exceeds 10%, a risk occurs.

® Noise Floor Check

Check the noise floor of each radio the whole day. If the noise flaor exceeds the threshold, a risk occurs. If the proportian of high n

floor exceeds 10% in a day, a fisk ocours. S

8.3.2 One-Click Network Optimization

This

function is used for automatic planning of AP channels and power in the wireless network environment to

improve user experience in the WLAN. After the function is triggered, the server collects information about AP

radios, calculates and allocates channel resources in a unified manner, and delivers the optimized configuration

to devices.

Caution

Use this function after all APs in the area to be optimized go online. After the optimization starts, do not
turn on or off APs or radios.

During the optimization, the channels of devices will switch, causing clients go offline and affecting the
experience. Therefore, please properly arrange the network optimization time period.

You can set the time of scheduled optimization in network optimization configuration, and the background
will automatically perform the optimization at the time.

The process will take about 15-30 minutes (depending on the device scale). After it is completed,
network optimization details will be displayed, showing the channel and power configuration changes of
APs.

The planning result of network optimization will be delivered as a configuration task. This process may
take some time if there are many devices. (You can filter out "radio optimization" in the configuration task
list.)

198



User Manual Intelligent Analysis

Figure 8-55 One-Click Network Optimization

[ One-Click Network Optimizations

One-Click Network Optimizations IS RUTEIRUEE S

© ® © ® o
Start Select Scenario Check Push Commands Finish
Optimization
.
4 This function aliows you to optimize channel and pawer and solve issues caused by roaming stickiness and remote association. Please start optimization after all APs in
the target area go online,
. Staps:
Select the AP group and the scenario.
Perform optimization.
Check optimization result
Manual Optimization Scheduled Optimization
Wanal ptinization: Yo cancick 1t 0 start ptizaon bt ncw and check opimizaon eoed fo rost. Schochded ptiniration: Yo canschchde a vt excuts opteriztion

e oms o o

Two optimization methods are available:
® Manual Optimization: Optimization is performed at once.

® Scheduled Optimization: You can specify the optimization time, and the system will automatically perform

the optimization at the specified time.

Based on the collected scan data, WIS Cloud Network calculates channel optimization solutions that are
applicable to various scenarios in the background. To ensure the accuracy of the channel optimization solution,

you need to manually select the scenario of each group.

After the scan is completed, check data integrity. For groups with a data loss rate exceeding 10%, you are

advised to scan the data again. If the data loss rate is less than 10%, proceed to the next step.
Procedure for one-click optimization:
(2) Start

Click Start. Then, the system automatically detects the statuses of ACs. If an AC does not report AP group

information, the AC cannot be optimized.
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Figure 8-56 Optimization Detection

No AC group is  Link between AC and
available WIS is down.

No AC group is Link between AC and  Che
available WIS s down A

AC does not upload AP group
information.

Cancel lgnare

To ensure that the current group data is the latest, you can update the group data before optimization. Update
will take five minutes.

Figure 8-57 Updating Group Data

[ one-Click Network Optimizations

One-Click Network Optimizations Optimization Record

© © © © ©
Start Select Scenario Check Push Commands Finish
Optimization
.
N This function allows you to optimize channel and power and solve issues caused by roaming stickiness and remote association. Please start

optimization after all APs in the target area go online.
% Steps:

“ Select the AP group and the scenario.

“ Perform optimization.

“ Check optimization result.

(¥ It takes about 10 minutes to scan and about 40 minutes to optimize the network. It is recommended to avoid peak period.

Manual Optimization Scheduled Optimization

Manual optimization: You can click Start to start optipaization right now and check optimization record for result. Scheduled optimization: You can schedule a time to execute optimization.

Sync Group Scheduled Opfimization

Last Optimized 0n:2022-07-29 17:58:21

(2) Select Scenario

Drag groups to corresponding scenarios based on the actual situation.
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Figure 8-58 Select Scenario

Pissse drag e group o the comesponding scenaro,

G4KDA KOCATunnel

-\

Labek_t

Intelligent Analysis

OSettings  Hotel & Dormitory OSetings  Corridor OSeinss  Office & Settings
APs are installed in a general scenario. APs are Installed inside the room, such as APs are installed on the corridar. APs are installed inside the office with little
dormitory or hotel raom. obstruction.
Outdoor OSettings  Many Interferences @ Settings  Conference Hall OSettings  Custom O Settings
G Reitorat

APs are installed on the utiity pole o the
roattop.

APs are Installed i a scenario with many
interferences.

APs are installed in a conference hall.

During wireless signal scanning, the channels of APs will switch, and the network will be disconnected for about

10 minutes. Avoid peak business hours.

Figure 8-59 Scan Prompt

(>

During scan, channels will be changed, affecting user experience for about 10
minutes.

Are you sure you want to start scan?Once you click OK, rollback is not
allowedYou can't go back

(3) Check

Figure 8-60 Check

[ One-Click Network Optimizations

One-Click Network Optimizations Optimization Record
v o o © ©

Start Check Finish

Select Scenario Push Commands

Checking
Please do not close the page

Status. AC
@ Waiting
(© Weiting
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Figure 8-61 Scanning
[ One-Click Network Optimizations
One-Click Network Optimizations Optimization Record
v (/] o ® ©
Start Select Scenario Check Push Commands Finish
Scanning...
Scan Time:2022-09-18 23:02 Scan Mode:Forced Scan
Time Used:0min
Scan Result
O AC AP Group APs Interference Private WiFi Loss Rate

If the system fails in automatically delivering the command, manually copy the command to the AC and run it.
(4) Push Commands

After the scan, the system will display the check result, and schedule to automatically deliver the optimized
configuration.

Figure 8-62 Push Commands

[ One-Click Network Optimizations

‘One-Click Network Optimizations Optimization Record
v o o ©

0]
Start Select Scenario Chack Push Commands Finish
Complete
.l A
O it 0 od No need to Optimize
(5) Finish

Wait for the optimization completion and check the result on the page.
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Figure 8-63 Finish

i One-Click Network Optimizations

One-Click Netwark Optimizations [CLIENELERE]
v

Intelligent Analysis

Start Select Scenario

Complete

Optimized AP Group(s} 1, Time Used 0 mi

Push Suc:

Check

cx: Ycomman

Push Commands Finish

(). Push Faikure: Dcommand(s)

Optimization succesded

The system records all network optimizations, and you

when necessary.

Figure 8-64 Optimization Record

k4 One-Click Network Optimizations

Result
AC Nama. Sareden . Ended on
HoBomeR o v weR

o074 gcpt9te - 3 s
L I plimza

e

B e
T pmzatn Expected Result
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8.3.3 Access Optimization

can restore the configuration before the optimization

Updale Group Wodily Time & Update Group

e

—
View Config
Soan Data Missig
- febmtofues Cwesion G i
i Cormzon Gormenn .
. " sszmam,

APR20AR)

WIS Cloud Network provides intelligent access for roaming stickiness and remote association. You can monitor

and observe the data for a period of time, and consider whether to enable optimization.

Figure 8-65 Access Optimization

[ Access Optimization

CETGVEEIITE  Remote Association
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Problem

When an STA crosses the coverage area, it does not roam into the new coverage area. Instead, it stays associated with
the AP in the old coverage area.

Solution

1 Determine the coverage area properly

2.0ptimize STAs
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Figure 8-66 Roaming Stickiness

i Access Optimization
Roaming Stickiness [JLVSNSIP RIS 2022.00.08
Stickiness Times ‘Group-Based Stickiness Summary Average Value
3 [ . B Before Optimization [ After Optimization
Loss Rate(%) .
Delay IO
Tx Rate [
L]
Rssi
E3 == .
Sticky STA List
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' Mt
: s
: Mtor
f = o o S

This page displays roaming stickiness times, distribution, average values of network indicators, and sticky STAs.

Figure 8-67 Remote Association

[ Access Optimization

Roaming Stickiness Remote Association 2022-09-27

Association Times Group-Based Remote Association Summary Average Value
0 Miow MMedum  WHigh B Remote Associstion ([l Association

Loss Rate(®) |

0 Delay |
Remote Associatiog) Times TiRate ‘
RxRate |
B RSSI ‘
Remote Association STA List
STA MAC T Username Remote Association Times 1T Last associsted on T sratype Manufacturer os
No Dats Avallable
Results 0o 0 entries, Total Results 0 10 v ResulisPerPage First | Previous | Mext Last

Remote association indicates that when an AP can connect to a better AC, it still connects to the previously
connected AC, affecting the network experience. Click Detect to detect remote association of APs in the current
network. You can adjust the power of AP management packets, or the access range, to ensure that only one AP

provides strong signals within the coverage, and therefore solve the problem of AP remote association.
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Figure 8-68 Remote Association Detection Result

[ Access Optimization

Roaming Stickiness Remote Association

Assaciation Times

20220827
Group-Based Remote Association Summary Average Value
0 Niow Miedum  WiHig B Remote Association [l Association

Loss Rate(3%) ||

0 Deley
Res iogh Tit Tx Rat:
Rx Rats
Rsar |°
Remote Association STA List
STA MAC i Username Remote Association Times. i Last Associated on i STA Type Manufacturer os
No Data Available
esults 0 to 0 entries, Total Results 0 10 v Results Per Page

Config Planning

On this page, you can visually configure common radio parameters, and then select to generate configuration,

manually copy the configuration to the AC, and execute it, or automatically deliver the configuration.

Figure 8-69 Config Planning

kil Config Planning

Unesnigea 246 e 7

Configuration Item

Power [ Beacon

ResponseRssi Mcell StaLimit Disable Low Rate

8.4 Big Data

8.4.1 Regional Analysis

This page displays the following information:

Network quality, AP online rate, STA access quantity, and STA traffic of the project and all subareas (divided
by AP group)

Monthly indicators of subareas

Daily trends of indicators
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8.4.2

Figure 8-70 Regional Analysis

Intidbgont Analysis.

ki Regional Analysis

Venue: HY  Update Time: 2022.09.27 14:10:36 w2208
® >
Monthly Overview
’3] Moritoring s
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) Network Quality AP Uptime (%) STAAccess Quantity
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(@) BigData v
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Analysis
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Change 1 o S —
Client Capacity )
Manufacturer 1
Analysia e . . v Ty . .
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— - AP Uptime (%)
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Scheduled Change

This page displays all configuration change and network optimization records. Click a point to display the change
details.

Figure 8-71 Scheduled Change

ki Scheduled Change

00749c81.4989  RJ_WS6006_ITB_Jatian... x +

@ 20220808

20220007 @ {PR——
> View detals
| s @ 20220806
3 View detais.

2022.08.05 §

ons changed @ 20220803

206



User Manual Intelligent Analysis

2022-08-08 Details

48 41

Peak Clients on the Day Peak Traffic (Mbps

AC(0074.9c8f.d989)Configuration Change(1items)

Initial Configuration Target Configuration
rrm 5g mode enable

rrm 2.4g mode enable

service sequence-numbers
logging userinfo command-log
logging buffered 64000

Iogging file flash syslog debugging
clock timezone UTC +8 0

rrm 5g mode enable

rrm 2.4g mode enable
service sequence-numbers
logging userinfo command-log
logging buffered 64000

8.4.3 Client Capacity

This page displays the capability analysis of STAs on the entire network from the following dimensions:
Associated Clients, Associated Guide, STA Type Summary, Manufacturer Summary, STA OS Type
Summary, STA Capacity, and Client Max Capacity. To display the descriptions of indicators, move the cursor

to next to the graph name.

Figure 8-72 Client Capacity

B client Capacity

STA Copacity (STAS:714)

Ausocioted Clients Rasocioted Guide STA Type Summary

Manutacturer Summary STA S Type Summary

STA Capacity Client Max Capacity

8.4.4 Manufacturer Analysis
This function compares and analyzes the STAs of different manufacturers, including Speed Analysis and RSSI

Analysis. To display the descriptions of indicators, move the cursor to next to the graph name.
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Figure 8-73 Speed Analysis

[ Manufacturer Analysis

Speed Analysis RSSI Analysis

Avg-Tx-Speed Summary(Mbps)

<5 @50 @015 @B 15-20 @ 2025 @ 25-30 (@ 30-40 @ 40-50 @ 50-70 (N 70-90 90-100 [ >=100

8.4.5 Baseline

This function analyzes network KPIs based on baselines to detect exceptions. Network KPIs include: STA Traffic,
Association Failures, Avg Packet Loss Rate (2.4G), Avg Delay (2.4G), Avg Packet Loss Rate (5G), and

Avg Delay (5G). To display the descriptions of indicators, move the cursor to next to the graph name.

Figure 8-74 Baseline

E Baseline
rpe—

Online STAs IS
System Change

STA Traffic 3135
Association Failures an
g Packet Loss Rate (246) 178
aug Delay (2.46) 8.97
g Packet Loss Rate (5G) 034
Avg Delay (5€) s._a‘n
502.1X Auth Failures '41

8.5 Panel

The system provides the panel function with two preset templates.
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Figure 8-75 General Panel

General Panel

40554 9536

8162w 2043

P | T TP TR LT AT L

[ ]

Figure 8-76 Preset Panel 1
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Figure 8-77 Preset Panel 2
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9 System Management

9.1 User Management

Choose System Management > User Management.

Figure 9-1 User Management

System Management

User List

Unernameiaccont

Click Add Subaccount to add a new system subaccount.

Figure 9-2 Add Subaccount

Add Subaccount

# Username/Account

Assign Permission Directly

Manage Permissions
Admin | Common User

Function Permissions

Select All
Home

Home
My Network

History Alarm
Active Alarm
STA Analysis
STA Management

Management & Maintenance
Alarm Details

The following configurations are required:

Assign Permission by Role

Organization Permissions

Site Overview
STA Experience
STA Monitoring
Network Topology

Device Management

Cancel Add User

Motk Focon e

+ AsASubacosut

Opsratien

® Username/Account: (Required) The username of a new subaccount can contain letters, digits, underscore
(), hyphen (-), and at sign (@).

® Manage Permissions: Two options are available: Admin and Common User. An admin account has

configuration-related function permissions, and a common user has only viewing-related function
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9.2

permissions.

o Function Permissions: These permissions, or menu permissions, are assigned by function. Functions

without assigned permissions will be unavailable.

o Organization Permissions: (Required) These permissions are assigned by organization and area.
Organizations and areas without assigned permissions will be unavailable.

® Assign Permission by Role: Assign a role for the new account, and the account accesses the system with

permissions assigned to the role.

You can click Assign Permission or Remove in the Operation column to re-assign permissions to an existing

account or delete the account.

Figure 9-3 Assign Permission and Remove

System Management / User Management

Usemame/Account Name Mobile Phone Number Email Operation
Assign Permission | Remove

Assign Permission | Remove

Role Management

On this page, you can create a new role, assign menu and data permissions to roles, and manage existing roles,

such as modifying them, deleting them, or assigning permissions to them.

Figure 9-4 Role Management

4 saawoe

Click Add Role to add a role.
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Figure 9-5 Adding a Role

Add Role

* Role Name:
= Role Type:

Remarks:

A

Configuration description:

Role Name: (Required) The value can contain no more than 50 characters of letters, digits, underscore (),
hyphen (-), at sign (@), and ampersand (&).

Role Type: (Required) The value can be Admin or Common User. An admin has management permissions,

while a common user has only viewing permissions.

Remarks: (Optional) The role remarks can contain no more than 400 characters.

You can click Copy to add a role quickly, and the permissions of the new role are the same as those of the

original role.

Figure 9-6 Copy Role

Copy Rale

* New Role Name:

You can assign, modify, or delete the permissions of existing roles, and delete roles. If a role is bound to a user,

you need to delete or unbind the user before you can delete the role. That is, a role that is bound to a user

cannot be directly deleted.
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Figure 9-7 Assign Permission and Remove

em Management / Role Management

Role Management + aga Roie

name Rote Type Remarks operation /

mon User

11101 1 items 10/ page
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10 Appendix

10.1 Configuring a Facebook App

This section explains how to register as a Facebook developer and gain access to the App development tools.

10.1.1 Registering as a Facebook Developer

1. Create a Facebook Account

Enter www.facebook.com in the address bar of a browser. Click Create new account to create a Facebook

account.

&« C Y & facebook.com * O

Sign Up X

It's quick and easy

tir
Birthday @

Jan v ] v 1 v
Gender @

Female Male Custam

People who use our service may have uploaded your contact information to
Facebook. Learn more.

By clicking Sign Up, you agree to our Terms, Privacy Policy and Cookies Policy. You
may receive SMS Motifications from us and can opt out any time

If you already have a Facebook account, enter your username and password.
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&« C (Y @& facebook.com * O

Email or phone number
fq ce bOOk Password

Connect with friends and the Lol
world around you on Facebook.

Forgat password?

Create new account

Create a Page for a celehrity, brand or busingss

Click Log In to enter Facebook.
0 - “® 3 = + o 8

Welcome to Faceboolk,

Upload a Profile Picture
Add a photo so friends can easily identify
you.

Add Picture

Find People You Know
Search by name or look for classmates and coworkers.

Q, Search by name

Get to know your privacy settings
You control how you share your stuff with people and apps on
Facebook.

Take a privacy tour
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2. Agree to the Meta’s Platform Terms and Developer Policies

After successful login, go to_https://developers.facebook.com/async/registration. Click Continue on the Meta
for Developer page.

Q0 Meta for Developers

Create a Meta for Developers account

O Register

o Cantact info

Welcome to Meta for Developers

o About you

Create a Meta for Developers account to build and manage apps that access
the Graph API, contribute to apps that others own, and participate in Meta's
developer community.

By proceeding, you agree to the Meta's Platform Terms and Developer Policies

3. Verify Your Account

Enter your email address for account verification.

O Meta for Developers

Create a Meta for Developers account

o Register Enter Your Preferred Contact Email
This email will be added to your Facebook account. We use email addresses to send notifications, help you log in and
O Contact info personalize experiences, like connecting people and improving ads for everyone on our products. Only you will see

your email on your profile. Learn More

O About you
Primary email

+ lagreeto receive marketing-related electronic communications from Facebook, including developer news,
updates and promotional emails. (You may unsubscribe from these emails at any time by clicking unsubscribe
at the bottom of the emall. You can also update your email preferences in Developer Settings.)

Send Verification Email

Enter the confirmation code in the email and click Continue.
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Q) Meta for Developers

Create a Meta for Developers account

o Register Enter the Code from Your Email

Let us knowr this email belongs to you. Enter the codein the email sent to
(P comtact info
O Abaut you

Send Email Again

Update Email

4. Select Your Occupation

0Q Meta for Developers

Create a Meta for Developers account

o Register Which of the following best describes you?
Help us improveyour experience by telling us which of the following roles best describe you.
@ contact info
[ ]
(P About you ¢/> Developer & Marketer
Jdil Analyst g Product manager
%>  Student &  Ownerffounder

0 Other
Camplete Registratian

Select an occupation and click Complete Registration.

10.1.2 Applying for a Facebook Login App

(1) Enter https://developers.facebook.com/ in the address bar of a browser. Log in to the Facebook developer

center.
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Q0 Meta Developer Products Developer Programs Docs More My Apps Q

Meta Connect 2022
Roundup

See all the newest development announcements and event
highlights.

TN
| = | Learn More
N

(2) Choose My Apps, and click Create App to create an App.

Search developer documentation
00 Meta for Developers ools supp

Q

Apps Q, Search by App Mame ar App ID Create App

Filter by
-:6:- All Apps

Archived

7\

A
>

No apps yet
To get started, create your first app.

Create App

(3) Select Consumer on the pop-up page. Click Next.
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Create an App

O Type
O Details

Appendix

X Cancel

Select an app type

Theapp type cant be changed after your app is created. Learn miore

Business

ﬁ Create or manage business assets like Pages, Events, Groups, Ads, Messenger, WhatsApp, and Instagram
Graph AP1 using the availahble business permissions, features and products.

[ ]
&.. Consumer
Connect consumer products and permissions, like Facebook Login and Instagram Basic Display to your app.
Instant Games

Create an HTKLS game hosted on Facehoak.

@ Gaming
Connect an off-platform game to Fatebook Login.

@ Workplace
Create enterprise tools Tor Workplace fram Meta.

! Academic research
Connect to Facebook data and tooling to perform research on Faceboole.

None
W

Create an app with combinations of consumer and business permissions and products.

(4) Enter an App name and email address. Click Create app.

Create an App

o Type
O Details

X Cancel

Add an app name
This iz the app name that will show on your My Apps page and associated with your app 1D, You can change the name later in Settings:

8/30

App contact email
This is the email address we'll use to contact you about your app. Make sure it is an address you check regularly. We may contact you about
policies, app restrictions or recovery if your app is deleted or compromised.

I .com.en

Business Account - Optional
Connecting a Business Account to your app is only required for certain products and permissions. You'll be asked to connect a Business
Account when you request access to those products and permissions.

Mo Business Manager account selected v
By proceeding, you agreeto the Meta Platform Terms and Developer Policies. Previous Create app

For account security, enter your password again.
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Please re-enter your password

Foryour security, you must re-enter your password to continue

Password:

Forgot your password?

(5) Select Facebook Login on the App Dashboard. Click Set up.

App ID: 878327710025466

App Maode: Development @ Live

App type: Consumer

@) Help
{1} Dashboard
. Add products to your a
{@} Settings v P ¥ PP
Wele streamlined the app creation pracess by surfacing the products and permissions needed ta build the app type you selected
App Roles ~
£\ Alerts v
@ App Review v App Events Audience Network Facebook Login
Understand how people engage with your
Products Add Product business across apps, devices, plaforms and Monetize yaur app and grow revenue with 2ds from The world's number one social login product
Meta adveriisers
wehsites
Activity Iog
Read Docs Setup Read Doos Setup Read Docs setup
1= Activity log
Instagram Basic Display Webhooks

The Instagram Basic Display APl allows users of
your app to get basic profile information, photos,
and videos in their Instagram aceounts

Fead Docs Setup

Subseribe o changes and receive updates in real
tirme without calling the AP|

Fead Docs Setup

Fundraisers

Create and manage fundraisers for charities

Fead Docs Setup

(6) You are redirected to the Facebook login page. Click Set up under Facebook login on the left.
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0QMeta for Developers documentation tool In the tank [V O Search for developer documentatio n

ruijie-auth - Application Number: Application mode: Linder development @  Online Application type: Consumer

(&} control panel

Use the Quick Start to add Facebook sign-in to your app. Select the platform for your app to get started.

{6} setup -
&) App identity -
£\ remind v
() App auditing - i0S Andr Internet
sodct Add s product
Facebook login ~
Quick start

Dynamic recording

1= Dynamic recording

other

(7) Enable The OAuth embedded browser authorizes sign-in. Configure the callback address of Facebook

Login.

“ Easily add Facebook sign-in to your app with our Quick Start feature

(&} control panel OAuth client authorization settings

{§} Setup ~

The OAuth client authorizes sign-in

be Enable the standard OAuth customer port order flow. Use the following options to specify allowed
App identity o password jump URIs to secure your application and prevent violations. If not needed, it can be
= completely disabled. |
Q remind v OAuth web page authorization sign-in Force HTTPS to be enabled

be . PN

Enable web-based OAuth client sign-in It is highly recommended to enforce
[ HTTPS for jump URIs and JavaScript
- SDKs. [
@ App auditing v
= = The OAuth embedded browser authorizes sign-in
products Add a product n Enable OAuth client sigr-in for web view
0OAuth web page authorization forces reauthentication jump URI. [
. Once opened, users must enter their
Facebook login ~ Facebook password to log in to the site.
[
_ Use strict mode for jump URls
Quick start Only redirects that exactly match valid OAuth jump URIs are allowed. Highly recommended. |

Dynamic recording A valid OAuth jump URI
- Manually specified redirect_uri used in conjunction with the web login feature must exactly match any
+= Dynamic recording - — - — — —_— =

Copy to clipboard

Sign in from your device
Enable the OAuth client sign-in flow for
devices such as smart TVs |

Sign in using the JavaScript SDK
Enable sign-in and post-ogin
functionality through the JavaScript SDK

A\ caution

In the A valid OAuth jump URI item, enter a real domain name https://www.xxx.com.

"/api/auth/oauth/callback/facebook" keeps unchanged.

The domain name of WIS public cloud is https://auth-wiscloud.ruijienetworks.com.

The remaining part

(8) Obtain an App ID and set App Secret.

Choose Settings > Basic. You can view the App ID and App secret.

O nNote

WIS field description: The field Client ID on the WIS Cloud Network maps to App ID, and Client Secret maps

to App secret.
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Search developer docurnentation
R Metafor Developers 0

Q
o auth-app - App ID: 878327710025466 App Made: Developnient Live App type: Consumer Hal
2 p
{n Dashboard App ID App secret
¢ Seltings ~ 8783277100 60bBSE2456hS Reset
Display name Namespace
Acvanced auth-app
App Roles v .
PP App domains Cantact email @
Q Alerts v Lomen
. Privacy Policy URL Terms of Service URL
@ App Reviews v
Frivacy policy for Login dialog and app details Terms of Service for Login dialog and App Det
Products Add Product
User data deletion @ Appicon (1024 x1024)
Facebaok Login ¥ Data deletion instructions URL -
Activity Ing ‘You can also provide a link
1= Activity log
Category
Pl o b —

Discard Save changes

Click Save changes to save the configuration.
(9) Add a test account for verification test.

O Note

Before the App is released, you need to add a test account for verification test. Other accounts except the test

account cannot be used for login.

Choose App identity > User identity. Click Add testers.

00 Meta for Developers documentation toal In the tank MyApps  [JSY for dev ienta _
3 ruijie-autn - Application Number: ] Application mode: Under development @@ Online Application type: Consumer
{n} control panel administrator Add an administrator
{§} Set up v
ﬂJ App identity ~ I
User identity
Test the user Developers Add a developer
Q remind v
(&) App auditing “
products Add a product Tester 0/50tester | Add testers
Facebook login v

Dynamic recording

= Dynamic recording
Analytics users Add Analytics users

Enter the person’s name, Facebook ID or username. Click submit.
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Add testers 0/50 tester x

To add someone you aren't friends with on Facebook, enter
their fbid or username:

Enter the person's name, Facebook ID or usemame

cancel -

10.1.3 Applying for an Instagram App

1. Create an App
(1) Enter https://developers.facebook.com/ in the address bar of a browser. Log in to the Facebook developer

center.

& G (@ ntips//developersfacebook.com A @ f5 T

N Meta Developer Products Docs Blogs Developer Programs More

Experience endless
creativity in the
metaverse

In today’s livestream, we'll explore how many users are

building the and see why ion is key to

building it. After the live stream ends, you can watch the
and creator -d d.

@ Watch now

latfas i it 1 earn mara

(2) Choose My Apps, and click Create App to create an App.
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(0 Meta for Developers

Apps

Filter by

) All Apps (1)

Archived

Appendix

Search developer docurnentation

Q

Q, Search by App Name or App 1D [ Create App ]

Recently Used =

auth-app

App ID: B7BEZFF10025486
Mode: In development
Type: consumer

@) Administrator

(3) Select consumer in the pop-up window, and click Go on.

0 Metafor Developers

Create an

(P type
Q detail

(4) Enter an App name and email addre

tool  Intetank  MyApps [S3

documentation

X Cancel

app

Select the app type

After you create an app, you can't change the app type. Learn more

Business

&8  Create or manage business assets such as Pages, events, groups, ads, Messenger, WhatsApp and Instagram
graph APIs with available business permissions, features, and products.

e  CONSumer .
Connect consumer products and permissions like Facebook login and Instagram Basic Display to your app.
Mini games

Create HTMLS games hosted on Facebook.

Game
Link off-platform games to Facebook logins.

Workplace
Create enterprise tools for Workplace from Meta.

Academic research
Connect to Facebook data and tooling to perform research on Facebook

not
Create apps that combine consumer and commerce permissions and products.

ss according to the instructions. Click Create app.
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(X)M t f D | D Search developer documentation “
etatorDevelopers D

Q

o Type Add an app name

This is the app name that will show on your My Apps page and associated with your 2pp ID. You can change the name later in Settings.

O Details Ins-Auth 8430

App contact email
This is the emall address we'l use to contact you about your app. Make sure it is an address you check reqularly. We may contact you about
policies, app restrictions or recovery if your app is deleted or compromised.

.com.en
Business Account + Oplional

Connecting a Business Account to your app is only required for certain products and permissions. You'll be asked to connect & Business
Account when you request access to those products and permissions.

Mo Business Manager account selected -
By proceeding, you agree to the Meta Platform Terms and Developer Policies. Previous Create app

(5) After creating an App on the App Dashboard, choose Settings > Basic. Move down to the bottom of the

page, and click Add platform.

Search developer docurmentation
Q Meta for Developers

Q

|@ Ins-Auth - l App ID: 102030656561281% App Mode: Development @ Live App type: Consurmer () help

Union to designate a Data Protection Officer who people can contact for information about how their data is
being processed.

Gﬁ Dashboard This contact information will be available to people on Facebook along with other information about your app
or website. Learn More.

-Q Settings A

Name - Optional Email
Advanced
Address
App Roles ~ Street Address
Q Alerts v
Apt/Suite/Other - Optional
@ App Review v
City/District
Products Add Product
Activity log
State/Province/Regian ZIP/Pustal Code Cauntry
1= Activity log

United States -

+ Add platform
=

(6) Select Website, and click Next.
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Select Platform

@ Website

o i0s
- Android
m )
12 app stores available
;I Page Tab

X

£

Xbox
PlayStation

Windows App

Appendix

(7) Enter the site URL of WIS public cloud: https://auth-wiscloud.ruijienetworks.com. Click Save Changes.

2.

FACEBOOK for Developers

E] videosizzie - AppID: ® | Indevelopment
# Dashboard Address
£3 Settings.
Street Address
Basic

Advanced

AJ Roles Apt/Suite/Other (Optional)
& nerts >
@ App Review >
City/District
PRODUCTS (&

Instagram Basic Display >
State/Province/Region

= Activity Log

o~

Site URL

https://www.videosiz

Set the Instagram Basic Display

Choose Dashboard > Instagram Basic Display.

Tools  Support  MyApps

#* View Analytics

ZIP/Postal Code

Quick Start

+ Add Platform

Click Set up to add it to your App.
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Metafor Developers

4Gt Settings

App Roles

Q Alerts

@ App Reviews

Products

Facehook Login

Activity Iog

App ID: 1483999822090725

Add Produrt

Q, search developer docurmentation

App Mode: Development @ Live App type: Consumer

Appendix

@) Help

Add products to your app

We'e streamlined the app creation pracess by surfacing the products and permissions needed to build the app type you selected

“

App Events

Understanid how people engage with your
husiness across apps, devices, platiorms and

=

Audience Network

Maonetize your app and grow revenue with ads frorm
Meta advertisers.

(©

Instagram Basic Display

The Instagram Basic Display AP allows users of
your app to get basic profile information, photos,

wehisitas

Read Docs Set up FRead Docs Setup Fead Doos

andvidens intheir Instagram accouns

Setup

<

Webhooks Fundraisers

Subscribe to changes and reseive updates in real

time withaut calling the AP, Create and manage fundraisers for charities.

Read Docs Setup Read Docs Setup

Move down to the bottom of the page. Click Create New App.

FACEBOOK for Developers

VideoSizzle

# Dashboard
£ settings
A Roles

A Alerts

@ App Review

PRODUCTS (&
Instagram Basic Display

Basic Display

Basic Display Rate Limiting

Activity Log

App 1D:

ols Support My Apps

®  Indevelopment A View Analytics

Basic Display
Instagram Basic Display allows apps to access the Instagram Basic Display API, which provides read-only access to basic data in
app users' Instagram accounts.

Use this tab to configure the API's authorization window so you can get permissions from users, and to submit your app for App
Review when you are ready to switch it to Live Mode.

Note that Basic Display is not an authentication tool. Data returned by the API cannot be used to authenticate your app users or

log them into your app. If your app uses API data to authenticate users, it will be rejected during App Review. If you need an
authentication solution, use Facebook Login instead.

Permissions and Use Cases

To help individuals share their own content with 3rd party apps: Profile Permission

This permission is meant for apps that allow the general public to log in with Instagram to get their basic profile information; for
example, an app that retrieves a person's Instagram username and account type. Apps that fall into this use case must use the
instagram_graph_user_profile permission.

To help individuals share their own content wig* I Symission

vy please Visws v A
This permission is meant for apps that allow agram to get their own content; for example, an
app that allows people to print their own p’ % that fall into this use case must use the
instagram_graph_user_media permissior

To learn more about Instagram Basic y Permissions documentation.

Create New App

nstagram app to use Ip

Enter the name of the created Facebook App in the Display name item.
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Create a New Instagram App ID

“ou rmust create a new Instagram Basic Display specific app. YWhen naming your app, please avoid
Instagrarm branding wiolations. Learn mare.

Display name

By procesding, vou agres to the Instagram Platform Policies (ot Lo Create app

Click Create app. Enter the parameters on the pop-up settings page.

00 Meta for Developers Tools 0 Q. Search developer documentation _

[ - App ID: 1483999822090725 App Made: Development @ Live App type: Consumer (@ Help

72011105220 1UDD ssssssss s

{n] Dashboard

Instagram Display Name

Settings
G setting ¥ wis
App Roles v
Client OAuth Settings
Q Alerts v
R Walid 0Auth Redirest URIs
(&) App Review v
https:/fauth-wiscloud. ruiji P

Products Add Product
Facehook Login v Deauthorize
Instagram Basic Displa: ~

9 play Deauthorize callback URL

Basic Display https: #auth-wiscloud ruijienetwarks cam/

Basic display rate limiting
Activity log Data Deletion Requests
1= Activity log
Data Deletion Request URL

hitps:#auth-wiscloud ruiienetwaorks.com/

User Token Generatar

-

Table 10-1 Parameter Description

Parameter Description

Valid OAuth Redirect URIs Indicates a unique URI used to obtain redirection query strings.
Deauthorize callback URL Indicates a URL used to handle de-authorization notifications.
Data Deletion Request URL Indicates a URL used to handle data deletion requests.
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A\ caution

In the A valid OAuth jump URI item, enter a real domain name https://www.xxx.com. The remaining part

"/api/auth/oauth/callback/instagram" keeps unchanged.

The domain name of WIS public cloud is https://auth-wiscloud.ruijienetworks.com.

In WIS public cloud environment, enter https://auth-wiscloud.ruijienetworks.com for Deauthorize callback
URL and Data Deletion Request URL.

Click Save changes to complete the configuration.

3. Add atest account for verification test

O Note

Before the App is released, you need to add a test account for verification test. Other accounts except the test

account cannot be used for login.

Choose Instagram Basic Display > Basic Display. Click Add or Remove Instagram Testers on the right.

User Token Generatar
(7} Dashboard

Generate long-lived access tokens for Instagram Testers of this app. Tokens can only be generated for public Instagram accounts. Refer to our

J\:‘} Settings ~ developer documentation for more information
App Roles v
Q Alerts v N6 Instagram Testers Added

Yaou must add an Instagram Tester to your app for access tokens to be generated

@ App Review h [ Add or Remaove Instagram Testers

Products Add Product
Facebook Login ~
Instagram Basic Display ~ App Review for Instagram Basic Display

Basic Display

Basic display rate limiting

To uselInstagram platform, your app needs to be approved for instagram_graph_user_profile and instagram_graph_user_media permission.

Activity log instagram_graph_user_profile Add to submission

Grants the ability to read an Instagram user's profile info

1= Activity log

instagram_graph_user_media Add to submission

Grants the ability to read an Instagram user's media

Click Add Instagram Testers. Enter the username of the Instagram account to be added.
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Add Instagram Testers

To add instagram tester, enter their username

Enter the usemame ofthe instagram accountyou want to add

Cancel m

Click Submit to complete the configuration.

10.1.4 Releasing an App

Once you have completed App development and testing, you can release your App, making your App available
to users who do not have a role on the App itself. For the instructions on how to release an App successfully,
access https://developers.facebook.com/docs/development/release to obtain the official document.

231


https://developers.facebook.com/docs/development/release

	Preface
	1  Product Overview
	2  Logging In to WIS Cloud Network
	2.1    Logging In to WIS Cloud Network
	2.2    Visitor Login
	2.3    Registering an Account

	3  Project Management
	3.1    Project List
	3.2    Creating a Project
	3.3    Transferring a Project
	3.4    Project Management
	3.4.1   Adding a Device
	3.4.2   Setting as Default Project
	3.4.3   Editing a Project
	3.4.4   Deleting a Project
	3.4.5   User Management

	3.5    Opening a Project

	4  Quick Start
	4.1.1   Organizational Planning
	4.1.2   Network Configuration
	4.1.3   Device Access
	1.  Adding a Device
	2.  Configuring Device Access Addresses
	3.  Device Go-Online


	5  Home
	5.1    Traffic
	5.2    Alarm
	5.3    Online STA
	5.4    Site

	6  My Network
	6.1    Site Overview
	6.1.1   Site List
	6.1.2   Site Overview Info
	6.1.3   Switching a Site
	6.1.4   Network Indicators

	6.2    Network Configuration
	6.2.1   Binding a Template
	6.2.2   Personalized Configuration
	1.  WLAN Configuration
	2.  CLI List


	6.3    Device Management
	6.3.1   Device List
	6.3.2   Adding a Device
	6.3.3   Importing Devices
	6.3.4   Deleting a Device
	6.3.5   Device Details
	1.  Monitor
	2.  Basic Info
	3.  Terminal
	4.  Toolbox

	6.3.6   Unbinding a Device
	6.3.7   Delivering the Configuration
	6.3.8   Upgrading Devices
	6.3.9   Moving a Device
	6.3.10   Restarting a Device
	6.3.11   Backing Up the Configuration
	6.3.12   Command Debugging
	6.3.13   Restoring the Configuration from Backups
	6.3.14   Accessing eWeb
	6.3.15   Accessing Telnet

	6.4    Network Topology
	6.4.1   Device Query
	6.4.2   Topology View
	6.4.3   Device List
	6.4.4   Device Details
	1.  Monitor
	2.  Basic Info
	3.  Panel Info
	4.  Toolbox


	6.5    Network Optimization
	6.5.1   WLAN Optimization
	1.  One-Click Network Optimization
	2.  Manual Optimization
	3.  Optimization Setup
	4.  History Record

	6.5.2   Roaming Optimization

	6.6    STA Insight
	6.6.1   STA Monitoring
	6.6.2   STA Experience

	6.7    Access Security
	6.7.1   Authentication Configuration
	1.  One-Click Login
	2.  SMS Authentication
	3.  Fixed Account Authentication
	4.  QR Code Authentication for Visitors
	5.  Voucher Authentication
	6.  Facebook Authentication
	7.  Instagram Authentication
	8.  Hybrid Authentication

	6.7.2   Authentication Logs
	1.  Authenticated User
	2.  Internet Access History Record
	3.  Auth Failure Record

	6.7.3   Blacklist/Whitelist
	1.  Blacklist
	2.  Whitelist


	6.8    Alarm Management
	6.8.1   Active Alarm
	1.  Alarm List
	2.  Alarm Details
	3.  Alarm Acknowledgment
	4.  Canceling Acknowledgment
	5.  Clearing an Alarm
	6.  Exporting Alarms

	6.8.2   Alarm Setup
	1.  Alarm Content
	2.  Email Notification

	6.8.3   History Alarm
	1.  Alarm List
	2.  Alarm Details
	3.  Exporting Alarms


	6.9    Report

	7  Management and Maintenance
	7.1    Organizational Planning
	7.1.1   Adding a Site
	7.1.2   Editing a Site
	7.1.3   Deleting a Site

	7.2    Configuration Management
	7.2.1   Configuration Template
	1.  Template List
	2.  Creating a Template
	3.  Editing a Template
	4.  Viewing Results
	5.  Binding a Site
	6.  Delivering the Configuration
	7.  Deleting a Template

	7.2.2   Configuration Task
	1.  Task List
	2.  Task Type
	3.  New Configuration Task
	4.  View Command
	5.  View Result

	7.2.3   Configuration Backup
	1.  Backup List
	2.  Viewing Backup
	3.  Editing Backup
	4.  Downloading Backup
	5.  Deleting Backup


	7.3    Tunnel Management
	7.4    STA Management
	7.4.1   OS
	7.4.2   STA Type


	8  Intelligent Analysis
	8.1    Area
	8.2    Monitoring
	8.2.1   Overview
	1.  Client Activation
	2.  Equipment stability
	3.  Network Saturation
	4.  Online Experience
	5.  Alerts
	6.  STA Access Stability
	7.  Signal Coverage
	8.  Six-Dimensional Network Condition Diagram

	8.2.2   Experience
	1.  Overview
	2.  Causes
	3.  Expert Analysis

	8.2.3   Clients
	1.  Overview
	2.  Activation
	3.  Monitor
	4.  VIP STA
	5.  Exception Statistics

	8.2.4   Devices
	1.  Overview
	2.  Overall Monitor
	3.  Real-Time Monitor
	4.  AP Analysis
	5.  AP Group Analysis

	8.2.5   Environment
	2.  Group Analysis
	3.  Interference Details
	4.  AP Details


	8.3    Optimization
	8.3.1   One Key Diagnosis
	8.3.2   One-Click Network Optimization
	8.3.3   Access Optimization
	8.3.4   Config Planning

	8.4    Big Data
	8.4.1   Regional Analysis
	8.4.2   Scheduled Change
	8.4.3   Client Capacity
	8.4.4   Manufacturer Analysis
	8.4.5   Baseline

	8.5    Panel

	9  System Management
	9.1    User Management
	9.2    Role Management

	10  Appendix
	10.1  Configuring a Facebook App
	10.1.1   Registering as a Facebook Developer
	1.  Create a Facebook Account
	2.  Agree to the Meta’s Platform Terms and Developer Policies
	3.  Verify Your Account
	4.  Select Your Occupation

	10.1.2   Applying for a Facebook Login App
	10.1.3   Applying for an Instagram App
	1.  Create an App
	2.  Set the Instagram Basic Display
	3.  Add a test account for verification test

	10.1.4   Releasing an App



